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EXECUTIVE SUMMARY 
Per Deputy. Secretary of Defense Memorandum of 10 December 2008, USJFCOM is 
designated as the functional sponsor for G-TSCMIS and Ytill solicit and rationalize joint 
G-TSCMIS requirements from Combatant Commands/Services/Agencies (CIS! A) and 
provide these requirements to the Office of the Secretary of Defense (Policy) and the 
Joint Staff for approval before fonnalizing them with the G-TSCMIS acqulsltlol' agent 

This Capability Definition Package (CDP}1 identif ies the requirements for G-TSCMIS. It 
is one of several COPs that will address the Adaptive Planning and Execution (APEX) 
capability. This CDP serves to further refine a G-TSCMIS capabUity with definitions and 
business process models to ensure development of a capability that meets the C/S/A 
needs. It also includes a Docbine, Organization, Training, Materiel, Leadership and 
Education, Personnel, Facilities, and Polley {DOTMLPF & Polley} •ouicldook" to identify 
areas that require corrective or supportive actions to ensure the ful potential of the 
materiel solution is realized . This G-TSCMIS capability is intended to provide 
actionable, decision quality data/information, and operational environment awareness 
information as a means to support overall Joint C2 and Building Partnerships. 

G-TSCMIS will provide a comprehensil/9 picture of whole-of-government Security 
Cooperation (SC) activities. It will provide decision-makers, SC planners and other 
usar.s with the ability to view, manage, assess, and report SC activities and events. G­
TSCMIS will contribute to plenning more effeclive cooperelive security activities to align 
or meet desired outcomes in support of Security Cooperation (SC) end 5tates. II will 
support the monitoring, assessment. and allocation of SC funding and assist with 
identifying r6dundant SC investments. 

- GTSCMIS Vision Statement, Requiremenbt Wor11.ahop, 11-13 Aug 2009 

As depicted below, SC planning is integral to joint strategic planning. Joint strategic 
planning provides strategic guidance and direction to the Armed Forces of the United 
States for SC planning, joint operation planning and force planning . 
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Flgu,. 1: Joint Strategic Planning Diagram {Joint Pub 5-0). 

1 n.:ec: .:~p~bilii\Ql ud !IMIICCf. ..-e mjulred to supJ'(ln lite Key Perfonraoce Paramelers (KPP): ICJ'Piill "Sbared Siluational A'l'.n:~~tss" (SSA) 
•nd KPI't2 Plannina and Execution (found in llte Net-Enabled Command Capabili'Y (NE!CC) Capobilily Oevdopmcot Document (COD), 
lnc~mcnc I, Clulnac 2, dated 7 June 2007). 
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1. Scope 
The COP is a tailored product of the Joint Combat Capability Developer (JCCD) that 
translates warfighter requirements, as written in the Joint Requirements Oversight 
Council (JROC)-approved Net-Enabled Command Capability (NECC)2 Capability 
Development Document (CDD), into engineering and acquisition useable information 
which will enable accurate, relevant and timely materiel and non-materiel solution 
development. G-TSCMIS is an enabler of the APEX process as described in the 
Adaptive Planning Concept of Operations (CONOPS). This COP delineates 
requirements for a G-TSCMIS capability, which will enable DoD organizations {Office of 
the Secretary of Defense (OSD); Joint Staff (JS); Combatant Commands, Services, and 
Agencies (C/8/As)) to be able to collect, view, manage and assess Security 
Cooperation (SC) activities, and be able to share that information within Interagency 
and multi-national domains, as appropriate. It will provide worldwide visibility of 
continuously updated SC data, providing open information exchanges and transparency 
of SC programs (e.g., Foreign Military Sales (FMS), multinational exercises, 
multinational education) for all SC stakeholders. G-TSCMIS will contribute to the 
planning of more effective SC activities to align or meet desired outcomes in support of 
SC end states. 

The COP includes a data strategy section, use narratives and associated architectures 
which provide operational perspective and context for a G-TSCMIS capability. 
Additionally, it includes a DOTMLPF and Policy "Quicklook" which identifies key non­
materiel issues that. if not resolved, will prevent or degrade the full capability of any 
materiel solution. 

As the functional sponsor for G-TSCMIS, USJFCOM is the focal point for all new and 
emerging operational command and control (C2) capability needs, including those 
addressed in the Unified Command Plan (UCP), Joint Planning Guidance (JPG), 
Guidance for Development of the Force (GDF) and Joint Requirements Oversight 
Council (JROC) memoranda. USJFCOM defines and articulates detailed requirements 
from capability needs in order to adopt, adapt or build solutions and integrates and 
synchronizes DOTMLPF and Policy solutions. USJFCOM established the JCCD to 
carry out this integration and synchronization function. The JCCD engages and 
coordinates with warfighters to gather, assess, prioritize, and analyze warfighter C2 
requirements. The JCCD articulates current and evolving requirements to capability 
developers and providers across the DOTMLPF and Policy specbum to ensure rapid 
delivery of complete solutions to meet warflghter needs. 

2 TtM: NECC program has ~cently been cancelled to be repl~ with an approach !hal sustains and synchronizes the 
Global Command IUld Control System (GCCS) Family of Systems {FoS), leverages all applicable NECC products 
and artifacts, and proposes a programmatic restructuring of a Joint C2 Capability (JC2C). 

1 
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2. Vision 

G-TSCMIS wi!J provide a comprehensive picture of whole-of-government 
Security Cooperation (SC) activities. It wiJI provide decision-makers, SC 
planners and other users with the ability to view, manage, assess, and 
report SC activities and events. G-TSCMIS will contribute to planning 
more effective cooperative security activities to align or meet desired 
outcomes in support of SC end states. It will support the monitoring, 
assessment, and allocation of SC funding and assist with identifying 
redundant SC investments. 

The short term requirement is a global security cooperation management and 
assessment support tool. In the long term, G-TSCMIS capability will be a fully 
interoperable component of APEX and the Joint C2 Capability. G-TSCMIS must also 
be interoperable with other United States Government (USG) foreign assistance and 
international cooperation information systems. Ideally, it will allow U.S. allies to share 
information about international security cooperation and capacity building activities. 
Objedively G-TSCMIS will allow decision makers and analysts to identify redundant 
investments, plan more effective engagements, and find gaps and opportunities for 
building more capable partners. 

Per the Guidance for the Employment of the Force (GEF), thorough campaign and 
contingency planning requires that a combatant commend's operations and activities 
align with national security objectives and complement the Department of State's 
country-specific Mission Strategic Plans (MSP). G-TSCMIS will allow C/SIA and 
interagency partners to examine U.S. SC engagement and security assistance 
programs. By having this shared knowledge of CIS/A efforts, DoD leaders can better 
support the orchestration of whole-of-government efforts and goals. 

3. Background 
DoD Directive 5132.03 defines security cooperation as "Activities undertaken by the 
Department of Defense to encourage and enable international partners to work with the 
United States to achieve strategic objectives. It includes all DoD interactions with 
foreign defense and security establishments, including all DoD-administered security 
assistance programs, that: build defense and security relationships that promote 
specific U.S. security interests, including all international armaments cooperation 
activities and security assistance activities; develop mission partners' military 
capabilities for self-defense and multinational operations; and provide U.S. forces with 
peacetime and contingency access to host nations." The GEF and the GDF highlight 
the strategic importance of improving partners' capacity. This guidance also establishes 
the requirement for U.S. organizations to build transparent, accountable, and efficient 
resource management and business processes to track SC data. 

2 
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The Theater Security Cooperation Management lnfonnation System (TSCMIS) is a 
SIPRNET accessible database that is currenUy used to record SC activities by all six of 
the Geographic Combatant Commands (GCC) and two Services (Anny and Air Force)3

• 

The USSOUTHCOM model of TSCMIS seamlessly communicates with the USPACOM 
TSCMIS model, which the other 5 GCCs presently use. DoD requires a Department­
wide capability that will enable all components, as well as other Federal Departments, 
Agencies, and international partners, to see SC data from all sources via a single 
interface that is tied to each organization's objectives and end states of Country 
Campaign Plans. This will provide the United States an increased ability to interact with 
foreign partners to achieve mutual goals of countering terrorism, countering Weapons of 
Mass Destruction (WMD), promoting stability, and preventing conflict. 

On 10 December 2008, the Deputy Secretary of Defense designated the following 
responsibilities: the Department of the Navy as the acquisition agent, and USJFCOM 
as the joint functional sponsor. As joint functional sponsor, USJFCOM will provide 
requirements to OSD (Polley) and the Joint Staff for approval. 

4. Use Narrative 
The following sample background situation was developed to provide an operational 
flavor to assist in better understanding the employment of the G-TSCMIS capability: 

Use Narrative: A Combatant Commander (CCDR) conducts SC shaping operations 
within his Area of Responsibility (AOR) in support of a strategic objective to detect and 
interdict weapons of mass destruction (WMD) that may exist in the possession of 
specific hostile nations, transnational terrorist organizations, or rogue terrorist actors. 
This strategic objective is a product of a strategic planning process in which several 
USG organizations have participated. In addition to DoD, the participants may include 
Department of State (DoS), Department of Homeland Security (DHS), Department of 
Justice (DoJ), National Security Council (NSC) and other government agencies as 
required. Inputs to this strategic planning include the GEF, Joint Strategic Capabilities 
Plan (JSCP), and the Secretary of State's overall strategic plan for USG foreign policy 
and developmental assistance. The GEF provides guidance about what the CCDRs 
should do; the JSCP provides guidance on how they should do H. G-TSCMIS will 
support strategic planning by providing access to reports of programs, activities, events, 
funding, assessments, and status of achieving defined end states. Information can be 
binned by SC programs, budget lines/funding streams, equipment lease, equipment 
drawclown, etc. 

The CCDR directs development of a theater campaign plan to help regional partners 
build capabilities and capacities to detect and interdict WMD. The campaign plan will 
identify the ways and means through prioritized SC programs, events, and activities to 
achieve the CCDR's desired end states. The primary input for the campaign planning 
process is the assigned mission to help regional partners develop capabilities and 
capacities to detect and interdict WMD. The CCDR's staff will use the Joint Operation 

l U.S. Navy and U.S. Marine Corps are in the pro~~ ofacquiring TSCMJS access. 
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Planning Process (JOPP) and the supporting G-TSCMIS capability, and will involve as 
additional participants in the planning process its service components, supporting 
agencies within DoD and mission partners 'Niltlin DoS. Other USG agencies may also 
participate as required. The campaign plan will produce several operational objectives 
organized by Lines of Operation {LOO). Each LOO will be populated by programs, 
activities, and events that are designed to achieve an objective. These will also be 
further organized into regional and country specific plans. For example, LOO #1 may 
include developing WMD surveillance capability 'Nith foreign militaries, implementing 
intelligence and information sharing, improving operational access and freedom of 
action to conduct interdiction, and developing cooperative relationships to create 
influence contributing to longer-term deterrence and dissuasion. Planners will use G­
TSCMIS as a planning support system from which they can draw or propose potential 
programs, activities, and events that build partners' ability to detect and interdict WMD 
to inform potential Courses of Action from W'hich a concept of operations is selected. 
Eventually the LOO 'Nithin the campaign plan's concept of operations 'Nill be populated 
by these programs, activities, and events, thus providing a demand signal identifying 
required resources, funding, and authorities for planning and executing SC missions. 

Supporting components and agencies will source forces or take other actions to support 
the specific events and activities that populate the plans to achieve the CCDR'e 
objectives. The various organizations will use the output of the CCDR's campaign plan 
as the input necessary to conduct their doctrinal planning to support specific events or 
activities. They will employ their doctrinal planning process to conduct planning, and 
the output will be the plans for and execution of the programs, force requirements, 
events, or activities. They will maintain within G-TSCMIS a current SC status that can 
be reported in numerous ways, to include by type of activity, geographic region or 
country, U.S. staffing levels, and source or type of funding. Assessment of the 
execution of plans is conducted by the combatant command staff and component staffs 
to ascertain the effectiveness of the programs, activities, and events in achieving the 
objectives of the CCDR's campaign plan. This assessment effort includes the results of 
each activity or event and the progress in achievement of the strategic end state. The 
assessment 'Nill be linked to the lessons learned system. 

G-TSCMIS 'Nill support visualization, assessment, reporting, and data management 
throughout the conduct of SC planning and execution. Reports will be tailored to 
include programs, events, and activities by category, geographical areas, assessments, 
U.S. staffing levels, and sources of funding. Users at the tactical level will focus on 
specific programs, participating forces, events, and activities, while users at the 
strategic level can access summary reports of geographic regions, resource 
requirements, or total expenditure of funds by source. G-TSCMIS support to DoD's SC 
reporting requirements is partirular1y important. Reporting requirements for many SC 
programs and activities are mandated by federal law. 

4 
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5. Requirements 
USJFCOM hosted a 3-day G-TSCMIS Requirements Workshop on 11-13 August 2009 
in Suffolk, VA. All combatant commands, Services, and applicable defense agencies 
were invited to participate in the identification of requirements for G-TSCMIS. The 
following table was developed from CIS/A inputs received at that "WOrkshop and from 
extant documents from the existing TSCMIS and Asmy Global Outlook System 
(ARGOS).4 Each of the requirement statements has been directly linked to the Net­
Enabled Command Capability (NECC) Capability Development Document (COD). 

• Draft G-TSCMIS Requirement Statements 

Integrity, authentication, confidentiality, and 

course i 

i 
i to the 

operating in diverse environments 
same look and feel whether 

i 

Advanced Distributed 
to the 
Sharable 

NECCCDD 
Linkage 

9.6 

4 Refer to Appendix A for a listing of supporting docwnents used to develop/refine requirements for G-TSCMIS. 
s Attribute-Based Access Control (ABAC) is an access authorization policy model that allows the system to Lake all, 
or any subset of, attributes into consideration when vetting a request for access to the system. The ABAC approach 
does not require specific role definitions; in!dead, policies 11re based on binary conditions asrociated with the 
attributes in an individual's proliles, the system resource oorumaints, and environmental conditiol15 (sooh as threat 
levels, network wnditions, netwurk security cl~ilications, etc.). 
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• Draft G-TSCMIS Requirement Statements 

Updal•, O_ei,IB} 
ldent1fiet 
Engegi!NTisnl categoriss. Plli.nls 
Responsibilly {OPR). Key Org~naatim DtliB, Event Status, Event 
Execution oates, Classiflcatioo!Releasabilily, Remarks, Desc.riptlon, 
AddltiCJl<ll Commelll:s, Military Engagement lhernell, Event SeriBS, 
lr:~!3ions. Pl:lrticipal.ing Country{ies), Participatifl!il US Units:, other 

Elements!Offloes, Number of Scheduled Mlktary!Civilian 
, Number of Aclual MWtary!CM!!an Pmticlpanb, Required 

~esources, Tl'teaier Stral:e(lie 
Ossired Eftl3cts, Ewtnt Milestones, 

; 
must be filled in fcrthe 

"l1te data fields listed in tbis M10iremeut st!ltementrepresent current TSCMJSIARGOS reponing crikria, 
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' Draft G-TSCMIS Requirament Statements 
NECCCDD 

Llnka941 

11.26 G-TSCMIS shall provide the capability for a user to sort by any data 9.1, 9.7 
field (e.g., by OPR or executing component). 

11.27 G-TSCMIS shall provide a capability for a single point of data entry 1.1, 1.3, 4 .1, 
capability (to precJude 1he necessity for agencies/Services to 5.1, 6.2. 9.1, 
establish separate eccounts with each Geographic Combatant 9.7 
Command <GCC)). 

11.28 G· TSCMIS shall provide a capability for an SC event manager to 1.1, 1.3, 4 . 1, 
grant permission to allow multiple commandslorganW!tlons to enter 5 .1. 6 .2, 9.1, 
their SC data against a single SC event. 9.7 

11.29 G-TSCMIS shall provide the capability to access data from 1.1' 1.3, 2.1. 
Aulhorllative Data Sources (ADS) (e.g., Defense Security Assistance 3.1' 4.1' 9.1. 
Management System [OSAMS], Security AssistallCCil Network [SAN), 9.2, 9.8. 9.7 
Joint Training Information Management System [JTIMS], Training 
Management System [TMS), Joint Capability Requirements Manager 
(JCRM). Global Force Management tool), including author1tat1Ye SC 
references. 

11.30 G-TSCMIS shall provide interoperability with existing fielded SC 1.1' 1.3, 2.1' 
systems ~nd pl~nning systems. 4.1, 9.1, 9.2, 

9.6. 9.7 

11.31 G-TSCMIS shall provide the capability to expose SC data, in 1.1, 1.3, 2.1, 
accordance with CJCSI6212.01E

7
• 4.1, 9.1, 9.2, 

9.6, 9 .7 
11.32 G-TSCMIS shall provide a capability to operate in an unclassified 1.1, 1.3, 2.1 , 

environment. 4.1, 9.1, 9.2, 
9.6. 9.7 

11.33 G-TSCMIS shall provide a capability to operate in a classified 1.1 ' 1.3, 2.1 ' 
environment. 4 .1, 9.1, 9.2. 

9.6 9.7 

11.34 G· TSCMIS shall provide the capability to access and transfer SC 1.1' 1.3, 2.1' 
data (within security classification guidelines) across multiple security 4.1, 9.1, 9.2, 
levelsfdomalns. 9.6 9.7 

11 .35 G-TSCMIS shall provide the capability to display linkages between: 1.1, 1.3, 4 .1, 
SC activities. SC objectives, inteiTTiediate military objectives, theater 5.1, 6.2, 9.1 , 
strategic objectives, Guidance for Employment of the Forces (GEF) 9.7 
strateQic end states, Tl'leeter Campaign Plan objectives, Mission 
Strategic Plan (MSP) by country, resources, non-DoD partidpan~ . 
etc. 

11.36 G-TSCMIS shall provide a capability for SChedule management and 1.1, 1.3, 2.1, 
resource allocation (e.g., ~icrosoft Project). 9.1, 9.4, 9 .7 

11.37 G-TSCMIS shall provide a capability for planning SC 1.1, 1.3, 9.1. 
activities/events. 9.4, 9.1 

11 .38 G-TSCMIS shall provide a capability to enable toupportlng 1.1. 1.3, 2.1. 
commands/Servlces/agenciet to build projections for future SC 9 .1, 9 .4 . 9.7 
Msource requirements-(e.a .• oarticioatina forces fundlno). 

11 .39 G-TSCMIS shall provide a future capability to oonduct analysis of 9 .9 
opportunities for engagement and linked to Guidance for 
Emotoyment of the Faroe (GEF) at1d/or CCDR coal/objectives. 

7 Link to CJCSJ 6212.0 IE: ht!L?i lwww.dlic.mil cjcs directives/cdata/un li mit/6212 0 I. pdf 
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# Draft G· TSCMIS Requirement Statements NECCCDD 
Linkage 

11.40 G-TSCMIS shall provide the capability to notify Joint Force providers 1.1 ' 1.3, 2.1 ' 
and Service resource providers of potential Requests for Forces 9.1 ' 9.4, 9.5, 
{RFF) as SC events are planned. 9.7 

11.41 G-TSCMIS shall provide an automatic notification to appropriate 1.1 ' 9.1' 9.5, 
individuals/organizations of required SC 1a:sks and assignments. 9.7 

11.42 G·TSCMIS shall provide users the capability to subscribe to 1.1 ' 9.1' 9.5, 
electronic alerts when additions or changes are made in selected 9.7 
categories. 

11.43 G-TSCMIS shall provide a capability to guide an action officer 1.1, 9.1, 9.3, 
through required steps of SC activity planning and reporting. 9.4, 9.7 

11.44 G-TSCMIS shall provide a capability for operators to utilize 9.1, 9.2, 9.5, 
synchronous and asynchronous collaboration tools (e.g., Social 9.7 
Networking ServiCEIS {SNS), Smartboards, wikis, chat, e-mail). 

11.45 G-TSCMIS shall provide the capability to export SC data into 9.4, 9.7 
standard word documents. 

11.46 G-TSCMIS shall provide the capability to export SC data into 9.4, 9.7 
spreadsheets. 

11.47 G-TSCMIS shall provide a capability to build and export calendar 9.4, 9.7 
'l'iews. 

11.48 G-TSCMIS shall provide a message board/posting capability for 9-4, 9.7 
users 1o make posts and discuss events to capture qualitative data 
that would not otherwise be apparent in the data collection and 
recording process. 

11.49 G-TSCMIS shalt provide the capability to export SC data Into 9.4, 9.7 
standard visual presentation documents (e.g., Power Point). 

11.50 G-TSCMIS shalt provide the capability to export SC data into a 4.1. 9.4, 9.7 
visualization tool. 

11.51 G-TSCMIS shall provide a capability lo display historical, current and 1_1 ' 1_3, 4.1, 
future planned SC events (with amplifying data) on an interactive 9.4, 9.7 
mapping tool (such as Google Earth) 'Jia user-defined criteria such 
as timeframe obiective, country, agency. 

11.52 G-TSCMIS shall provide a capability to synchronize and display SC 1.1 ' 1.3, 4.1, 
information from multiple Combatant Commands/Services/agencies. 9.2, 9.4, 9.7 

11.53 G-TSCMIS shall provide a capability to display all the SC activities of 1.1 ' 1.3, 4.1. 
an individuaj agency or command or Service within a particular 9.2, 9.4, 9.7 
country or user-defined region. 

11.54 G-TSCMIS shall provide a capability to customize a display to assist 1.1, 1 .3, 4.1' 
with planning and tracking activities/events (e.g., roll up/dashboard 9.2, 9.4, 9.7 
view). 

11.55 G-TSCMIS shall provide a capability to display resources that have 1.3, 2.1, 4.1, 
been allocated to specific SC activities/events. 9.1, 9.2, 9.7 

11.56 G-TSCMIS shall provide a capability to track and display expenditure 9.1, 9.7 
of funds by sources. (e.g., Title 10, Title 22, Section 1206) and 
activities. 

11.57 G-TSCMIS shall provide a capability to display allocation of 1.3, 2.1, 4.1, 
resources (funding, forces, equipment} for an SC 9.1, 9.2, 9.7 
program/event/activity in terms of goalsJobiectives/end states. 

11.58 G-TSCMIS shall provide a. capability to display linkages between the 1.3,2.1,4.1, 
resource allocation of multiple programs and a s.ingle theater 9.1, 9.2, 9.7 
strategic objective/strategic effect. 
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Draft G-TSCr.tiiS Requirement Statements 

makers. 

Employment of 
sc activities 

9 

, an assessment of how 
identified in the GEF 
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# Draft G-TSCMIS Requirement Statements 
NECC COD 

Linkage 

11.76 G-TSCMIS shall provkle a capability to perform an Event 9.1, 9.4, 9.7, 
Assessment upon completion of an SC event to include: ratings for 9.10 
event exec: uti on, assessment for event success in support of 
engagement objectives, and an opinion on event scope/frequency 
(i.e., increase, decrease or maintain current level). 

11 .77 G-TSCMIS shall provide a capability that displays how SC activities 1.1' 4.1 ' 9.1' 
are progressing towards achievement of goalsfthemes/objectivesl 9.2, 9.7, 9.10 
end states 

11.78 G-TSCMIS shall provide a capability to compare/deconflict DoD SC 9.1, 9.2, 9.7, 
activities with non-DoD activities to identify duplicative efforts and to 9.10 
assist with allocating future resources towards achieving desired 
obiectives/end states. 

11.79 G-TSCMIS shall provide modeling lools which predict effects of 4.1, 9.10 
applying future resources towards meeting SC objectives (i.e., 
predict return on investment}. 

11.80 G-TSCMIS shall provide a capability to identify and request future 9.1, 9.7 
funding requirements based on various budgeting cycles (e.g., 
Program Objective Memorandum (POM), Foreign Military Financing 
(FMF), Mission Strategic Plan (MSP), International Military Education 
and Training (IMET)). 

11.81 G-TSCMIS shall provide a capability to prioritize sc events. 9.1, 9.7. 9.10 
11 .82 G-TSCMIS shall provide a capability to visualize priorities of SC 9.1, 9.7, 9.10 

events against resources. 

11 .83 G·TSCMIS shall provide the capability to operate in a Disconnected, 9.7 
lnterminent, or Limited bandwidth (OIL) environment. 

11.84 G-TSCMIS shall provide the capability to electronically approve SC 1 .3, 9.1, 9. 7 
events. 

6. Doctrine, Organization, Training, Materie11 Leadership and 
Education, Personnel, Facilities, and Policy (DOTMLPF and 
Polley) Quicklook 

The DOTMLPF and Polley quick-look section of this CDP identifies issues articulated 
from the start of research thrnugh the writing and staffing of this document. This 
includes all DOTMLPF and Policy issues identified during research, meetings with 
warfighter subject matter experts (SMEs) and CDP staffing at the JCCD level. Most of 
the issues were identified by warfighters - current TSCMIS and ARGOS8 users at the 
combatant commends and Services. The primary basis for selection and emphasis was 
whether solving the issue would enhance the use of G-TSCMIS materiel capabilities. 
Another basis was whether the adoption of a non-materiel solution, relative to G­
TSCMIS's materiel capabilities, would enhance the SC application for the warfighter. 
Experience in the fielding of several previous joint systems has demonstrated negative 
impac1 when primary emphasis is given to the development and implementation of a 
materiel solution and insufficient effort is given to the non-materiel solutions such as 

8 ARGOS is a Service implementation ofthe USPACOM TSCMIS (P-TSCMIS) model presently used by Army and 
Air Force. 
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policy, doctrine, training, etc. The result was that the new system was seriously 
hampered or not used at all until lessons learned and the passage of time brought about 
necessary support changes. 

This DOTMLPF and Policy Quicklook section of the GNTSCMIS CDP articulates the 
nature of non-materiel (and some materiel) issues identified in the research and staffing 
of the COP. The Quicklook also makes specific recommendations to identified 
commands or agencies, hereafter referred to as DOTMLPF and Policy developers, to 
research each Issue and recommendation as stated in the CDP and produce solutions 
in time to meet events in the testing, fielding and warfighter utilization of G-TSCMIS. 

6.1 DOTMLPF and Policy Recommendations for the G .. TSCMIS CDP 

The following table summarizes the subjects of each of the DOTMLPF and Policy 
area(s), findings, recommendations, and the suggested Offices of Primary 
Responsibility (OPR)/Offices of Collateral Responsibility (OCR) for carrying out the 
recommendations. 

a • : T an olcylsaues T bl 2 DO MLPF d P I 
DOTMLPFand - Finding R•commendatlon Suggested 
Policy Issue OPRJOCR 

Doctrine JP 5-0 provides insuffi<:ient JS J5 produce a doctrtt'\81 JSJJS 

Policy 
doctrine on Theater publication in tfle JP-5 
Campaign Plan (planning) series to address 
development 21nd guidance campaign planning. Make 
to link SC planning appropriate Changes to: 
activities and campaign CJCSM 3122.01A, Joint 
planning. Operation Planning and 

Execution System (JOPES), 
Volume I, (Planning Polley and 
Pmcedums) , 29 Sep 06. 
CJCS/3141.010, Msnagamant 
and Review of Campeign and 
Contingency Plans 24 AtJr 08. 

11 

Statement A: Approved for public release, distribution is unlimited (02 August 2012)



Doctrine JP-5 series provides JS J5 produce an additional JS/J5 

Policy 
insufficient doctrine on the doctrinal publication in the JP-5 

JS/J3 
planning of Theater series to address theater 
Security Cooperation. security cooperation planning. OSD 

Make appropriate changes to: 
Guidance for Employment of 
the Force (GEF), 21 Apr 08; 
Joint Publication 3-DB, 
lntsrorgan;zationaf Coordination 
during Joint Operations, 17 Mar 
06; Jo;nt Publication 5-0, Joint 
Operation Planning, 26 Dec 06; 
Military Contribution to 
Cooperative Security Joint 
Operating Concept ( CS JOC), 
19 Sep 08; Joint Publication 1-
02, DOD Dk;tionary of Military 
and Assadated Terms (as 
amended through 19 Aug 09). 

Organization OSD and DSCA provide JS JS initiate a Community of JS/JS 

Leadership 
overarchlng governance of Interest or Working Group. 
SC policy and planning: 
however, no coordination 
and resolution body exists. 

Organization No formal program Formally appoint a program OSD 

Leadership 
msnsgemenl office exists msnagement office for G-
to address critical issues TSCMIS. 
with current TSCMIS 
system and management of 
follow-on G-TSCMIS 
s~em. 

Training Need to establish a single Coordinate with DSCA & OSD 
Organization 

training management DlSAM to develop SC planning 
DIS AM 

authority to coordinate all courses for GCCsJServices. 
related training Broaden DtSAM's mission to DSCA 
requirement~;~, cour5e indi.Jde instruction on SC 

JS curricula, and training planning. 
providers. 

Training Lack of training for JS and Services update and JS/J7 

Personnel 
personnel assigned SC enhance Security Cooperation 

Services planning responsibilities. training for personnel assigned 
to joint commands. Specific 
common training requirements 
should be developed. 
Coordinate/integrate SC 
planning training requirements 
with the APEX Human 
Resource Strategy. Make 
appropriate changes to CJCSI 
1001.01, Joint Manpower and 
Personnel Program, 17 Mar 08. 
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Leadership/ Lack of SC exposure and Make curriculum changes at JS 
Education supporting systems to JFSC and senior service 

Senior Leaders. schools. Brief the new FO/GOs 
Policy at Capstone. Make appnJpriate 

changes to CJCS/1800.010, 
Officer Professional Military 
Education (PME) Policy, 15 Jul 
09. 

Policy Lack of sufficient policy and OSD and the JS develop oso 
guidance to implement/ appropriate guidance. JS manage SC pli!lnning 
activities and information 
exchanges in an 
unclassified environment. 

Policy Lack of guidance on how Update CJCSI 3141.010, OSD 
DoD systems will CJCSM 3122.01A and other JS interoperate with non-DoD directive joint policy documents 
systems. to enforce use of G-TSCMIS 

capability as required. 

6.2 Timing of Solution Development 
Most of these DOTMLPF and Policy areas require the review of a broader scope of 
data. Consequen"Hy, delivery of the revised documentation may not coincide with 
materiel releases. This requires close synchronization between the developer, JCCD, 
and individual DOTMLPF and Policy developers to ensure delivery of critical DOTMLPF 
and Policy support precedes the delivery of materiel solutions. 

6.3 Recommendations Summary 
G-TSCMIS provides a series of improvements over the current capabilities now in use 
by warfighters. Inevitably this results in changes to lower-level procedures and 
processes and may result in important changes in upper-level doctrine concerning the 
planning and conduct of theater security cooperation. Moreover, all other areas of 
DOTMLPF and Policy will be impacted to some degree. 

DOTMLPF and Policy recommendations contained in this document, and as changed or 
added to by future analysis of testing, represent capability gaps that must be resolved 
and provided to the joint warfighter on a reasonably concurrent schedule with the 
delivery of materiel capabilities. 

The most significant DOTMLPF and Policy recommendations contained in this 
document are: 

- Doctrine: Update joint and Service doctrine at all levels to reflect not only the 
CCDRs' requirements to conduct and execute SC planning, but also Service and 
Defense agencies' role in supporting CCDR SC and their requirement to conduct SC 
activities in the accomplishment of their respective missions. Incorporate and mandate 
the use of G-TSCMIS in these updates. 
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Specifically, there is a gap in joint doctrine related to both campaign planning and SC 
planning. These terms are not synonymous and should be addressed in separate 
publications within the planning series of joint doctrine. SC planning should include the 
roles and responsibilities of combatant commands and their service components in the 
planning, execution, and assessment of SC. It should also include the roles and 
responsibilities of OSD, the Joint Staff, and the Service headquarters in SC. Finally, the 
new docbine must explain the roles and relationships of interagency partners such as 
Department of State, to include embassies, Department of Justice, and other agencies 
that provide assets. 

SC planning doctrine should explain the relationship between strategic goals, 
operational planning, and tactical execution of the events and activities that populate 
country specific or region specific campaign plans. The doctrine must also explain the 
urgent need to conduct assessment of both specific activities and the overarching 
campaign plan in achieving the plan objectives that are linked to strategic goals. 

-Organization: Following the August 2009 G-TSCMIS Requirements Workshop, 
warfighters have formed an informal Community of Interest (COl) for G-TSCMIS to 
identify best practices, coordinate user efforts and activities, and develop the required 
COl products (controlled vocabulary, etc). This initiative could be further enhanced by 
formally establishing a COl with a charter, channels of communication, etc. 

- Training: Provide Sharable Content Object Reference Model (SCORM) 
compliant training, per DoDI 1322.26, at the functional/technical levels and 
provide/update training at the schoolhouse and combatant command levels. Both need 
to reflect the requirements and capabilities provided by G-TSCMIS as a system that 
supports TSC. Also consider establishment of a Training Management Authority (TMA) 
to consolidate and integrate training packages produced during materiel development 
and to distribute standardized SC and G-TSCMIS curricula to joint and Service training 
establishments. 

- Materiel: Develop the system to conform to Government off-the-Shelf (GOTS) 
hardware standards such that the system functions across the spectrum of DoD and 
interagency organizations. Enforce standardized data for the G-TSCMIS. Further, build 
into the system the ability to interlace with other systems, such as Joint Training 
Information Management System (JTIMS), Joint Capability Requirements Manager 
(JCRM) and Defense Readiness Reporting System (DRRS), necessary to manage the 
force to source SC requirements. 

- Leadership: Update Joint Professional Military Education {JPME) at all levels 
to reflect the requirements, capabilities and opportunities provided by G-TSCMIS. 
Further, JPME and Service PME should include the fundamentals of both the process of 
campaign planning and the principles of SC. /ls an additional leadership consideration, 
OSD and the JS need to take action on numerous issues of policy that affect both SC 
and G-TSCMIS. 
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Personnel: Update manning document requirements for personnel 
qualifications at all joint levels to reflect the training and JPME requirements and 
capabi!ities provided by G-TSCMIS. 

- Policy: Several policy issues need resolution to support development and 
fielding of G-TSCMIS. Foremost among these are the policy requirements for DoD and 
interagency coordinated action in the conduct of planning and execution of SC. There 
are conflicting and confusing policies and laws that apply to the many SC activities. An 
extended requirement is created as G-TSCMIS will allow multi-agency users web-based 
access. There will also be infonnation assurance issues such as data security and 
access due to the sensitivity of the contents of the system. This may require SIPRNET 
vice NIPRNET access similar to the current TSCMIS tool. 

7. Data Strategy 

G-TSCMIS developers must comply with all federal/state laws, regulations, and DoD 
policies, including data and service exposure in accordance with Defense lnfonnation 
Enterprise Architecture (DIEA) v1.0 (11 April 2008), Chainnan, Joint Chiefs of Staff 
Instruction (CJCSI) 6212.01 E, and Health Insurance Portability and Aooountability Act 
(HIPAA) for Personally Identifiable Information (PI I). 

DIEA Data and Services Deployment (DSD) sections describe a net-centric vision that 
provides a rich information sharing environment in which data and services will be 
widely available, easily discoverable, usable and trusted across the Global lnfonnation 
Grid (GIG). CJCSI 6212.01 E provides further detailed guidance. Enclosure E of CJCSI 
6212.01E describes the technical aspect of determining lnteroperability and 
Supportability, including the Net-Ready Key Performance Parameter (NR-KPP) and 
compliance with DoD IT and National Security Systems (NSS) specific policies. CJCSI 
6212.01E incorporated compliance with Net-Centric Data and Services Strategy, 
including Data and Service Exposure Verification, as one of the five elements of the NR­
KPP. Inclusion of the NR-KPP is mandatory for all acquisition and post acquisition IT 
and NSS programs for systems used to enter, process, store, display, or transmit DoD 
information, regardless of classification or sensitivity, except those that do not 
communicate with external systems. See CJCSI 6212.01E for further NR-KPP 
guidance. 

In addition to the requirements in OlEA and CJCSI 6212.01E, the C2 CPM has 
identified additional ADS owner initial requirements, as directed by JROCM 158-09 
(Table 3) to ensure that the data provided by ADS owners meet warfighter 
requirements. These requirements include: 1) Document the data services provided 
and conditions of those services; including availability, data freshness and query 
performance; 2) Maintain physical & system security/safeguards appropriate to 
dassification of the data in the ADS; 3) Ensure that data quality standards are 
developed and implemented; and 4) Maintain Disaster Recovery plans and facilities 
adequate to maintain or restart operations in the event systems or facilities are 
impaired, inaccessible, or destroyed. 
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Table 3: Additional ADS Owner Initial Requirements 
Services Provided and Conditions of Service 

• An Availability Service Level Agreement defines the operating hours during which the ADS 
is "onen for business" on a renUiar basis. 

• A Data Freshness Service Level Agreement defines how up-to-date the data in the ADS 
must be. There~~~ main tr~ects of a data freshness se:C: level: (1) how often is the 
data in the ADS u ated and 2 how lana after the data is u ated will it be accessible. 

• Query Performance service levels are generally focused on response time. However, it is 
also critical to consider the throughput requiremer~ts of the environment to define the 
number of concurrent queries to be supported. 
• Distinct classes of workload defined by query complexity and priority should be 

established with individual :service level agreements for each. 
• Query prioritization can be used to allocate resources so tllat some queries are impacted 

less by concurrent workloads than others. 
• Service levels mav also be defined differentlv for distinct times of dav . 

PhYsical and System Security 
• lm~~eri~ent appropriate physical and technical safeguards to protect the confidentiality, 

inte ri and avallabilltv-of Institutional Data. 
• Ensure that data is asskmed an aDDrooriate classification . 
• Ensure that systems containing sensitive information are physically secured from 

unauthorized access. 
• Ensure that actual or suspected data security breaches, especially when involving sensitive 

data, are renorted immediatelv and that anv -recommended corrective action is irrlnlemented. 
• Ensure that procedures are followed to mitigate all identified compromises or identified data 

securitv threats. 
Data Qualitv Standards 

• Ensure that each data element has adequate documentation on appropriate usage and 
notes. 

• Document the oriain and sources of authoritv on each metadata element. 
Disaster Recoverv Plans 

• Ensure that risk assessments are performed (including disaster recovery plans, backup and 
contingency plans) as required, induding those required by HIPAA for all Pll. Risk 
assessment is recommended for all other sensitive or mission critical data. . Establish an ongoing process to ensure that the necessary steps are taken to: 
• Identify the impact of potential losses . 
• Maintain viable recovery strategies and plans . 
• Ensure the continuity of operations through personnel training, plan testing, and 

maintenance. 

The categories/types of data required to perform SC missions, the organizations that 
produce those types of data, and the systems/tools those organizations use to provide 
their data are analyzed in Appendix C. Producers of SC data include DoD, non-DoD 
Federal government, non-US {multinational and coalition), and non-governmental 
organizations. 
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Appendix A- Source Documents for Requirements 

US Pacific Command, TSCMIS Process Document, updated 13 July 2009 
US Joint Forces Command J9, Memorandum for Record, Cooperative Security (CS) Experiment 
Recommendations for Global Theater Security Cooperation Management Information System 

I IG-TSCMIS\, 15 Seotember 2009 
US Central Command TSCMIS Users' Guide Web-Based Version 3, Februarv 2007 
Strategy Division- Office of Plans, Defense Security Cooperation Agency, Standardizing 
Security Cooperation Assessment Inputs Task 2 Report 18 April 2007 ($) 
Strategy Division Office of Plans, Defense Security Cooperation Agency, Standardizing 
SecuritV Coooeration Assessment lnouts, Task 3 Reoort, 6 June 2007 
US Joint ;~ce:) Command Cooperative Security Experiment Series Recommendations and 
Synthesis R&S Conference Final Report 9 sePtember 2009 
Headquarters Department of the Anny, Army Global Outlook System (ARGOS) User's Guide, 
May 2009 
US Special OperationsCommand, Memorandum for the Chalnnan Joint Chiefs of Staff, US 
Special Operations Command Addendum to the FY 2010-2015 Integrated Priority List, 28 
February 2008 

Draft/Pre-Decisional Documents 

iii 
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Appendix B- Operational Views/Activity Models 
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AppendiK C- Security Cooperation Authoritative Data Sources (ADS) 

Security COoperation ADS Analysis 
C2 CPM approach to identifying ADS is a repeatable a~proaeh, not specific to the C2 
Portfolio, r:het ijentJies the types of information needed to perfonn a specffic mission, what 
orgBnl.zations are responsible for providing that type of dala, and how those organizations 
provide their data. 

1} Identify the SC data needs (types of data rgquired to ~rfomJ SC mtssione). The SC 
comrrttJni'cy needs both current and historical data on SC Planning (Strategy/Campaign/ 
Activlty!E~o<emt/Resources), SC Execution, and Assessment The SC community dMde:s their 
data into 15 broad categories: 

Tabt& 4: Securitv CtmDt'!ratiOn Information Needs . CounterfNon-Proliferation . Multinational Education . Conssquena:~ Managsmant Programs . Defense Institute for Medical . Cooperative Threat Reduction Operations 
Program . Regional Strateoh:: Sb.Jcfie!l . NonpralfferetionfCounterproliferation Academic Programs 
Programs • SenlorJintermedlate Service 

• Treaty Complla'lee- A.ctivl11es Schools 
• Research and Develooment Activities 

• Counter Nar<:otics Assistance • Multinational Exercises . Counter Drug and Counter Narro- • Bllaterai/Mullilateral Exercises 
Terrorism su~ort • Exeroise-Re~ted Construction . Defense & Military Conlacts • Multinational Training 

• Conferenceslseminarslstaff~to-staff • Counleo-naroolics Training 
events • Joint Combined Exchange Training 

• Exchang-e F'rograms (Small unit I • Maritime Law Enfur'CElmEJnt, Safety, 
i'ldMdual) and Security TraininQ 

• Official Visits . Mobile Trakling Teams (MTI) 
• Port VISits/Ship Rider/Distinguished • RegiOnal Training Events 

Visitor (DV) Embarll:s Programs • US Coast Guard {USCG) Education 
• State Partnemhlp Programs & Training . Chaplain Program 
• Joint Contact Toom Program 

~---........ ~ ... ____ Military HIV/AJDS ~ntl~_ Program ---------
• Defense Support ID Public Diplomacy • Multinational EXPerimentation 

' ' • i-""~ical Cooperation Program 
' TCP 
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• Humanitarian Assistance (HA) • Security Assistance . HA Program-Excess Property . Combating Terrorism Fellowship . HA Program-Other (contracts Program 
between DoD & local laborers to • Excess Defense Articles 
construct/renovate public facilities; . Heanh Security Cooperation 
disaster management training) . Direct Commercial Contracts 

• Humanitarian Civic Assistance • Peacekeeping Operations 
Program . Foreign Military Finance Grants . Humanitarian Mine Action . Foreign Military Sales . Overseas Humanitarian Disaster & . International Military Education & 
Civic Aid (OHDACAl Trainina (IMETl 

• Information Operations . Operational Activities . Combat Camera . Military Information Support Team . Information Sharing/Intelligence . Other Security Cooperation Activities 
Cooperation . Arms Control & Treaty Verification . Intelligence Exchanges . C41 lnteroperability Initiatives . Defense Environmental Security 

International Cooperation . ~mall ~rms & Light Weapons 
SALW 

• International Armaments Cooperation 

2) Map SC data needs (from a producer perspective) against candidate ADS. The C2 CPM 
considers an ADS to be a combination of: 

• Ooerational nodes/data owners/data producers. The operational node/data owner/ 
data producer is an entity/organization with the authority and responsibility to provide 
specified Authoritative Data, making it visible, accessible, understandable, and 
trustable. 

• Systems & tools data producers use to provide their data. The systems/tools used by 
the data producers to provide their data can be an application/automated information 
system, a web service, a database, a data feed, a data store/data cache, an 
unstructured/semi-structured file, or a social networking method (e.g., chat). 
Databases/data stores that feed the systems/tools. Data stores/data feeds/databases 
that do not make their data directly available through web/data services but provide 
Authoritative Data to the systems/tools. 

a) Operational nodes/data owners/data producers. The organizations responsible for 
producing SC data indude: 
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Table 5: Securltv CooDeratlon Data Producers 
• Combatant Commands 

• Geographic 
- AFRICOM I CENTCOM I EUCOM I NORTHCOM I PACOM I SOUTHCOM . JS -Event Plans . J3 -Execution . JS -Assessment . J2 -Intelligence Exchanges . J7 - Exercises . Functional 
- STRATCOM 
- TRANSCOM 
- JFCOM 
- SOCOM/J35/J33 

• Services . Novy 
- Navy International Programs Office (NIPO) -SA Policy; Principal agent for SA matters 
- Navy Inventory Control Point (NICP) International Programs Directorate- foreign 

requisitions for SA 
- Navy Education & Training SA Field Activity (NETSAFA)- Navy SA Training Program 
- Navy Education & Training Command (NETC) -International participation in PME 

Programs 
- Navy International Engagement Division (OPNAV N52)- Humanitarian Civil Assistance 

(HCA)!Theater Security Cooperation (TSC)/Intemational Relations 
- Lessons Learned Svstem . Marine Corps 

HQMC International Issues Branch, SC/SA Policy & regional desk officers 
MARCORSYSCOM International Programs- SA acquisition & logistics matters; FMS 
Training & Education Command (TECOM) - ln~matlonal Training & Education 

o USMC Security Cooperation Education & Training Center (SCETC) 
lessons learned Svstem . Air Force 

- Secretary of the Air Force for International Affairs (SAF/IA) . SAF/IAPA -International Airmen Division (exchange programs) . SAF/IAPQ- Armaments Cooperation Division . SAF/IAPX- Security Assistance Policy and International Training and 
Education Division 

- Air Force Security Assistance Center (AFSAC) 
- Air Education & Tr21ining Command (AETC) . AETC/IA- International participation in PME Programs 

• Air Force Security Assistance Training Squadron (AFSAT) 
- AFIAS . A<my 
- HQDIVG35 Anny International Affairs 
- Assistant Secretary of the Army (Acquisition, logistics & Technology) - ASA{Al T) . Deputy Ass't Secretary of the Army (Defense Exports and Cooperation Div.) 
- Army Materiel Command (AMC) . US Army Security Assistance Command (USASAC) . Research DeYelopment and Engineering Command (RDECOM) 
- Training and Doctrine (TRADOC) Command . Security Assistance Training Field Activity {SATFA) 

o Security ~(~ate~ Training Management Organization (SA TMO) 
Corps of Engineers COE 

C-3 

Statement A: Approved for public release, distribution is unlimited (02 August 2012)



. National Guard Bureau 
International Affairs (NGB-IA) . Coast Guard 

- Director of International Affains & Foreign Policy 
- International Training Division, USCG Training ·center YorktDIMl 

• Defense Threat Reduction Agency (DTRA) . Cooperative Threat Reduction (CTR) Directorate (OP-CT) . Onsite Inspection (OP-05) Directorate 
• Combat Support (OP-CS) Directorate . Plans and Doctrine Integration Division (CW-PDl) . Research and Development Enterprise (ADRD) . Advanced Systems and Concepts 'Office (OIR-AS) . OSD . OSD/Policy 

- Global Strategic Affairs 
- Regional International Security Affail"5 Offices 
- DSCA - Defense Security Cooperation Agency . Defense Security Assistance Development Center (DSAOC) . Defense Institute of Security Assistance Management (DISAM) . Global Center for Security Cooperation . Strategy Directorate (Strategy/Assessments/Policy) . Operations Directorate (Policy/Planning/Execution of Country programs) . Programs Directorate (IMETIFMF/HA/Disaster RelieffDemining) 

DTSA- Defense Technology Security Administration . International Security Division 
• OSD(AT&L) 

Director, International Cooperation . OSD/Comptroller (SA Policy & Procedures Financial management regulations) 
• Joint Staff . JSIJ7 . Joint Center for International Securitv Force Assistance IJCISFAl . State Department (DoS) . Under Secretary for Political Affairs 

Six geographic bureaus 
Bureau of International Narcotics and Law Enforcement Affail'l3- oounter-nan::otics 
training & programs 
Bureau of International Organization Affairs - peacekeeping, humanitarian assistance . Coordinator for Counterterrorism . Coordinator for Reconstruction & Stabilization -stabilize & reconstruct societies in transition 

from conflict . Bureau of Diplomatic Security- Antiterrorism Assistance Program training . Directorate of Defense Trade Controls . Under Secretary for Arms Contrnl and International Security 
- Bureau of Political-Military Affairs -principal link between DoS & DoD for FA: security 

assistance training; dernlnlng (FMF, IMET, PKO); Directorate of Defense Trade 
Controls 

- Bureau of International Security and Nonproliferation - nonproliferation & arms control; 
prevenVprotect/respond to WMDs 

- Bureau for Verification & Compliance- treaty compliance policy & implementation . International Communications and Information Policy Group- interoperability . Under Secretary for Democracy and Global Affairs 
- Bureau of Population, Refugees, and Migration- refugee assistance programs . Millenn1um Challenge Corporation(~~· government corporation created to reduce poverty 

throuoh sustainable economic orowth 
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• USAID . Director of Foreign Assis'lance- economic, technical, and humanitarian assistance programs 
for sustainable development; foreign students at American colleges . Regional Bureaus . Bureau of Democracy, Conflict, and Humanitarian Assistance . Bureau for Foreign Assistance 

- Office of US Foreign Disaster Assistance 
• DHS 

• Policy Office of International Affairs . Office of Counternan::otics Enforcement . FEMA 
Office of External Affairs lntemallonal Affairs Organization . DoJ . ATF 

• DEA . FBI 

• Agriculture Dept . Foreign Agricultural Service 

• Commerce Dept . Bureau of Industry and Security . Treasury Dept . Office of International AffairB . Office of Foreign Assets Control . Office of Technical Assistance . Office of Terrorism and Financial Intelligence 
• FDAHHS . National Institutes of Health 

• Office of Global Health Affairs . Office of International Programs 
• Red Cross . International Services 

• United Nations . Office for the Coordination of Humanitarian Affairs 

• Humanitarian Oemining infonnation Center- James Madison University (JMU) 
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b) Systems/tools data producers use to provide their data and data stores/databases that 
feed the systems/tools (wlth links where available): 

Table 6: 8Y$tems/Tools used by Security Cooperation Data Produc.rs . Combatant Commands 
- Theater Security Cooperation Strategy/Plan (TSCSITSCP) 
- Theater Campaign Plan (TCP) 
- Combined Education & Training Program Plan (CETPP) 
- Country Campaign Plan 
- Country Security Cooperation Plan 
- ObjectiYes & Desired Effects Assessments 
- Monthly Country Reports 
- TSCMIS . PACOM TSCMIS Portal (SIPR) (http://www.ha.pacorn.sroll.m!l/151!56/) . PACOM TSCMIS Login (SIPR) (ht1p:l/www2.bq,pacom.smil.rniVIepmis) . EUCOM . EUCOM TSCMIS Por1al (SIPR) 

. (I:!IIQ:/Jscw1.eucom.smil.miVTSCMIS EU/Portals/Agenc:r:Portals} 
EUCOM TSCMIS login (SIPR) (htto:/fscwl .eucom.smll.m!l/tscmls eu) 

• AFRICOM . AFRICOM TSCMIS Portal (SIPR) 
(hn12;11llcw1. eucom .smil.miVTSCM IS AF/Por1al!ilAagm;;)!eQ!1!ll§) . AFRICOM TSCMIS login (SIPR) (http://scw1 .eucom.smil.mil/tscmis aO . CENTCOM TSCMIS Portal (SIPR) 

(bUo;l£bg~db§Q~.~ntcom .smil .mii!Tscmis21S)!smrn§ofil!:i lf)c/CQyclr:r:Eg[!ii!l~i§ting.aspx 
• SOUTHCOM Country Portals (SIPR) 

(http·£l§!<:QQrl~lanon. hg.southcom.smil.mii/Countd§Sld~!i!l.ll!. li!lil2~) . TSCMIS tab on country pages 
• NORTHCOM TSCMIS Portal (SIPR) 

(b1!12;£[s;j§[D§t~r,hg.!;!acom.smil.milfTscmis2 Northcom/B(;!(;!/module/overviews!Agency/ 
Overview.as(;!x?SID=&Agenc:lf=ARNORTH&FY=~QO~) . SOCOM Security Cooperation Portal (SIPR) 
(h1!12;£ll2!.!!21i!:i.OQb.socom.smil.millsites/ope us/T§~£~ef@yi!,SJSQx) 

• ARMY . ARMY ARGOS {TSCMIS) Portal (SIPR) (http;l/www.hada-
g~.i:!rm:r:. ~ll!il,r!lillARGOS/Portals/DAMQ-S§IlQ§li!!Jit.aliQZiab=~) . ARMY ARGOS (TSCMIS) login (SIPR) (htlp;llwww.hada-
g~,l!rmi:.Smil.mii/ARGOS) 

• DTRA . DTRA Security Cooperation Information System (DSCIS) 
- Theater Operational Planning and Assessment Service (TOP AS) (SIPRNET/JWICS) 
- Joint Capabi!Hies Requirements Manager (JCRM) 
- Concept Funding Reouest (CFR) Database . DoD Security Cooperation wikVPort.af (SIPR) 

(tlno;{twww,int§lic~.aa~.gQv[wi~ilP~ulal;DoD Securit~ Coo12er~!io!J) 

- Links to SC Portals; Theater/Campaign/Campaign Support Plans 

. Global TSCMIS wikVPortal {SIPRNETTif'ltt"· intelinl<.sanv nov/wiki/Giobal T~CMIS Initiative\ . JS/J7 
- Joint Training lnfOI'Tllation Management System (JTIMS) 

(htto:/Li1lm§.g~.so2mlitims mmf/index.j§.J2) 
• JTIMS Loain lhtto:/litims.drc.oorn!itims mmflloaln.do) 
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DSCA 
Security Assistance Network (SAN) (httos:/lwww.idss.ida.orglsan/login.prg) 

Training Management System (available through SAN) 
(http://www.disam.dsca.mil/itm/AutomationlTMS7FAQS.asp) 
Security Cooperation Organizations-Training Web (SCO-TWeb) -- Link provides 
access Information (http:lfwww.disam.dsca.mil/itm/automation/SAQWeb.asp) 
IMSO Web (International Mmtary Student Officer) 
(http:lfwNw.disam.dsca.milfitmlautomation/iMSOWeb.asp) 

lntematlonal Security Assistance Network (https://www.idss.ida.orgljsanllogio.prn) 
Defense Security Assistance Management System (DSAMS) 
(https://dsams.dsca.milllogon!looo.asp) 
Security Assistance Budget Web Tool (FMF & IMED- includes Hnk to request ~tecount 
(httos://www.fmfimet.net/Site/Loaln.aspx) 
Overtleas Humanitarian Assistance Sharad Information System (OHASIS) 
(https://www.ohasis.org/OHASIS/Login.aspx) 
Partnership for Peace Information Management System (PIMS) Portal (bttp://www.oims.org() 

PIMS Login Page (https://members.pims.org/user) 
Regional International Outreach (RIO) Collaboration Networi( access through the Global 
Center for Security Cooperation (GCSC) (httos:l/gcsc.rio-net.orgD 
Security Cooperation Information Portal (SCIP) (https:Uwww.scoortal.us/homel ) 

- Security Assistance Automated Resource Management System (SAARMS) 
Budgetlexecution -stand-alone PC software, uploads into SAN using Integrated 
SAARM (ISAARM) 

Sef'VIces 
Air Fon::e 

Army 

Navy 

Air Force Security Assistance Center (AFSAC) Online (https://aisac.wpafb.af.mil/) 
AFSAC Sect~rity Assistance ManpOW'9r R960urce System 
(https:/lwww.my.af.mil/samrsD 
Air F~rce Security Assistance Management Information System (SAMIS) (through 
D!SA's Mult~host Internet Access Portal MIAP I 

Navy llll(entory Control Point (NICP) lntemational Programs Directorate Asset 
Visibility System 
(hUps:Unlcppla11 .oayslsa.navv.n1ilfassetviz}!ndex.aspx?Banoer=ON) 

• lnRellef.org Humanitarian Assistance Portal 
(htto:l/oartnernage.google.com/inrelief.org) 
U .S. Navy International Training & Education Catalog 

s· www.n ts fa.na .mil/Na T inin 
M8rine Corps 

USMC Force Synchronization PlaybOOk 
SCETC's Security Cooperation Office Desktop Guide 
Mobile Training Team Catalog 
International MWI Student Officer IMSO Guide 
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-
- Coast Guard 

. USCG lrm,mationat Training Handbook 
(hno:trwww.usca.millinternationaVdocsiiTH12.1.pd0 

• International Mobile Training & Education Catalog 
(bllP.;I/www.!,lsgg.mivtc~orktownliot~ro~1iQO~Ili1!11QQ~~i200S~'QaBQ!:;tjUBE Final.zi 

. 1!) 
International Port Securtty Program Portal (Login at upper right, IPS Program link at 
upper right under Featured Homeport Links) 
(ll11P. :I£1l2n:!~!;!Qrt.uscg.mi~!Ili:~QlgQ~Il~olhQI!!~.g2) 

- National Guard Bureau . State Par1nership Program Part I Doctrine & DeveiO(lmentllnltlal Procedures 
( ll1l12§ :1/www.us.arm~.millsuiteldoc/14755505) . State Partnership Program Part II SPP Management 
l httos:t/www us. annv .millsuite/doc/14 755506' . OSD 

- DoD Humanitarian Assistance Program - Internet (HAP-I) 
(llttg:/l!;!~!JIQDf!.IO~ed .Qhasis.org/Logon .as~?Mode=Ent~[) 

- DoD Financial Management Regulation 7000.1~R Ch 15 S80.Jrtty Assistance Polley and 
Prooedures (ht1p:l/1oWwW.defenselink.millcomJ2!roller/fmr/15/index.html) 

- DTSA Export License Status Advisor (ELISA) (http://elisa .o~.mi!L) . DTRA 
- Security Cooperation Activity Plan 

llUc :llQ!:i~Q,Q~!l.gtr~.~mil.miVOQgJ!D~!l!~QQc.§Tm~c~iQ dod tsc 6-27/docc 6-
46lZLBe:giQnsi~'OCombating%20WMD%20Stra1~ll: S~QYCi!ll~~QQQQ12f!Uil!2D~2QActiv i . odf 

- DTRA Security Cooperation Information System 

. USJFCOM HarmonleWeb Humanitarian Assistance Portal 
(h11Q;[/WWW,hS!!IDQCi~~!!b,QrglPag~sJD~fault.a~(!X) . DoS 

- Foreign .A&sistance Coordination and Tracking System (FACTS) II 
(hlip:/lusgfacts.net/login/Login.aspx) 

- USAID HIV/AIDS Surveillance Database 
(tltto ://tJlvS!I!;!~~I.!!Y~llli!n!;;edb.o[glhivdb!StartPage.aspx) 

- Wortd Health Organization/USAID International Emergency Event Database 
(llt11:2'J/WWW,!UD!:IIIt,tl:f;l/QIItabase/terms.html) 

- Abuse Case Evaluation System (ACE$) (h!tQ://aces.state,sgQy,aoy/) 
- Foreign Assistance Standardized Program Structure and Definitions - 12 Dec 2008 

(btll:l;/IYaa;t,l!tslli!.QOv/documenis/or.ganization/115258 .odf) 

- Standard Foreign Assistance Indicators (potential assessment categories) 
(ll11Q;/Iwww ,§l:iilll:I,S~Q~/i!]dicatorslind~x.htm) 

• Master List of Standard Indicators 
(httrJ.:I£www.state.gov/documents/organization/l15~Q~,ggf) 

• Indicator Handbooks Oinks are on Indicators web page} . Aariculture Deoartment Exoort Sales Querv Svstem (htto://www.fas • ' 0~"" Juerv/esra.asox) . FEMA International (;()ordination Support Annex (http:/Jwww.fema.gQvlp_df£ememencvforf/nrf-support-
in1emaU.odfl . Commerce Department Export Control Automated Support System-Redesign (ECASS-R) Simplified 
Networ1t Access Process-Redesian (SNAP-Rl l httos:/lsnaor.bis.doc.aov/snaori ) 
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United Nations 
United Nations UNdata Database (http://data.uo,orgD 
United Nations F>ortal for Humanitar ian Affairs (htlo:ttwww.uo.org/eo/human.lt.QCis!Q/) 
RelleiWeb (http:ttwww.reliefweb.inVrw/dbc.nsf/doc100?0peoform> 
Integrated Regional lnfonnation Networks (IRIN) (http:ljwww.irinnews.orgO 
Humanitarian Information Centers Portal (http:/lwww.hurnanltarlaniofo.orgO 
Global Disaster Alert and Coordination System (GDACS) Virtual Onslght Operations 
Coordination Center (VOOCC) login page (http:/focha.unoa.chlvirtualosoccl) 
OneResponse Humanitarian Information Toolbox login page 
(http:l/oneresoonse.infotpages/de[ault.aspx) 
Who/WhaWVtw!re Contact ManaQement Directorv l httn:l/3w.unocha oralWhoWhatWherell 

American Red Cross International Services Resource Portal (including regional strate"ic planning 
/country annual planning tools/templates and capacity building guiaance to help 
deslgnlimplemenvaas.ess country programs) 
(http:/lwww. redcross.org/portaVsite/en/menuitem .53fabf6cc033f17a2b 1 ecfbf43181 aaO/?ygnextoid-Qfb 
59891353ab11 OVgnYCM1 0000089f0870aRCRD&currPage=92879891353ab11 OYgnYCM 1 0000089f0 
870aRCRQ) 
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Appendix D- Definitions and Acronyms 

0.1 Definition List 
Adaptive Planning and Execution (APEX) - Department level system of joint 
policies, processes, procedures and reporting structure, supported by communications 
and infonnation technology that is used by the Joint Planning and Execution Community 
to monitor, plan, and execute mobilization, deployment, employment, sustainment, 
redeployment, and demobilization activities associated with joint operations. Governs 
the planning and execution of joint operations consistent with the Adaptive Planning 
(AP) vision. These department level policies and procedures will be documents in 
CJCSMs and will constitute the successor to the Joint Operation Planning and 
Execution CJCSMs currently in effect. (AP RM II, AP CONOPS) 

Assessment - 1. A continuous process that measures the overall effectiveness of 
employing joint force capabilities during military operations. 2. Determination of the 
progress toward accomplishing a task, creating an effect, or achieving an objective. 3. 
Analysis of the security, effectiveness, and potential of an existing or planned 
intelligence activity. 4. Judgment of the motives, qualifications, and characteristics of 
present or prospective employees or "agents." (JP 1-02; source, JP 3-0) 

Capability Development Document (COD) - A document that captures the 
infonnation necessary to develop a proposed program(s), nonnally using an 
evolutionary acquisition strategy. The COD outlines an affordable increment of militarily 
useful, logistically supportable, and technically mature capability. The COD may define 
multiple increments if there is sufficient definition of the perfonnance attributes (key 
performance parameters, key system attributes, and other attributes) to allow approval 
of multiple incremenls. (CJCSI 3170.01G) 

Capability Definition Package (COP)- The COP is a tailored Joint Combat Capability 
Developer (JCCD) product which refines the Capability Development Document (COD) 
into a set of synergistic units (packages). It provides the operational perspective, 
functional behavior, and perfonnance details needed to translate warfighter capabilities 
into acquisition and engineering terminology for materiel solution development. (Joint 
Combat Capability Developer (JCCD) Management Plan) 

Common Operational Picture (COP) - A single identical display of relevant 
infonnation shared by more than one command. A common operational picture 
facilitates collaborative planning and assists all echelons to achieve situational 
awareness. (JP 1-02; source, JP 3-0) 

End State - The set of required conditions that defines achievement of the 
commander's objectives. (JP 1-02; source, JP 3-0) 
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Interagency- United States Government agencies and departments, including the 
Department of Defense. See also interagency coordination. (JP 1-02; source, JP 3-08) 

Interagency Coordination - Within the context of Department of Defense 
involvement, the coordination that occurs between elements of Department of Defense, 
and engaged US Govemment agencies for the purpose of achieving an objective. (JP 
1-02; source, JP 3-0} 

Joint Operation Planning Process- An order1y, analytical process that consists of a 
logical set of steps to analyze a mission: develop, analyze, and compare altemative 
courses of action against criteria of success and each other; select the best course of 
action; and produce a joint operation plan or order. Also called JOPP. (JP 1-02; source, 
JP 5-0) 

Line of Operations - 1. A logical line that connects actions on nodes and/or decisive 
points related in time and purpose with an objective(s). 2. A physical line that defines 
the interior or exterior orientation of the force in relation to the enemy or that connects 
actions on nodes and/or decisive points related in time and space to an objective(s}. 
Also called LOO. (JP HJ2; source, JP :>-0) 

Link - (DOD only) A behavioral, physical, or functional relationship between nodes. 
(JP 1-02; source, JP :>-O) 

Non-Governmental Organization (NGO) - A private, self-governing, not-for-profit 
organization dedicated to alleviating human suffering; and/or promoting education, 
health care, economic development, environmental protection, human rights, and 
conflict resolution; and/or encouraging the establishment of democratic institutions and 
civil society. (JP 1-02; source, JP 3-08) 

Situational Awareness (SA) - Fused battlespace awareness tailored to provide 
current and projected disposition of hostile, neutral, and friendly forces through near real 
time/real time sensor data and Service/National/inter-Agency/joint-provided data 
sources. (COD definition, Annex C) 

Secur1ty Cooperation {SC) - All Department of Defense interactions with foreign 
defense establishments to build defense relationships that promote specific US security 
interests, develop allied and friendly military capabilities for self-defense and 
multinational operations, and provide US forces with peacetime and contingency access 
to a host nation. (JP1-02) 

Security Cooperation Planning -The subset of joint strategic planning conducted to 
support the Department of Defense's security cooperation program. This planning 
supports a combatant commander's theater strategy. {JP 1-02; source, JP 5-0) 

Security Force Assistance (SFA)- Described as that set of acti\lfties that contribute 
to the development of capability and capacity of foreign security fon:::es (FSF) and their 
supporting institutions. 
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Theater Campaign Plans - Plans developed by geographic combatant commands 
that focus on the command's steady-state activities, which include operations, security 
cooperation, and other activities designed to achieve theater strategic end states. It is 
incumbent upon geographic Combatant Commanders to ensure any supporting 
campaign plans address objectives in the GEF global planning effort and their 
respective theater campaign plans. Contingency plans for responding to crisis scenarios 
are treated as branch plans to the campaign plan. (DoDD 5132.03) 
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D.2 Acronym List 

ABAC Attribute Based Access Control 

ADS Authoritative Data Souroes 

AMC Army Materiel Command 

AO Area of Operations 

AOR Area of Responsibility 

APEX Adaptive Planning and Execution 

ARGOS Army Global Outlook System 

ATF Alco1'101, Tobacco, and Firearms 

AT&L Acquisition, Technology, and Logistics 

BPM Business Process Model 

C2 Command and Control 

CCDR Combatant Commander 

CDD Capability Development Document 

COP Capability Definition Package 

cos Cross Domain Solutions 

CFOB Conventional Forces Data Base 

CJCSI Chairman of the Joint Chiefs of staff Instruction 

CJCSM Cl'1airman of the Joint Cl'1iefs of Staff Manual 

CJTF Commander Joint Task Force 

COA Course of Action 

COCOM Combatant Command (Command Authority) 

COE Corps of Engineers 

COl Community of Interest 

COP Common Operational Picture 

cs Cooperative Security 

CIS/A Combatant Commands, Services, and Agencies 

CSA Combat Support Agency 

csv Comma Separated Value 

DEA Drug Enforcement Agency 

DHS Department of Homeland Security 

OlEA Defense Information Enterprise Architecture 

OIL Disconnected, Intermittent or limited bandwidth 

DISA Defense Information Systems Agency 

DISAM Defense Institute of Security Assistance Management 
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DoD Depanment of Defense 

DoDAF DoD Architecture Framework 

OoJ Department of Justice 

DeS Department of State 

DOTMLPF and Policy Doctrine, Organization, Training, Materiel, Leadership and education, 
Personnel, Facilities, and Polley 

DRRS Defense Readiness Reporting System 

DSAMS Defense Security Assistance Management System 

DSCA Defer1se Security Cooperation Agency 

OS CIS DTRA Security Cooperation Information System 

DST Decision Support Tool 

DTRA Defense Threat Reduction Al;}ency 

OTSA Defense Tectmology Security Administration 

FBI Federal Bureau of Investigation 

FCC Functional Combatant Command 

FEMA Federal Emergency Management Agency 

FMF Foreign Military Financing 

FMS Foreign Military Sales 

FO/GO Flag Officers/General Officers 

GCC Geographic Combatant Command 

GDF Guidance for Development of the Force 

GEF Guidance for Employment of the Faroe 

GES Global Information Grid (GIG) Enterprise Servk:es 

GIG Globallnformatioll Grid 

G-TSCMIS Global- Theater Security Cooperation Management Information 
System 

HA Humanitarian Assistance 

HHS Health and Human Services 

lA Information Assurance 

I MET International Military Education and Training 

IP Internet Protocol 

IPL Integrated Priority List 

IT Information Technology 

JCCD Joint Combat Capability Developer 

JCRM Joint Capability Requirements Manager 

JCTD Joint Capability Technology Demonstration 

JFC Joint Force Commander 

JOA Joint Operations Area 

JOP Joint Operation Planning 
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JOPP Joint Operation Planning Process 

JPME Joint Professional Military Education 

JROC Joint Requirements OVersight Council 

JTIMS Joint Training lnfonnation Management System 

KML Keyhole Markup Language 

KPP Key Performance Parameter 

KSA Key System Attribute 

LOO Une of Operation 

MOE Measure of Effectiveness 

MOP Measure of Performance 

MSP Mission Strategic Plan 

NCES Net-Centric Enterprise Services 

NECC Net~Enabled Command Capability 

NGB National Guard Bureau 

NIPRNET Non-secure Internet Protocol Router Networt. 

NGA National Geospatlal-lntelligence Agency 

NGO Non-Governmental Organization 

NSS National Security System 

OAA Operations, Actions, and Activities 

OCR Office of Collateral Responsibility 

OHASIS Overseas Humanitarian Assistance Shared Information System 

OPORD Operation Order 

OPR Office of Primary Responsibility 

OPSEC Operations Security 

OSD (P) Office of the Secretary of Defense (Policy) 

ov Operational View 

Pll Personally Identifiable Information 

PKO Peace Keeping Operation 

PMO Program Management Office 

POC Pofnt of Contact 

POM Program Objective Memorandum 

QA Quality Assurance 

RFF Request For Forces 

ROE Rules of Engagement 

SJa. Situational Awareness 

SAN Security Assistance Network 

SAO Security Assistance Organization 

SAT Security Assistance Team 
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sc Security Cooperation 

SCETC Security Cooperation Education & Training Center 

SCG Security Cooperation Guidance 

SCIP Security Cooperation Information Portal 

SCORM Sharable Content Object Reference Model 

SFA Security Force Assistance 

SIPRNET Secret Internet Protocol Router Network 

SME Subject Matter Expert 

SMEB Significant Military Exercise Briefing 

SNS Social Network Service 

SOA Service-Oriented Architecture 

SOP standard Operating Procedures 

SPA WAR Space and Naval Warfare Systems Command 

SPG Strategic Planning Guidance 

SSTR Stability, Security, Transition and Reconstruction 

TCP Theater campaign Plan 

TEPMIS Theater Engag&ment Planning Management lnfonnatlon System 

TISC Transnalionallnfonnation Sharing Cooperation 

TMS Training Management System 

TOP AS Theater Operational Planning and Assessment Service 

TPFDD Time-Phased Force and Deployment Data 

TRADOC U.S. Army Training and Doctrine Command 

TSCMIS Theater Security Cooperation Management Information System 

TSO Theater Strategic Objective 

TTP Tactics, Techniques, and Procedures 

UCP Unified Command Plan 

USAID United States Agency for International Development 

WMD Weapons of Mass Destruction 
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Appendix F -Key Performance Parameters and Key System Attributes 
The following Key Performance Parameters (KPPs) and Key System Attributes (KSAs) 
are from the Joint Requirements Oversight Council (JROC)-approved Net-Enabled 
Command Capability (NECC) Capability Development Document (COD). 

Table 7: NECC COD KPPs 

Kay Perfonnance Parameter Develooment Threshold Dewlooment ObJective 
KPPI 1 Shared Situational Conduct track management Provide users oocess to unlimited 
Awaren••: and/or be able to access for filter number of traQ(s and track 
Provide key and vital and display, 100,000 or more information to decision makers at 
information via net-centric frie~~~~ neurra l end ell levels of commend and controL 
services on the disposition of unknown tracks, at all sites 
friendly, enemy, neutral. and responsible for providing tradt 
unknown forces to allow the informat.ion to decision makers at 
erfectlve exercise of command all levels of command and control. 
and control. 
KPPI 2 Planning and Conduct contingency and crisis Conduct contingency and crisis 
Execution: action planning, force action planning, force deployment, 
Provide warflghters at all levels deployment, sustainment, sustainment, redeployment, and 
of command and control redeployment, and mission mission execution activities via 
contingency and crisis action execution activities via generation generation and modification of 
planning, force deployment I and modification of TPFDD files, TPFDD files, query and production 
sustainment I redeployment q\Jefy and production of reports, of reports. maf'laglng and 
end mission execution managing and maintaining user maintaining uaer accounts and 
capability In support of accounts and reference with reference flies simultaneously from 
National Security Objective& TPFDD validation in support of multiple geographic locations with 
and the Adaptive fltanning and OPORD I OPLAH for Crisi:s TPFDD validation in support of 
Execution process. Action Planning in less than 96 OPORD I OPLAH for Crisis Action 

hours and less than 12 hOu~ for Planning In less than 24 hours and 
Contingency Planning from less than two hours for 
decision to execution resulting In Contingency Planning from 
a success rating of 80 percent decision to execution. 
and no waf'fighter incident reports 
containing significant or critical 
operat ional impact. 

Provide warflghte~ at. all levels Update readiness database Update readiness database 
of command and contTol the records with maintenance records with maintenanca activities 
ability to maintain force activities to produce and verify vie multiple applications to produce 
readiness and to report on the accurate reports concerning and verify accurate reports at 
ability of forces, units, forces, units, weapons, systems multiple locations via multiple 
weapons, or equipment to and equipment at the UIC applications conoemlng forces. 
deliver the outputs for Which (tactical) end OPLAN units, weapons, systems and 
they were designed at the (operational) levels with a equipment at the UIC (tactical) and 
tactical, operational and suooess rating of 90 peroent and OPLAN (opel"liltional) levels with a 
strategic levels . no werflghter Incident reports frequency of readiness database 

containing significant or cri l ical updates available throughout the 
operational impact. systems in Jess than three hours 

end historical updates less than 24 
hours. 
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Key Performance Pan~meter Develooment Threshold Develooment ObJective 
KPP# 3 System Training: Trainir1g sup!)OI'L tools must be Units must be capable of 
NECC shall provide dynamic, assessed for ease of use and simultaneously conducting training 
capebil~les-based training training support effectiveness as exercises In Live, Virtual, and 
support tools, either embedded favorable by 70 percent of Constructive environments using 
or via the web, across the full JS/C/S/A users in an modeling and simulation tools, 
range of Integrated operations. operationally representative test eithet embedded or via the web. 

environment 
KPP# 4 Net Rtady: The system must fully support The system must fully support 
Net-Ready: The system must execution of joint critical execution of all operational 
support Net-Centric military operational actiYitias identified in activities identified in the applicable 
operations. The s~lem must the applicable joint and sr,~tem joint and s~tem lntegrl!lled 
be able to enter end be integrated archltec11Jres end the architectures end the s~tem must 
managed in the network. and system must satisfy the technical satisfy the technical requirements 
exchange data in a lliltC\J1'11 rvquiruments for transition to Net- for Net~Centric military operations 
manner to enhance mission CentJic military operations to to Include 1) DISR mandated GIG 
effectiveness. The system include 1) DISR mandated GIG IT IT standafds and profiles identirted 
must continuously provide standards and profiles identified in the TV-1 , 2) DISR mandated 
survivable, interoperable, in the TV-1, 2} DISR mandated GIG KIPs, 3) NCOW RM 
secure, end operationelly GIG KIPs, 3) NCC/N RM Enterprise services, 4) Information 
effective Information Enterprise Services, 4) assurance requirements including 
excllange& to enable a Net- lnfonnation assurance availability, integrity, 
Centric military capability. requirements including authentiootlon, confidentiality, and 

availability, integrity, non-repudiation, and Issuance of 
authentication, confidentiality, and an Approval to Operate (ATO) by 
non-11ipudiation, and issuance of the Designated Approval Authori ty 
an Interim Approval to Operate (DAA), and 5) Operationally 
(JATO) by the Designated effedlve Information exchanges; 
Approval Authority (DAA), and 5) and mission clitlcal performance 
Operationally effective information and informl!llion anurance 
exchanges; and mission critical attributes, data correctness, data 
perfonnance and information availability, and cons istent data 
assurance attributes, data processing• specified in the 
correctness. data availability, end applicable joint and system 
oonslstent data processing• Integrated architecture views. 
specified In the applicable joint 
and system integrated 
erchitecture views. 

• Data processing is defined as: 
The input, output, verification, 
organization, storage, retrieval, 
transformation and extraction of 
information from data. 
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Table 8: NECC CDD KSAs 

Kev System Attribute Development Threshold Development Objective 
KSA# 1 Situational Awareness: Integration of land, alrtspac.e, Integration of land. air/space, 
NECC shall provide net-centric maritimeflittoral & intelligence maritimelliUoral &. ll'!telligence 
services capable of aCC86Sing. information into a Common informalion into a CTP in support of 
sharing (send and receive), collating, Tactical Picture in support of the the COP. 
& displaying COP end CTP Common Operating Picture 
Information at the source level of (COP). 
accuracy in a format tailored by the 
user tor ell ph~ical domains, all Display and update user Display and update user requested 
components of the joint fOf"ce, and requ~sted COP information at the COP infonnalion at the level of 
special operations forces. level of accuracy produced !Mthln acclKacy produced in 1.0 second or 

15 seconds of user request using less of user request using standard 
Essentiel CTP and COP elements standard message formats. & non-standard message formats. 
are: 
· Location/status/intentions at Provide 30 visueliuttion of, Provide 30 visuaftzatlon of, 
frkindly forct~s (current & planned) ampl~tlon of and reference to amphfJCation of and reference to 
- Location/ldentlty/statusJ rntention.s soorce data fOf friendly, enemy. source data for friendly, enemy, 
of hostile forces (current& projected) neutral and unknown tracks, as neutrel and unknown tracks, as wen 
- Location/intentions cl other well es ISR end logistics as ISR and logistics (deployment 
foroes/ectors (neutral forces, NGOs, (deplo}ment and disb"ibution) and distribuUoo data) in Near Real· 
etc.) (current&. projected) data, in Near Real-Time (NRT). Time (NRT). contained in e 
- Meteorological and Oceanoglllphic contained in a database capable database capable of processing an 
(Current & forecast environmental of processing 20,000 or more unlimited number tracks per user 

conditions and their effects on tracks per user defined allocation drined allocation table such that 
weapons systems and operations) table. the shared situslionel awareness 
- Geospatial information available to any NECC user 
- Political/diplomatic Information regardless of the geographic 
(current & projected) viewing area, the scale of the 
- Media reports geographic vlewif'Q aree or type 
- Ensure appropriate access to dal21 track being fillered Is not limited by 
based on clearance validation and pf"'Ce&&ing and storage capabilities 
attriblltes aseociated with the data, of 1he system. 
usen;, processes or environment Subjective determination of Subjective determination of degref1 
- Location atatm~ of medical. degree to Yl'hich a visual to which a visuel representation 
humanitarian assistance, and representation meets the meets the requirement$ c:l100% of 
terrorist event.s reQUirements of 60% of the the useB, by user (1-5 scale: 1 
- Archived I historical COP data users, by user (1-5 scale: 1 fully, fully, 5 unmel) 

5urmet). 

KSAI2 Planning: Provide vertical and horizontal Provide vertical and horizontal 
(Planning & Execution in support of distributed collaboration tor collaboralloo for de...elopment of 
National Security Ob)ecttves) development of force geoeration, force generation, sustainment and 

sustainment and projection projection requirements from DoD 
NECC shall provide ltle capability fur reGUirements from CCDR level to level down to lowest depk:lyebfe 
distributed cOllaboration for the JTF/JTF component level. entity as defined by the Services. 
development and revision of plans 
and for plans execution. 
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Key Svstem Attrtbute Development Threshold Oevtlol)mtnt()bfecttv• 
KSM2 Planning: (continued) System shaU be able to allow up System shall be able to allow up to 
Essential elements are: to 1,500 simultaneous users per 3,000 almulta.neous users per plan 
- DIS1rlbutlve and Collaborative plan and up to 45,000 and up tc 75,000 simultaneous 

Planning simultaneOU$ us~rs on the usere on the system. 
Synchrnnoua and asynchronous system. 
conaboratlon services System shall provide System ahaD provide near real time 

Readiness and Operational simultaneous a<:cess to all collaborstion for all members of a 
Capability Identification (sourcing) essentlal elements of JTF, Including the eage tactical 

- Movement, Sustainment and collaborative service& for all uaer, US Agencies, NGOs, Allied 
T11td<ing members of all the boartis, and Coetition Partners, DoD COEs, 

- Reduce planning cycle time centers, cells and eny other Joint S1atf (JS), other Communities 
~s wilhin a JTF HO and ~Interest pertinent Co Ule JTF, and 
between B J1F HQ, CCOR and between the 0Ch91' JTF& i1lld 
the JTF Components. CCORa. 

• Synchronous collaboration Provide asynchronolJs messaging 
services to indude: servioea tD lndude: 

• Persistent worf(spaces • Guaranteed delivery pe111on-to-
for every board, center. pereon and Ofganizslional 
cell and other established me,aaqlng In support of record 
activities traffic environments 
- Concurrent access to • A strong mecrtanlsm for 

150 sessions meaeage origin authentication, 
• Non-persistent sessions non-rupudlation, and 

for Ad Hoc meetings guarant.eed delivery. 
- Concurrent access tD • Survivability alerts 

500 sessions 
• Se66ion participant 

metrics: 
- 75% sheU haYe 10, or 

fewer, participants 
- 20% shall have 200, 

or fewer. participants 
- 5% shall have 1000, 

or f8W8r, participants 

• Scalability 
- Se&&ions shall have 

lhe ability to 3CBie 
(prioritize) and 
structure coftaboraUve 
servioe$ in order to 
accommodats session 
users within system 
Imitations 

• Presen<:e and Awareness 
- An Users shall be al>le 

to view the current 
co!laborBtio n lJiutlJ s of 
any other authorized 
user to 96% accuracy 

• Audio conferencing 
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"' Key System Attribute c::: 

KSM2 PlannilliJ: (contiiHHid) 

Development Threshold 
• ChaU instant messaging 
• Shared file space 
• Video teleconferencing 
• Shared whiteboard 

• Asynchronous collaboration 
services for 4000 userti to 
include: 

• Pen;on-to-person and 
organizational messaging 
(e.g .• E-mail) 

• Delivery of alens 
- Within 30 seconds 

• Web Portal 
C£1sls Action Planning and 
Execution (after release of 
warning order) 
-Support devetopment end 
maintenar~ce cycles for OPORO 
and assocla&ed products: < 96 
hours 
- Time required to perform a 
readiness assessment < 6 
hours 

Contingency Planning (upon 
receipt of a planning directive) 
-Support development end 
maintenance cyt:le for OPLAN 
and associated products: < 12 
months 
• Time required to perfonn a 
reacflf'l866 assess~nt: < 48 
hours 

TOle! Force V!Sibility 
Chaf19es to current readiness 
dalalin1ormation are visible 
globally within 2 houlli of input 

- Track inventory readiness, 
avall9blllty, and apportlonment 
down to the individual level, and 
respond to queries within 10 
minutes of lni>Jal request. 

- Provide automeoo notifteelion 
ot dual tasking within 5 minutes 
ot fon::e sourcing. 
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Develooment ObJective 

Cdsls Action P!anriioa and 
Execuiion (after release of warning 
order) 
- Support development and 
maintenanc:e cycles for OPORD 
and assoclated products: < 24 
hours 
- Time required to perform a 
readiness a6686&ment: < 2 hours 

Contingency Plaoolna (upon receipt 
of a planning directive) 
• Suc>Port development and 
maintenance cycle for OPLAN and 
associated products: < 2 months 
- Time required to perform a 
readiness assessment: 
< 2.4 hours 

Total Force VISibility 
Changes to current readllleas 
data/information are visible globally 
NRT of input. 

- Provide continuous cfleck ror 
potential dual tas«ing during 
force sourclrlQ process end 
provide Immediate notification 
when and If it oc.cur.. 

Continuous and u nlntem.Jpted 
Track to asset level visibility 
- Provide continuous and 

uninterrupted Track to asset 
level visibility; globally track 
inventory, reedinesa, availability 
and aooortionment of all forces 
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Key SyStem Attr1bm. Development Threshold DtvtlOPmtnt Objective 
down to the indl\'idual level, and 

KSM2 Plenn!ng: (co12tlnu«J) respood to queries within 1 
minute of initial reauest. 

Irayk to asset level vj&ibi!itx Track to Hlfl len! ylsibi!ity 

- User queries aci"'SS - User queries across disparate 
disparate data sources will data sources will Identify the 
identify the authoritative data authoritative data souroe. 
source. 

Reports or Queries will be Reports or Querl96 will be delivered 
delivered in less than 7 :ieoonds In less than 2 seconds from the 
from the time query Is issued at time Query Is Issued at 99.999% 
99.999% accuracy. accuracv. 

KSAJ3 Tralntng Support: Ease of use and training support Conceptual: 
NECC shall provide, either effectiveness must be asseS&ed - Meets aN T2 standards of and i6 
embedded or via the web, training as meeting ctJrrent IT indU$try fully integrated with JKDDC and 
support tools to facilitate effective benchmarks for ease of use, the JNTC. 
individual and collective team, staff current Joint National Training 
and unit training. Capability (JNTC) construct and 

supporting JT FC attributes and 
metrics. 

Essential training elements to enable - Help tools, diagnostic 
individual, oollectlve and conceptual 
training: 

proficiency assessment lools, 
and training management tools 

- Designed In ·ease of use" to 
must be embedded or aveNable 
via the web to facilitate 

minimize the need for extensive use assessment and tracking of 
of mobile training teams and reeldent individual and collective 
schools to achieve individual and proficiency. 
collective proficiency with NECC 
tools -Training tools must be available 

-AierVnotification of new training via tho-web 

provided with new spiral capability -Training and remedial, on-

- Wetrbesed Training 
demand support must be web 
transferable 

- Wetrbased transfer - Must have alerts to notify 

-Capability fo support distributed 
ti'Bining managers of training 

exercJses 
updates and new capability. 

-Embedded Modeling and Simulation Individual: 
-70% of functional ueera 

capability (JSICISIA) judge NECC training 

- Learning Management System for 
capability as favorable In a 

truining managera 
standard Operational Test 
environment 
- 70% of Systems Administrators 
judge NECC training capability as 
fa'tOtable in a standard 
Opef'ational Test environment 
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Key Svstem Attribute DaveiOJ)_mant Threshold Develo~ment Obj_ecttve 
Collective: 

KS.M!3 Training lupport: • Individuals and or units must be 
(continued) able to conduct training on 

opemtionalsystems without 
affecting real wortd picture/data. 
Conceptual: 
- Suppor1s the learning and 
training attributes of Training 
Transformation (T2) as defined 
by Joint Knowledge Development 
and Distribution Capability 
(JKDDC), JNTC and Joint 
All&esmlellt and Enabling 
Capability (JAEC). 
- Supports JT FC abributes and 
metrics. 

KSA N : Tedwtical R..._h: 1. Inherent perfonnance and N/A 
Technical refresh enebles the technical upgrades gained 
program to leverag& Information through hardware modernization. 
tedlnology advance a to p.-ovida (e.g., improved procesaors, ate.) 
enhanced warflghter capebillties 

2. Level-of-effort software within scope and budget of the 
NECC program. development to maintain syslem 

inte l"faoes with upgraded 
networks and with other 
interdependent systems (e.g., 
new standards for lnfonnation 
Assurance, etc.) 

3. Refined Key Supporting 
Attributes requirements, (e.g., 
Improved Integration of land. 
air/space. maritima/littoral and 
intelligence infonnation into a 
Common Operating Picture 
(COP) etc.) 
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