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2.1   Applicable Documents, Attachments, and Appendices – Change Page
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	Applicable Documents

	1. 
	American National Standards Institute (ANSI) / Telecommunications Industry Association (TIA) / Enterprise Information Assurance (EIA) 569-A-2001, Commercial Building Standard for Telecommunications Pathways and Spaces, December 2001

	2. 
	ANSI / TIA / EIA 568-B.1-2001, Commercial Building Telecommunications Cabling Standard, April 12, 2001

	3. 
	Communications Assistance for Law Enforcement Act (CALEA) 47 United States Code (U.S.C.) 1001-1010

	4. 
	DoD 4000.25-2-M Military Standard Transaction Reporting and Accounting Procedures (MILSTRAP) Manual, September 19, 2001

	5. 
	DoD 4140.1-R, DoD Supply Chain Material Management Regulation, May 23, 2008

	6. 
	DoD 4160.21-M-1, Defense Materiel Disposition Manual, August 18, 1997

	7. 
	DoD 4160.28-M, DoD Demilitarization (DEMIL) Program, April 7, 2011

	8. 
	DoD 5000.2-R Mandatory Procedures for Major Defense Acquisition Programs (MDAPS) and Major Automated Information System (MAIS) Acquisition Programs 5 April 2009

	9. 
	DoD 5000.04-M-1, Cost and Software Data Reporting (CSDR) Manual, November 4, 2011

	10. 
	DoD 5015.02-STD, Electronic Records Management Software Applications Design Criteria Standard, April 25, 2007

	11. 
	DoD 5200.01, Volume 4, DoD Information Security Program: Controlled Unclassified Information (CUI), February 24, 2012

	12. 
	DoD CIO Memo July 3, 2007, Encryption of Sensitive Unclassified Data at Rest on Mobile Computing Devices and Removable Storage Media

	13. 
	DoD CIO Memo October 14, 2011, SIPRNet Public Key Infrastructure (PKI) Crypto Logon

	14. 
	DoD Information Enterprise Architecture v1.2, Appendix G, May 7, 2010

	Applicable Documents

	15. 
	DoD X.509 Certificate Policy v10.2, May 4, 2011

	16. 
	DoDD 3020.26, Department of Defense Continuity Programs, January 9, 2009

	17. 
	DoDD 8100.2, Use of Commercial Wireless Devices, Services, and Technologies in the Department of Defense Global Information Grid (GIG), April 14, 2004

	18. 
	DoDD 8320.02, Data Sharing in a Net-Centric Department of Defense, April 23, 2007.

	19. 
	DoDD 8320.03, Unique Identification Standards for a Net-Centric Department of Defense, March 23, 2007

	20. 
	DoDI O-3600.02, Information Operation (IO) Security Classification Guidance (U)", November 28, 2005

	21. 
	DoDI 4165.14, Real Property Inventory and Forecasting, March 31, 2006

	22. 
	DoDI 5000.2, Operation of the Defense Acquisition System, December 8, 2008

	23. 
	DoDI 5000.64, Accountability and Management of DoD Equipment and Other Accountable Property, May 19, 2011

	24. 
	DoDI 8100.04, DoD Unified Capabilities (UC), December 9, 2010

	25. 
	DoDI 8410.02, NetOps for the Global Information Grid (GIG), December 19, 2008

	26. 
	Defense Reutilization and Marketing Service DRMS-I 4160.14, Operating Instructions for Disposition Management, 11 September 2009 

	27. 
	Hazardous Material Transportation Act, 1975, Title 49 U.S.C. 5101-5127

	28. 
	Executive Order (EO) 13423, Strengthening Federal Environmental, Energy, and Transportation Management, January 24, 2007

	29. 
	Federal Telecommunications Recommendation (FTR) 1080B-2002, Video Teleconferencing (VTC) Services, August 15, 2002

	30. 
	International Organization for Standardization (ISO)/International Electrotechnical Commission (IEC) ISO/IEC 20000-1:2011, Information Technology – Service Management – Part1: Service Management System Requirements

	Applicable Documents

	31. 
	Joint Pub 1-02, Dictionary of Military and Associated Terms, November 8, 2010

	32. 
	Joint Task Force–Global Network Operations (JTF-GNO) Communications Tasking Order (CTO) 08-001, Encryption Of Sensitive Unclassified Data At Rest (DAR) On Mobile Computing Devices and Removable Storage Media Used Within the DoD, August 22, 2008

	33. 
	JTF-GNO CTO 07-15 Rev 1, Public Key Infrastructure (PKI) Implementation, Phase 2 Revision 1, 07 Apr 2008

	34. 
	MIL-HDBK-1012/3, Military Handbook: Telecommunications Premises Distribution Planning, Design, and Estimating, November 1996

	35. 
	MIL-HDBK-29612-1A, Guide for Acquisition of Training Products and Services, August 31, 2010 

	36. 
	MIL-HDBK-29612-2A, DoD Handbook; Instructional Systems Development/Systems Approach to Training and Education, August 31, 2001 

	37. 
	MIL-HDBK-61A (SE), Military Handbook: Configuration Management Guidance, 7 February 2001, Appendix A, Activity Guide: Table A-3 

	38. 
	MIL-STD 2042 7, Fiber Optic Cable Topology Installation Standard Methods for Naval Ships, July 25, 2002

	39. 
	MIL-STD-130N, DoD Standard Practice Identification Marking of US Military Property, December 17, 2007 

	40. 
	MIL-STD-881C, Department of Defense Standard: Work Breakdown Structures (WBS) For Defense Materiel Items, October 3, 2011

	41. 
	MIL-STD-882D, Standard Practice for Systems Safety, March 29,2011

	42. 
	National Fire Protection Association (NFPA) 70, National Electric Code, 2011 Edition

	43. 
	National Institute of Standards and Technology (NIST) Special Publication 800-53, Recommended Security Controls for Federal Information Systems and Organizations, Revision 3, August 2009

	Applicable Documents

	44. 
	Office of Management and Budget (OMB) Memorandum M-07-11, Implementation of Commonly Accepted Security Configurations for Windows Operating Systems, March 22, 2007

	45. 
	Office of Management and Budget, Federal CIO Memorandum of 28 September 2010, Subject: Transition to IPv6

	46. 
	Privacy Act of 1974, Public Law 93-579, (5 U.S.C. 552a)

	47. 
	Public Key Cryptography Standard (PKCS) #1 v2.1: Rivest, Shamir, & Adleman (RSA) Cryptography Standard, June 14, 2002

	48. 
	Public Law 109-58, August 8, 2005, Energy Policy Act of 2005

	49. 
	Request for Comments 1918 – Address Allocation for Private Internet Requirements, February 1996

	50. 
	Request for Comments 4193 - Unique Local IPv6 Unicast Addresses for Testing and Community of Interest (COI) Support, October 2005

	51. 
	Request for Comments 4301 – Security Architecture for the Internet Protocol, December 2005

	52. 
	Request for Comments 4303 – IP Encapsulating Security Payload, December 2005

	53. 
	Request for Comments 5996 – Internet Key Exchange Protocol Version 2 (IKEv2), September 2010

	54. 
	Request for Comments 5998 – An Extension for Extensible Authentication Protocol (EAP)-Only Authentication in IKEv2, September 2010

	55. 
	Request for Comments 6040 – Tunneling of Explicit Congestion Notification, November 2010

	56. 
	Request for Comments 6379 - Suite B Cryptographic Suites for IPsec, October 2011

	57. 
	Risk Management Guide for DoD Acquisition, Sixth Edition (Version 1.0), August 4, 2006

	58. 
	Occupational Safety & Health Administration (OSHA) 29 Code of Federal Regulation (C.F.R.) § 1910 Occupational Safety and Health Standards

	59. 
	36 C.F.R. § 1194.21Software applications and operating systems

	Applicable Documents

	60. 
	36 C.F.R. § 1194.22 Web-based and Internet information and applications

	61. 
	36 C.F.R. § 1194.23 Telecommunications products

	62. 
	36 C.F.R. § 1194.24 Video and multimedia products

	63. 
	36 C.F.R. § 1194.25 Self-contained, closed products

	64. 
	36 C.F.R. § 1194.26 Desktop and portable computers

	65. 
	36 C.F.R. § 1194.3 General exceptions

	66. 
	36 C.F.R. § 1194.31 Functional performance criteria

	67. 
	36 C.F.R. § 1194.41 Information, documentation, and support

	68. 
	49 C.F.R. Parts 100-185 Hazardous Materials Regulations

	69. 
	Section 508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d)

	70. 
	Unified Cross Domain Management Office (UCDMO) Baseline List of Validated Cross Domain Products

	71. 
	Workforce Investment Act of 1998 (P.L. 105-220)

	Department of the Navy Applicable Documents

	1. 
	Assistant Secretary of the Navy, Research Development and Acquisition Policy Memorandum, DON Policy on Digital Product/Technical Data, 23 OCT 2004 

	2. 
	Commander, United States Fleet Forces Command (USFFC) Message R 061240Z DEC ZYB, Shipboard Application Configuration Management, Control, and Enforcement 

	3. 
	COMSPAWAR M-4720.1, Space and Naval Warfare Systems Command (SPAWAR) Shore Installation Process Handbook (SIPH) Version 3.0, October 2009



	Department of the Navy Applicable Documents

	4. 
	DON Chief Information Officer (CIO) Message Date Time Group (DTG) 122213Z MAY 08, Public Key Infrastructure (PKI) Software Certificate Minimization Effort for DON Unclassified Environments 

	5. 
	DON CIO Message DTG 221633Z AUG 10, Processing of Magnetic Hard Drive Storage Media for Disposal 

	6. 
	DON Memo December 6, 2007, Pier IT Connectivity Requirements 

	7. 
	DON Strategy for Green IT Electronic Stewardship and Energy Savings, April 23, 2009

	8. 
	Enterprise Pier Connectivity Architecture (EPCA), IA Boundaries, V-3.0, 28 September 2011 

	9. 
	MARADMIN 328/08, Policy For The Standardization of Electronic Mail (Email) And Global Address List (GAL) Naming Conventions, June 8, 2008

	10. 
	MARADMIN 336/08, Marine Corps Policy for Personal Electronic Devices (PEDS) Security and Application of Email Signature and Encryption Policy, November 2008

	11. 
	Marine Corps IA OP STD 010, Unauthorized Electronic Spillage Handling, June 15, 2008

	12. 
	NAVADMIN 248/08, Implementation of Navy Email Signature Policy, October 23, 2008

	13. 
	Naval Systems Engineering Technical Review Handbook, Version1.0, December 18, 2009

	14. 
	Naval Education and Training (NAVEDTRA) 130 Series Manuals, September 2009

	15. 
	Navy Enterprise Services Profile, Network Operations Network and Systems Management, v1.0, December 16, 2010

	16. 
	Navy Cyber Forces Network Operations Command and Control Implementation Plan, version 1.4, July 2011

	17. 
	Navy Telecommunications Drive (NTD) 11-08 Electronic Spillage Requirements 032052ZNOV08

	18. 
	OPNAVINST 1500.76B, Naval Training System Requirements, Acquisition, and Management, April 28, 2010

	19. 
	OPNAVINST 2201.2, Navy and Marine Corps Computer Network Incident Response, March 3, 1998

	20. 
	OPNAVINST 3030.5B, Navy Continuity of Operations (COOP) Program and Policy, October 2009 

	Department of the Navy Applicable Documents

	21. 
	OPNAVINST N9210.3, Safeguarding of Naval Nuclear Propulsion Information, June 7, 2010

	22. 
	SECNAVINST 2075.1, Department of the Navy Use of Commercial Wireless Local Area Network (LAN) Devices, Services, and Technologies, November 30, 2006

	23. 
	SECNAVINST 3030.4C, Department of the Navy Continuity of Operation (COOP) Program, July 22, 2009

	24. 
	SECNAVINST 3052.2, Cyberspace Policy and Administration within the DON, March 6, 2009

	25. 
	SECNAVINST 5230.15, Information Management/Information Technology Policy for Fielding of Commercial off the Shelf (COTS) Software, April 2009

	26. 
	SECNAVINST 5239.19 DON Computer Network Incident Response and Reporting Requirements, March 18, 2008

	27. 
	SECNAVINST 5430.107, Mission and Functions of the Naval Criminal Investigative Service (NCIS), December 28, 2005

	28. 
	SECNAVINST 7320.10A Department of the Navy (DON) Personal Property Policies and Procedures, 1 April 2004

	Naval Enterprise Networks (NEN) Program Office Applicable Documents

	1. 
	NMCI Information Bulletin (NIB) 2-B, NMCI Email and Global Address List (GAL) Naming Convention, DTG 241417Z OCT 05

	2. 
	Navy NGEN Process Definition Model (NNPDM),

	3. 
	NGEN Allocated Baseline, v1.0, September 12, 2011

	4. 
	NGEN Integrated Architecture Products, v 5.0, March 14, 2011

	5. 
	NGEN Learning Management System Functional Area Description, v 0.2 , August 17, 2011

	6. 
	NGEN Navy Training System Plan (NTSP), N6-NTSP-E-70-0817, Increment 1, November 2, 2011

	7. 
	NGEN Product Baseline, v 1.3,  November 16, 2011

	8. 
	NGEN Program Protection Plan (PPP), January 25, 2012

	Naval Enterprise Networks (NEN) Program Office Applicable Documents

	9. 
	NGEN Requirements Management Plan, v 1.0,  November 30, 2010

	10. 
	NGEN Milestone C (MS C) Systems Engineering Plan (SEP), v 0.5, 12 September 2011 



[bookmark: _Ref318091352][bookmark: _Toc318093367][bookmark: _Toc324343064]Table 2.1‑2: Applicable Documents – Information Assurance (IA) Compliance
	Department of Defense, Federal Agency, and International Standards Applicable Documents

	1. 
	ANSI X9.17, Key Management Using American National Standards Institute, 1985

	2. 
	EKMS-1 Series, Communication Material System Policy and Procedures for Navy Electronic Key Management System (EKMS), October 8, 2008

	3. 
	DoD 5200.2-R, Personnel Security Program, January 1987

	4. 
	Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6211.02C, Defense Information System Network (DISN): Policy and Responsibilities, December 5, 2011

	5. 
	Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01F, Information Assurance (IA) and Support to Computer Network Defense (CND), February 9, 2011

	6. 
	Committee on National Security Systems (CNSS) Instruction No. 1253, Security Categorization and Control Selection for National Security Systems, October 2009

	7. 
	Defense Information Systems Agency (DISA) Security Technical Implementation Guides (STIGs)

	8. 
	Director of Central Intelligence Community Directive (ICD) Number 503, effective 15 September 2008

	9. 
	DISA Unified Capabilities Requirements (UCR) 2008, Change 3

	10. 
	DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM), February 28, 2006

	11. 
	DoD 8530.01-M, Department of Defense Computer Network Defense Service Provider Certification and Accreditation Process Program Manual, December 17, 2003

	Department of Defense, Federal Agency, and International Standards Applicable Documents

	12. 
	DoD 8570.01-M, Information Assurance (IA) Workforce Improvement Program Manual, January 24, 2012

	13. 
	DoDD 8100.1, Global Information Grid (GIG) Overarching Policy, November 21, 2003

	14. 
	DoDD 8500.01E, Information Assurance (IA), April 23, 2007

	15. 
	DoDD O-8530.1, Computer Network Defense (CND), January 8, 2001

	16. 
	DoDI 8500.2, Information Assurance (IA) Implementation, February 6, 2003

	17. 
	DoDI 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP), July 22, 2010

	18. 
	DoDI 8520.02, Public Key Infrastructure (PKI) and Public Key (PK) Enabling, May 24, 2011

	19. 
	DoDI 8520.03, Identity Authentication for Information Systems, May 13, 2011

	20. 
	DoDI 8523.01, Communications Security (COMSEC), April 22, 2008 

	21. 
	DoDI 8551.1, Ports, Protocols, and Services (PPSM), August 13, 2004

	22. 
	DoDI O-8530.2, Support to Computer Network Defense (CND), March 9, 2001

	23. 
	DON DIACAP Handbook Version 1.0, July 21, 2008

	24. 
	enterprise DIACAP Plan (eDP), Version 0.04, October 17, 2011  

	25. 
	Federal Information Processing Standard (FIPS) pub 140-2, Security Requirements for Cryptographic Modules, May 25, 2001, Change Notices (12-03-2002)

	26. 
	Federal Information Processing Standard (FIPS) pub 186-3, Digital Signature Standard (DSS), June 2009

	27. 
	Federal Information Processing Standard (FIPS) pub 197, Data Encryption Advanced Encryption Standard (AES), January 15, 2009

	28. 
	Federal Information Processing Standard (FIPS) pub 46-3, Data Encryption Standard (DES), March 20, 2009

	29. 
	Information Sharing Environment Guidance Identity and Access Management Framework for the ISE (ISE-G-108), Version 1, November, 2008

	Department of Defense, Federal Agency, and International Standards Applicable Documents

	30. 
	Marine Corps Enterprise IA Directive (EIAD) 018 Marine Corps Certification and Accreditation Process v2.0, September 2, 2008

	31. 
	Navy Telecommunications Directive (NTD) 07-06, Public Key Infrastructure Implementation Plan, R 061930Z SEP 06, COMNAVNETWARCOM Norfolk /INFRASTRUCTURE IMPLEMENTATION PLAN

	32. 
	Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010

	33. 
	OPNAVINST 5239.1C, Navy Information Assurance Program, August 20, 2008

	34. 
	Strategic Command (STRATCOM) Directive (SD) 527-1, Department of Defense (DoD) Information Operations Condition (INFOCON) System Procedure, January 27, 2006

	35. 
	SECNAVINST 5239.3B, Department of the Navy (DON) Information Assurance (IA) Policy, June 17, 2009

	36. 
	SECNAV M-5239.1, DON Information Assurance (IA) Manual, November 2005




Naval Enterprise Networks (NEN)	Attachment 1 - Performance Work Statement (PWS) 
Program Management Office (PMW 205)		V 1.0 9 MAY 2012


1

