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The Purpose of this document is to provide a high-level view of the Ongoing Engineering and Infrastructure services interfaces and the associated Contract Line Item Numbers (CLINs). 
















NGEN Infrastructure and Boundaries Defined
Background
· B1 Security Boundaries (between NGEN and the Non-Secure Internet Protocol Router Network (NIPRNet) or Secret Internet Protocol Router Network (SIPRNet)), with associated Demilitarized Zones (DMZs). 
· B2 Boundaries (between NGEN and Enterprise and other Legacy networks).
· B3 Boundaries (between NGEN and specified NGEN Communities of Interest (COIs)) through the COI Access Layer switches or firewalls).
· B4 Logical Boundary that includes Virtual Private Network (VPN) clients, Host Based Security System (HBSS) and anti-malware SW installed on all client and servers systems within NGEN.
Scope
Boundary and DMZ services protect the NGEN Enterprise including the management and operation of the boundaries between NGEN and the transport WAN; NGEN and external networks (e.g., DISA POP, RDT&E networks); NGEN and NGEN COIs; NGEN COIs and the host level; controls remote access; provides special services and maintains cross COI boundaries.  Provisioning, management, and operation of NGEN boundaries include the operation, maintenance, and administration of all components that when operating together provide all the functions required of that boundary. NGEN boundary components will include, but will not be limited to:
· DMZs
· Security domains
· Backbone network protocols 
· IP/Multi-Protocol Label Switching (MPLS)
· Virtual LANs (VLANs)
· Simple Network Management Protocol (SNMP) and remote monitoring
· Firewalls; routers, and switches
· Intrusion detection systems (IDSs) and intrusion protection systems (IPSs)
· NOC Operations and network monitoring.
· CNDSP operations
Figure 1-1 depicts a NGEN Network Environment

Figure 1‑1 NGEN Network Environment
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Figure 1-2 depicts the overall enterprise network layers.

Figure 1‑2: Enterprise Network Layers
[image: Overall Network Diagram]



Boundary and DMZ Interfaces
Boundary Three Community of Interest (COI) Interface
The B3 COI is enclave within the NGEN network. The B3 boundary and network infrastructure within the COI is managed by the contractor. COIs are generally setup to either protect the data within the COI from the general NGEN user or to protect the NGEN network from the systems within the COI. The security mechanisms in B3 are flexible, and allow individual user participation in multiple COIs.  Depending on the security requirements, the COI boundary could be a router Access Control List (ACL) or a firewall. 
Figure depicts a Boundary Three COI:



Figure 2-1 depicts a Boundary Three COI Interface:
Figure 2‑1: Boundary Three COI Interface
[image: B3 Architecture]

Service Delivery Point (SDP) Community of Interest (COI) Interface
The COI SDP is an enclave within the NGEN network. The COI boundary is managed by the contractor, but the network infrastructure within the COI is managed by the Government. The COI SDP provides a single network connection for the Government to plug their network into. In some cases, the COI requires transport Services only with no further access to any NGEN Services. In this scenario, the separation mechanism for transport can simply be Virtual Local Area Network (VLAN) isolation or a more complex setup using an IP Security (IPSEC) VPN or Type I encryption.
Figure 2-2 depicts a SDP COI Interface:

Figure 2‑2 SDO COI Interface



Demilitarized Zones (DMZ)
The DMZ restricts and controls access to information while shielding the internal NGEN network from outside attacks.  Direct access to all external networks from the NGEN is restricted.  Access by users external to the NGEN is through approved DMZ portals.  This service also provides IPS and HIPS.  The IPS Service will provide the security infrastructure components (Network/Server/Desktops/Laptops) necessary for NGEN to automate the detection and prevention of anomalous or unauthorized network activity, as defined by Computer Network Defense (CND) authorities.  This service includes Network based IDS/IPS components as well as the capability to analyze and archive the data collected and report the data and analysis to external CND organizations 
Figure 2-3 depicts a Demilitarized Zones (DMZ)

Figure 2‑3 Demilitarized Zone (DMZ)
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Contract Data Line Items (CLINs) for B3, SDP COI, and GTSE
Table 2‑1 CLINs for B3, SDP COI and GTSE
	CLIN
	Supplies/Services (Transport Services)

	0032
	External Network Interface

	0032AA
	B3 COI ACL Services - Installation

	0032AB
	B3 COI ACL Services - Ongoing Monthly Support

	0032AC
	B3 COI Firewall Services - Installation

	0032AD
	B3 COI Firewall Services - Ongoing Monthly Support

	0032AE
	Enterprise VPN Uplift Services - Installation

	0032AF
	Enterprise VPN Uplift Services - Ongoing Monthly Support

	0032AG
	Enterprise GRE Uplift Services - Installation

	0032AH
	Enterprise GRE Uplift Services - Ongoing Monthly Support

	0032AJ
	Generic Transport Service Extensions - Installation

	0032AK
	Generic Transport Service Extensions - Ongoing Monthly Support

	0032AL
	Engineering  Assessment  of COI SDP Capabilities

	0032AM
	COI SDP ACL Services - Installation

	0032AN
	COI SDP ACL Services - Ongoing Monthly Support

	0032AP
	COI SDP Firewall Services - Installation

	0032AQ
	COI SDP Firewall Services - Ongoing Monthly Support

	0032AR
	COI SDP Basic Services and 1000MB Bandwidth - Ongoing Monthly Support (Option 2)

	0032AS
	COI SDP Basic Services and 100MB Bandwidth - Ongoing Monthly Support (Option 1)






Site Locations

Table 2-2 Site Locations
	PSI
	CLAIMANT
	SDP
	B3
	Other

	BANG
	CNI
	-
	-
	ENI

	BANG
	CPF
	SDP
	-
	-

	BANG
	NETC
	SDP
	-
	-

	CHLK
	NAVAIR
	SDP
	B3
	-

	CHPZ
	NAVAIR
	-
	B3
	-

	CHRL
	SPAWAR
	-
	B3
	-

	CHRL
	SPAWARSYSCEN Charleston
	-
	B3
	-

	CNLA
	SPAWAR
	-
	-
	ENI

	CNRH
	COMNAVREG, HI
	-
	B3
	-

	CRAN
	NAVSEA
	-
	-
	ENI

	CRDR
	NAVSEA
	-
	B3
	-

	CRDR
	NSWC Carderock
	-
	B3
	-

	CRNA
	NAVSEA
	-
	-
	ENI

	CRND
	CPF
	SDP
	-
	-

	DLGR
	NAVSEA
	-
	-
	Other

	DMNK
	CPF
	-
	-
	ENI

	GBRO
	USFF
	SDP
	-
	-

	INHD
	NAVSEA
	-
	B3
	-

	INHD
	NAVSURFWARCENDIV
	-
	B3
	-

	JAXS
	CLF
	SDP
	-
	-

	JAXS
	COMPATRECONWING ELEVEN (TSC JAX)
	SDP
	-
	-

	JAXS
	FACSFAC
	SDP
	-
	-

	JAXS
	Joint Special Operation Center (JSOC)
	SDP
	-
	-

	JAXS
	NAS Jacksonville
	-
	B3
	-

	JAXS
	NAVAIR
	-
	B3
	-

	JAXS
	USFF
	SDP
	B3
	-

	KNGS
	USFF
	-
	-
	ENI

	KYPT
	NAVSEA
	SDP
	-
	-

	KYPT
	NUWC KEYPORT, WA
	SDP
	-
	-

	LKHR
	NAVAIR
	-
	B3
	-

	LNRD
	USFF
	SDP
	-
	-

	LTLC
	SPAWAR
	SDP
	-
	-

	LTLC
	USFF
	SDP
	-
	-

	MECH
	NAVSEA
	-
	B3
	-

	MECH
	NAVSEALOGCEN
	-
	B3
	-

	MECH
	NAVSISA
	-
	B3
	-

	MECH
	NAVSUP
	-
	B3
	-

	MILL
	BUPERS
	SDP
	-
	ENI

	MLPA
	CPF
	SDP
	B3
	-

	MYPT
	C4F
	SDP
	B3
	-

	MYPT
	NAVSEALOGCEN
	-
	B3
	-

	MYPT
	NAVSEALOGCEN MECH PA
	-
	B3
	-

	MYPT
	USFF
	SDP
	B3
	-

	NAFW
	USFF
	SDP
	-
	-

	NFLK
	COMSTRKFORTRALANT (CSFTL)
	SDP
	-
	-

	NFLT
	CNRFC
	-
	B3
	-

	NORL
	RESFOR
	SDP
	-
	-

	NRFK
	Afloat Training Group Atlantic/Norfolk 
	SDP
	-
	-

	NRFK
	C2F
	SDP
	B3
	-

	NRFK
	CNI
	SDP
	B3
	-

	NRFK
	MSC
	-
	B3
	-

	NRFK
	NAVFAC
	SDP
	B3
	-

	NRFK
	NAVSUP
	SDP
	B3
	-

	NRFK
	NAVWARDEVCOM (NWDC)
	SDP
	-
	-

	NRFK
	NCTAMS LANT
	-
	B3
	-

	NRFK
	Norfolk Naval Shipyard
	-
	B3
	-

	NRFK
	SPAWAR
	SDP
	-
	-

	NRFK
	USFF
	SDP
	B3
	-

	NSAH
	C10F
	SDP
	B3
	-

	NSAH
	USFF
	SDP
	B3
	-

	NSLC
	NAVSEALOGCEN DET LANT 
	-
	B3
	-

	NSWC
	NAVSURFWARCENDIV
	-
	B3
	-

	NSWC
	NAVSURFWARCENDIV CORONA CA
	-
	B3
	-

	NWLN
	USFF
	SDP
	-
	-

	NWPT
	NAVSEA
	-
	B3
	-

	NWPT
	NUWCDIVNPT
	-
	B3
	-

	OCEN
	FACSFAC VACAPES
	SDP
	-
	-

	OCEN
	NAVSEA
	SDP
	-
	-

	OCEN
	USFF
	SDP
	-
	-

	ONRA
	ONR
	-
	B3
	-

	PAXR
	NAVAIR
	-
	B3
	-

	PNBC
	NAVSEA
	-
	B3
	-

	PNBC
	NSWCCD-SSES Philadelphia
	-
	B3
	-

	PNDL
	MARFORPAC
	SDP
	-
	-

	PNDL
	MSC
	-
	B3
	-

	PNMA
	NAVSEA
	-
	-
	ENI

	PNSC
	NETC
	SDP
	-
	-

	PNSY
	COMNAVSEASYSCOM WNY DC
	SDP
	-
	-

	PRLH
	COMNAVREG, HI
	-
	B3
	-

	PRLH
	CPF
	SDP
	B3
	-

	PRLH
	NAVSEA
	SDP
	B3
	-

	PRLH
	NUWC KEYPORT, WA
	SDP
	-
	-

	PRLH
	NUWC/ COMSUBPAC (CPF)
	SDP
	-
	-

	PRTH
	CNFK
	SDP
	-
	-

	PRTH
	CPF
	SDP
	B3
	-

	PRTH
	NAVFAC
	SDP
	B3
	-

	PRTH
	NAVSEA
	SDP
	-
	-

	PRTH
	NAVSURFWARCENDIV PORT HUENEME
	-
	B3
	-

	PTNH
	NAVSEALOGCEN DET Portsmouth NH
	-
	B3
	-

	PTNH
	USFF
	-
	B3
	-

	QUAZ
	DONAA
	SDP
	-
	-

	SDAS
	CPF
	SDP
	-
	-

	SDAS
	Naval Mine & Anti-Submarine Command (NMAWC)
	SDP
	-
	-

	SDAS
	NETC
	SDP
	-
	-

	SDNI
	CNI
	-
	B3
	-

	SDNI
	CPF
	-
	B3
	-

	SDNI
	NADEP NORTH ISLAND
	-
	B3
	-

	SDNI
	USFF
	-
	B3
	-

	SDNS
	CPF
	SDP
	-
	-

	SFLY
	NETC
	-
	B3
	-

	SMTH
	CLF
	SDP
	-
	-

	SMTH
	CNO
	SDP
	B3
	-

	SMTH
	PACOM
	SDP
	B3
	-

	SPSC
	C3F
	SDP
	B3
	-

	SPSC
	CPF
	SDP
	B3
	-

	SPSC
	SPAWAR
	SDP
	B3
	-

	STJU
	SPAWAR
	SDP
	-
	-

	WAWA
	NCTAMS PAC 
	-
	B3
	-

	WLLP
	NETC
	SDP
	-
	-

	WNYD
	MSC
	-
	B3
	-

	WNYD
	NAVSEA
	SDP
	-
	ENI

	WYND
	COMNAVSEASYSCOM
	-
	B3
	-

	YRKT
	NAVSUP
	SDP
	-
	-




External Network Interface

External Network Interface provide a network interface between the NGEN enclave and the DISN NIPRNet and SIPRNet, DoD DMZ, ONE-Net, IT-21, Consolidated Afloat Network and Enterprise Services, commercial internet service providers, Defense Switched Network (DSN), and other networks.  
Generic Transport Service Extension (GTSE)
The GTSE solution provides a virtual point-to-point circuit between two locations using the NGEN network as transport. In some cases, this is used to bring NIPRNet or SIPRNet to a site by creating a virtual circuit between the site and the outer router of the NGEN Boundary 1.  GTSE also provides direct connectivity for collocated third-party network domains or logical transport services where the end-points are outside the NGEN enclave. The GTSE solution architecture is to provide NIPRNET access to third-party USN network enclaves, such as Information Technology for the 21st Century (IT-21), outside the Continental United States (OCONUS)-Navy Enterprise Network (ONE‑NET), and other approved USN legacy network domains.



Figure 2-4 Generic Transport Services Extension (GTSE)




Application Server Connectivity (Command Owned)
Background
Application Server Connectivity Services provides connections for all physical and virtual application servers managed by their respective DON organizations (such as NAVSEA and other Claimants) to enable their incorporation into the NGEN Enterprise environment.



Scope

The NGEN Enclave Application Server Connectivity Service provides network connectivity to Command Owned application servers that support UTNPP-compliant applications at NGEN sites for standard and mission critical services. Figure 3-1: Server Connections (NGEN Enclave)

DMZ Application Server Connectivity Service supports non-UTNPP-compliant applications and applications that require access from untrusted networks at NGEN sites. Including Contractor designated DMZ facilities, Government DMZ extension sites, and Government DMZ Zone extension sites. 

Contract Data Line Items (CLINs) for Application Server Connectivity Services

Table 3‑1 CLINS Enterprise Services
	CLIN
	Supplies/Services (Enterprise Services)

	0027
	Server Connection and Server Management Support

	0027BJ
	Initial Set-Up of Basic Services for an Application Connection (ES)

	0027BK
	Uplift - NGEN Anti-Virus Scans One per Server Connection (ES)

	0027BL
	Uplift - Non-NGEN Anti-Virus Updates One per Server Connection (ES)

	0027BM
	Uplift - IAVA/IAVB Packages One per Server Connection (ES)

	0027BN
	Uplift - IA Scanning - Ongoing (ES)

	0027BP
	Uplift - WINS One per Server Connection (ES)

	0027BQ
	Security Scan Each (ES)

	0027BR
	LDAP Client Each (ES)

	0027BS
	Application Server, Host Based Security System - Network Operations Center Services (ES)

	0027BT
	Application Server, Host Based Security System - Single Application Server Installation (Optional) (ES)

	0027BU
	Application Server, Host Based Security System - Single Application Server Recurring Support (ES)

	0027BV
	Uplift - DNS One per Server Connection (ES)

	0027BW
	Uplift - DNS - Ongoing (ES)

	0027BX
	Uplift - Directory Services - One per Server Connection (ES)

	0027BY
	Uplift - Directory Services - Ongoing (ES)

	0027BZ
	Uplift - One-way trust Configuration One per Server Connection (ES)

	0027CA
	Uplift - One-way Trust Configuration - Ongoing (ES)

	0027CB
	Uplift - Remote Management One per Server Connection (ES)

	0027CC
	Uplift - SMTP - Ongoing (ES)

	0027CD
	Uplift - SMTP Hardware Maintenance Annual (ES)

	0027CE
	Uplift - SMTP Ordered on a per-NOC basis (ES)

	0027CF
	Uplift - Authentication - (PKI) - CRL One per Server Connection (ES)




Table 3‑2 CLINS Transport Services

	CLIN
	Supplies/Services (Transport Services)

	0027
	Server Connection and Server Management Support

	0027AA
	Standard Low Bandwidth Application (TXS)

	0027AB
	Standard Medium Bandwidth Application (TXS)

	0027AC
	Standard High Bandwidth Application (TXS)

	0027AD
	Mission Critical Low Bandwidth Application (TXS)

	0027AE
	Mission Critical Medium Bandwidth Application (TXS)

	0027AF
	Mission Critical High Bandwidth Application (TXS)

	0027AG
	Standard Application Server Connectivity (DMZ Facility) - Ongoing (TXS)

	0027AH
	Standard Application Server Connectivity (DMZ Extension) – Ongoing (TXS)

	0027AJ
	Standard Application Server Connectivity (DMZ Zone Extension) - Ongoing (TXS)

	0027AK
	Mission Critical Application Server Connectivity (DMZ Facility) - Ongoing (TXS)

	0027AL
	Mission Critical Application Server Connectivity (DMZ Extension) - Ongoing (TXS)

	0027AM
	Mission Critical Application Server Connectivity (DMZ Zone Extension) - Ongoing (TXS)

	0027AN
	DMZ Application Server Connectivity - Implementation - One per Server Connection (TXS)

	0027AP
	DMZ Extension / DMZ Zone Extension - Implementation - One per Facility (TXS)

	0027AQ
	DMZ Extension / DMZ Zone Extension - Upgrade - One per Facility (TXS)

	0027AR
	DMZ Extension / DMZ Zone Extension - Ongoing Support - One per Facility (TXS)

	0027AS
	DMZ Extension / DMZ Zone Extension - Ongoing Transport Boundary Support (TXS)

	0027AT
	Engineering and Implementation of Uplift Services for Navy Application Servers (TXS)

	0027AU
	Uplift - Static IP Addresses - One per Server Connection (TXS)

	0027AV
	Uplift - Static IP - Ongoing (TXS)

	0027AW
	Uplift - Public IP Addresses - One per Server Connection (TXS)

	0027AX
	Uplift - Public IP Addresses - Ongoing (TXS)

	0027AY
	Uplift - Multicasting One per Server Connection (TXS)

	0027AZ
	Uplift - Multicasting - Ongoing (TXS)

	0027BA
	DMZ Uplift - Public IP Addresses One per Server Connection (TXS)

	0027BB
	DMZ Uplift - Public IP Addresses - Ongoing (TXS)

	0027BC
	DMZ Uplift - DNS Primary Zone Hosting One per DNS Zone (TXS)

	0027BD
	DMZ Uplift - DNS Primary Zone Hosting - Ongoing (TXS)

	0027BE
	Optional Migration Assessment Each (TXS)

	0027BF
	Network Implementation of Remote Management Capabilities (TXS)

	0027BG
	Network Implementation of DMZ Zone Extension (TXS)

	0027BH
	Uplift - Block of 255 Static IP Addresses (TXS)




Figure 3-1 depicts Command Owned Servers connected to NGEN Enclave

Figure 3‑1 Service Connection (NGEN Enclave)
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Command Owned Servers connected via SDP COI

SDP COIs is used as a separation between systems within the COI and the rest of the enclave.  In general the SDP COI is normally used to protect the systems within the SDP COI from general enclave users or to protect the general enclave users from the systems within the SDP COI. Figure 3-2 Service Delivery Point (SDP) COI.



Figure 3-2 depicts Command Owned Servers connected via SDP COI

Figure 3‑2 Service Delivery Point (SDP) COI
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Command Owned Servers connected via B3 COI
B3 COIs is used as a separation between systems within the COI and the rest of the enclave.  In general the B3 COI is normally used to protect the systems within the B3 COI from general enclave users or to protect the general enclave users from the systems within the B3 COI. 

Figure 3-3 depicts Command Owned Servers connected via B3 COI.

Figure 3‑3 Boundary Three (B3) COI
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Legacy Systems Support
Background

The USN network is connected to a number of legacy networks via B2 Firewalls to access legacy applications.  Figure 4-1 depicts a Boundary Two connection to Legacy Networks.


Figure 4‑1 B2 for "Reach Back" into Legacy Networks

 




Figure 4‑2 B2 for Legacy Networks to Access Enclave Citrix Service




Scope
This provides continuous legacy systems support for operational and functional systems to enable operation on the NMCI network. 
Contract Data Line Items (CLINs) for Legacy Support Services
Table 4‑1 CLINS for Legacy Support Services 
	CLIN
	Supplies/Services (Transport Services)

	0029
	Legacy Support services

	0029AA
	Ongoing Ordered Legacy Support (TXS)

	0029AB
	Legacy Reachback Connectivity (10 MB/100 MB/1000 MB) (TXS)

	0029AC
	Legacy Server Connectivity (10 MB/100 MB/1000 MB) (TXS)

	0029AD
	Dual Desktop/Quarantine Seat Connectivity (TXS)

	0029AE
	Non-NGEN Workstation, Connectivity (NNWS) and Other Non-NGEN Device Connectivity (TXS)

	0029AF
	Legacy Network Operations & Maintenance

	CLIN
	Supplies/Services (Enterprise Services)

	0029
	Legacy Support services

	0029AG
	Dual Desktop/Quarantine Seat Support (ES)

	0029AH
	Non-NGEN Workstation, Support (NNWS) and Other Non-NGEN Device (ES)

	0029AJ
	Legacy Web, File, Print Server Support (ES)

	0029AK
	Legacy Mail Box Support (per mailbox) (ES)


Site Locations
Site list below includes sites and associated claimants requiring legacy connection maintenance and legacy reach back.
	PSI
	CLAIMANT

	BANG
	CPF

	BREM
	CPF

	BREM
	CPF

	CHRL
	SPAWAR

	CRDR
	NAVSEA

	CRND
	CPF

	CRND
	USFF

	DLGR
	NAVSEA

	FISD
	CNI

	GRLK
	NETC

	GRLK
	NETC

	INHD
	NAVSEA

	JAXS
	CNI

	KAUA
	CPF

	KNGS
	USFF

	KNGS
	USFF

	KYPT
	NAVSEA

	MECH
	NAVSUP

	MILL
	BUPERS

	MILL
	BUPERS

	MRDN
	CPF

	MTWN
	NAVSEA

	NACC
	CPF

	NFSH
	NAVSEA

	NFSH
	USFF

	PHIL
	NAVSUP

	PNBC
	NAVSEA

	PNDZ
	CPF

	PNSC
	CPF

	PRLC
	SPAWAR

	PRLH
	CPF

	PRTH
	NAVSEA

	PTNH
	NAVSEA

	PTNH
	USFF

	SDNI
	CNI

	SDNI
	CNI

	SDNI
	CPF

	SDNI
	MSC

	SDNI
	SPAWAR

	SDNS
	CNI

	SDNS
	CPF

	SDNS
	CPF

	SDNS
	NAVFAC

	SDNS
	SPAWAR

	SGRV
	USFF

	SPOT
	CNI

	SPOT
	SPAWAR

	SPSC
	CNI

	SPSC
	CPF

	SPSC
	SPAWAR

	STJU
	SPAWAR

	WHTG
	CPF
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