



Performance Work Statement (PWS)

For
Risk Management Information (RMI)

Analysis and Dissemination (A&D)
Sea Warrior Program Office

PMW 240
[image: image1.png]S\
Sea Warrior

PROGRAM

PMW 240

eSolutions for Sailor and Flest Readiness



        

14 November 2014
Table of Contents

41
 Introduction


41.1
RMI


51.2
A&D


61.3
Software Approach


62
Scope


72.1
Government Furnished Property (GFP)/Equipment (GFE)


82.2
Place of Performance


83
General Requirements


83.1
Overarching Functions


83.1.1
Requirements Analysis


93.1.2
Design


103.1.3
Development


103.1.4
Integration


113.1.5
Test


123.1.6
Deployment


123.1.7
Sustainment


123.2
Systems Engineering and Integration Support


123.2.1
RMI Requirements Gap Analysis


133.2.2
RMI Solution and Product Analysis


133.2.3
COTS Software Solution Procurement and Support


143.2.4
A&D Systems Engineering and Integration Support


163.2.5
Documentation


163.3
Training


173.3.1
Technical/Administrator Training


173.3.2
User Training


173.4
Data Deliverables


173.4.1
Restrictive Markings on Data


173.4.2
License Agreements


184
Programmatic Requirements


184.1
Contract Progress, Status, and Management Report Preparation


184.1.1
Monthly Status Report (MSR) Worksheet


194.1.2
Integrated Master Schedule (IMS)


194.1.3
Enterprise-wide Contractor Manpower Reporting Application (ECMRA)


194.2
Contractor Performance Assessment Reporting System (CPARS) Draft Approval Document (CDAD)


194.3
Management Plan


204.3.1
Quality Assurance Program Plan (QAP)


204.3.2
Contractor’s Risk Management Plan (RMP)


204.3.3
Subcontractor Management Report


214.3.4
Contract Transition Support


214.3.5
Function Point (FP) Analysis


214.4
Contract Configuration Management (CM)


224.4.1
Configuration Management Records/Reports


224.4.2
Baseline Management/Computer Software Configuration Item (CSCI) List


224.5
Reports, Plans, and Meeting Participation


224.5.1
Post Award Conference Attendance


224.6
Government Furnished Property/Equipment (GFP/GFE)


235
Technical Requirements


235.1
Software Engineering Development Methodology and Approach (Software Process Improvement Initiative (SPII))


235.2
Systems Engineering (SE)


245.2.1
SE Documentation


245.2.2
Department of Defense Architectural Framework (DoDAF) Documentation


245.2.3
Technical Reviews


265.2.4
Interface Development and Maintenance


265.2.5
Software and Data Transition


275.2.6
Human Systems Integration (HSI)


275.3
IT System Delivery


275.3.1
System Accreditation


285.4
Logistics Support


285.4.1
Integrated Logistics Support (ILS) Program


285.4.2
System Documentation


295.4.3
Training Support


305.5
System Performance


306
General Information Security Requirements


316.1
Certification & Accreditation (C&A)/Assess & Authorize (A&A)


326.2
Information Assurance Vulnerability Management (IAVM)


326.3
Data Protection


326.4
Personnel Security


336.5
Cybersecurity Contractor Training and Certification


336.6
Incident Response


346.7
Wireless Technologies


346.8
Disposing of Electronic Media


356.9
Ports, Protocols, and Services


356.10
Public Key Infrastructure (PKI) and Encryption


356.11
Information Systems (IS)/Networks Physical Security


356.12
Health Insurance Portability and Accountability Act (HIPAA)


366.13
Unclassified but Sensitive Internet Protocol Router Network (NIPRNet)/Secret Internet Protocol Router Network (SIPRNet) Connection Criteria Policy


366.14
DON Applications and Database Management System (DADMS)


366.15
Department of Defense Information Technology Portfolio Repository – Department of the Navy (DITPR-DON)


366.16
Program Protection Plan


366.17
Controls and Clearance


1Appendix A: Applicable Documents


1APPENDIX B:  DATA DELIVERABLES


1Appendix C:  ACRONYMS



 
5Figure 1 – RMI Notional OV-1



5Table 1 – Alignment of Risk Management Information FRDs to Capabilities


21Table 2 – A&D Deliverables and Associated Tech Events



 
1
 Introduction

The Department of the Navy (DON) Naval Safety Center (NAVSAFECEN) has the mission to prevent mishaps, to save lives, and preserve resources.  The NAVSAFECEN initiative for Risk Management Information (RMI) supports that mission.  The RMI initiative consists of four capability areas established to improve safety processes and automated support for those processes.  They are: Streamlined Incident reporting (SIR), Single Point of Entry (SPOE), Analysis and Dissemination (A&D), and Safety Program Management (SPM). 
The Sea Warrior Program (PMW 240) manages a complex portfolio of information technology (IT) systems to support Navy human resource management, criminal justice, Fleet support, afloat business applications, Navy and DoD portfolio management, DON administration, and joint aviation aircraft scheduling.  The PMW 240 Program is part of the Navy Program Executive Office for Enterprise Information Systems (PEO EIS) which develops, acquires, fields, and sustains enterprise network, business, and Fleet support IT systems for the warfighters of the Navy and Marine Corps.

The PMW 240 has the program management responsibilities for RMI and is acquiring products and services to build, deliver and sustain RMI systems.  The focus of this contract is to provide engineering and support services to establish A&D capabilities.
1.1 RMI 

RMI will be defined functionally in four Functional Requirements Documents (FRDs) created from Naval Safety Center led Business Process Re-engineering (BPR) effort and associated To-Be process documentation:

· Incident Reporting

· Safety Program Management

· Analysis and Dissemination

· Single Point-of-Entry

The modernization of RMI will incrementally implement reengineered processes and subsume functional capability from other systems. With the exception of the Single Point-of-Entry FRD whose purpose is to define the requirements for a single access and retrieval solution for DON risk management data, the remaining Naval FRDs will address one or more business processes. 
	Functional Requirements Document
	Associated Business Processes

	Incident Reporting
	Incident Reporting

	Single Point-of-Entry
	N/A

	Analysis and Dissemination
	Analysis and Dissemination

	Safety Program Management
	Confined Space Entry

Deficiency Abatement 

Fall Protection

Inspections

Job Hazard Analysis

Medical Surveillance

Operational Risk Management

Respiratory Protection

Safety Committee

Self-Assessment

Systems Safety

Training


Table 1 – Alignment of Risk Management Information FRDs to Capabilities

A conceptual picture of the target RMI is contained in Figure 1 below. This Operational View is subject to change in conjunction with requirements analysis and design to define the optimum solution for the DON.
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Figure 1 – RMI Notional OV-1

1.2 A&D

Integral to RMI are the functions of identifying safety deficiencies, making recommendations to correct them and reporting to the results of investigations and findings.
A robust and mature A&D capability integrated with SIR and SPM is critical to Naval Safety.  In order to advance safety, it is crucial for the Navy to have the right data at the right time.  The importance of sound data for critical analysis and interpretation cannot be overstated.  Similarly, providing clear information to authorized users on the state of safety is equally significant and plays a vital role in the development of policy and allocation of resources.  The A&D capability is required for analyzing data, identifying performance indicators and providing pro-active mitigating strategies.   Communicating safety information is an important function, both from the standpoint of accountability and to advance safety.
1.3 Software Approach
The approach to satisfying A&D requirements may be by modification of an existing Government Off-the-Shelf (GOTS) product or implementation of a Commercial-Off-the-Shelf (COTS) software product.  A Commercial-Off-the-Shelf (COTS) software product or products that can be configured to satisfy the requirements of the A&D FRD with little, if any, customization of the COTS product, is desired.  The A&D capability must integrate with SIR and other RMI capabilities.
2 Scope

The PMW 240 Program requires services for the development, integration, implementation, and sustainment of RMI systems within its portfolio.  These services include a wide range of systems engineering and programmatic support.  Development services include support for the analysis, recommendations, and when approved, acquisition, configuration and implementation of COTS software products.
The objective of this contract is to attain systems engineering and integration services for the development of A&D capabilities.  This includes the acquisition of COTS products and the technical services to accomplish systems engineering and integration activities to ensure the specific program requirements are satisfied and the solutions are deployed and made operational.
The support and services anticipated for this effort are listed below:
· COTS product analysis, recommendations and implementation to include:
· Procurement of a COTS product, including license supporting configuration, administration, and an initial set of safety community users.

· Implementation of the COTS product in a Navy Data Center development and test environment

· Configuration of the COTS product to satisfy the A&D requirements

· Technical Support from the COTS product vendor to assist with systems engineering services and integration activities to ensure delivery of an operational capability.

· Leading and participating in PMW 240 systems engineering process, activities, and events

· Development of documentation and engineering artifacts

· Coordination with external stakeholders and users to ensure successful delivery of capabilities

· Information Security (IA) support to ensure certification and accreditation of systems

· Technical services to establish external interfaces and successful data exchange

· Technical services to define and establish a capability for disconnected/limited connectivity for afloat users

· Support for the migration of functions, data, and users from existing systems to the new target application

· Technical services for post-production activities including the configuration of COTS applications

· Requirements management support

· Configuration management support

· Support for scheduling, tracking, and synchronization with other program schedules

· Integration of the software solution in the development, test, and production environments; including the DoD network connections
· Services for Logistics Support preparation
· Training support

· Support for limited deployment 

· Other programmatic and technical support as needed
The Contractor shall comply with all applicable DoD and Navy regulations and policies and PMW 240 processes and procedures, in the performance of activities and tasks identified in this PWS.  Applicable regulations, publications, manuals, and local policies and procedures are identified in Appendix A
Deliverables under this contract will be accomplished in accordance with the Contract Data Requirements List (CDRLs) and associated Data Item Descriptions (DIDs).  Deliverables should be tailored for simplification and efficiency as approved by the Government.

2.1 Government Furnished Property (GFP)/Equipment (GFE)
The Government will provide the Contractor with Government equipment and information as needed for existing systems, applications, and data.  This includes equipment purchased under this contract as part of Other Direct Costs (ODCs) such as workstations. Government Furnished Property may include existing system documentation and technical data as well as applicable policies, guidance, and PMW 240 processes and procedures as necessary.

The Government will provide (as GFE) access to PMW 240 tools (e.g. requirements management, configuration management) as necessary.  The Government will provide GFE necessary for the Contractor to access the development and test environments at the Government’s application hosting facility and data center.

The Contractor is responsible for having the computer hardware and software, including standard PMW 240 office products, necessary to perform their tasks unless otherwise agreed to by the Government. This includes the proper security credentials for access.
2.2 Place of Performance

Task activities may be performed at the Contractor’s facility or other Government or Contractor facilities.  This can include travel to software development, test, and operational hosting facilities.  It may also include legacy system and user locations.  . Hosting facilities for development, test, QA, and production will be located in a Navy Data Center in Charleston SC.  The Contractor is expected to have the ability to remotely access the software instantiated in the development, test, and production environments (note: necessary Cybersecurity/Information Assurance Training will be required for remote access).
3 General Requirements
The Contractor shall perform all work necessary to satisfy the efforts as identified in this contract.  The Contractor shall deliver products in accordance with CDRLs as specified.
3.1 Overarching Functions
The overarching functional areas within this contract may include:

· requirements analysis

· design

· development

· integration

· testing 

· deployment

· sustainment/maintenance

For any COTS solution, it should be noted that while the terms of design, development, integration, and testing are normally associated with development or modernization, they also apply to activities associated with configuration and customization of a COTS products, especially in support of implementation of interfaces and a database.  They also pertain to Change Requests (CRs).
3.1.1 Requirements Analysis

The Contractor shall perform requirements analysis, including those documented in the FRDs provided as GFP.  This includes analysis of the business processes defined in the Business Process Re-engineering (BPR) efforts to maximize business processes while satisfying the functional requirements.  Requirements analysis may include requirements reviews and deep dives conducted by the RMI Program Office coordinated with the RMI functional sponsor.
The Contractor shall provide a System/Subsystems Specification (SSS) in accordance with (IAW) CDRL A002.  Requirements shall be analyzed to ensure the required or requested changes are understood.  The Contractor shall develop or update a Software Requirements Specification (SRS) IAW CDRL A003 that includes a decomposition of the requirements in the SSS.  The Contractor shall track requirements and provide a Requirements Traceability Matrix (RTM) IAW CDRL A005 when required, and IAW the PMW 240 Technical Event Process (TEP), using the PMW 240 requirements tool and report capability.  

In addition, the Contractor shall assess requirements associated with CRs or Trouble Reports (TRs), and report on the impact the changes will have on the operational performance, training, and logistics support, as well as provide an estimated cost and proposed schedule for the change.  The Contractor shall evaluate change requests and where possible recommend combining requirements for more efficient design and development. 
The Contractor shall assist in the submission of CR information IAW the Government’s configuration management plan and using the Government’s configuration management tools. 
The Contractor shall perform fit-gap analyses to identify if and how existing products and services can be allocated to satisfy the functional and architectural requirements of a proposed system or system of systems.  These analyses include delivery of technical results reports and recommendations IAW CDRL A00C, Technical Report - Study/Services
3.1.2 Design  
The Contractor shall use standard methodologies to develop designs and baseline updates for maintenance upgrades to the current system. Design incorporates DoD/Commercial common standards, common architectures, and common parts into a comprehensive product and/or service implementation plan.  Design integrates and synchronizes products and/or services with existing product and/or service solutions, and considers reuse or reconfiguration of existing software to the maximum extent possible.  
The Contractor shall deliver all design and associated documentation appropriate for the effort, as well as recommendations for changes.  The Contractor shall present the designs and recommendations to the Government for approval in conjunction with technical design reviews. The Contractor designs shall take into account all internal and external interfaces. 
For a solution based on COTS, the primary focus of design efforts will be in the areas for configuration, business process changes, databases, branding of presentation layer, interfaces, and afloat user capability as required.  The objective when using COTS software is to minimize customization.  When conducting fit/gap analysis, the Contractor will be provided as-is business processes, and high level requirements.  During the fit/gap analysis, the Contractor shall use the out of the box capability or employ configuration of the software as much as possible and will document the fit of requirements and deliver as to-be processes for functional business owner use during investment certification processes.  If customization (reports, interfaces, conversions, extensions (RICE) is necessary, the Contractor shall provide a design recommendation for government approval, implementation cost, life-cycle support costs for the customization, analysis of risk to the COTS life-cycle support, and lead time estimate for all planned customizations.  The Contractor shall also include an analysis of how proposed customization will impact implementation of COTS software product upgrades.
The Contractor shall provide a Software Design Description (SDD) IAW CDRL A006.  The SDD shall include a description of the relationship and integration of SIR and SPOE capabilities as well as the database design.  The Contractor shall provide Interface Design Descriptions (IDDs) IAW CDRL A007 for external interfaces as needed. 

Department of Defense (DoD) Architecture Framework (DODAF) views shall be provided IAW CDRL A009 and as specified in the Program’s Systems Engineering Plan (SEP) to support the appropriate systems engineering technical events.  The software capabilities shall comply with DoD guidance and regulations (see references) for the development of Information Technology (IT) capabilities.
3.1.3 Development  
The term development in this PWS includes software development and is also used to describe activities for technical refresh efforts that are not new development, as well as database, reports, conversions, extensions, and interface development.  It also includes COTS software configuration and customization services.  Development includes the standardized processes and procedures by which a contractor transitions a design into a deliverable product or service.  Development integrates products and services provided by a teaming partner, subcontractor, or COTS vendor.  Development also includes unit, integration, and regression testing of teaming partner, subcontractor, or vendor provided products and services.  Development includes ensuring all necessary components, interfaces, and data migration and exchanges satisfy functional and performance requirements.  Development also includes all the associated documentation.

The Contractor shall select and recommend to the Government a “coding standard” or “style guide” for each language that will used in the development effort.  The Government approved style guide will be a program configuration item and the standard that is used for code reviews during unit testing and code audits.  
The Contractor shall support testing during development IAW the design, approved by the Government.  The Contractor shall configure, customize, and develop software components and interfaces using approved software development methodology; including close coordination with the appropriate government personnel to identify the specific requirements for each sprint or spiral of software to be delivered.  Development includes: adoption, reuse, or reconfiguration of existing components, configuration and implementation of COTS products, and new software development.  The Contractor shall leverage existing capabilities and COTS products for satisfaction of requirements to the maximum extent practicable.  
The Contractor shall document and provide the overall software development approach in an update to the Software Development Plan (SDP) initially provided as part of the Contractor’s proposal submitted in response to the solicitation for this contract, IAW CDRL A001.  
3.1.4 Integration  
The Contractor shall perform integration of software components and external interfacing applications and capabilities.  The Contractor shall ensure that all internal and external integration is performed to satisfy all functional and specified performance requirements.  External integration includes interfaces and data exchanges with external systems as well as integration with host facilities, platforms, and networks.  The Contractor shall ensure that products are compatible and interoperable with all prior versions as necessary.  Integration may include products and services provided by a teaming partner, subcontractor, vendor, or other Government activity.  Integration includes effort in:  (a) the definition, collection and deployment of test data; (b) data management and migration; (c) deployment plans; (d) installation procedures; (e) system and database administration; (f) support for implementing applications and systems, (g) databases in development; (h) test; (i) production and failover environments; and (j) network connections.
The Contractor shall ensure delivered functionality operates within a secured information technology environment according to all DISA prepared Security Technical Implementation Guides (STIGs), Security Requirements Guides, and other DoD mandated secure configuration guides during the development, test, deployment, and maintenance.  At a minimum, the Application Security and Development, Operating System, Database, and Web Server STIGs are met.

Tthe Contractor shall migrate data and users from existing systems to the new system.  Analysis and planning will be required to properly execute the data migration, including special handling for controlled information.  The Contractor shall prepare a Data Migration Plan (DMP) IAW CDRL A00J that supports the migration of relevant data associated with the deployment of functionality; contractor will validate and replicate cleaned data to the new system.

3.1.5 Test
The goal of testing is to ensure that the functionality as defined in the project’s SRS is delivered as specified and that the integrated application(s) perform as expected with minimal defects.  Testing throughout the project lifecycle will consist of both Contractor and Government testing events.  The test activities that will be performed for the project will be documented in the project’s SEP with further elaboration of the test and evaluation strategy within the project’s Test and Evaluation Master Plan (TEMP).  The Contractors shall conduct all test planning, preparation, execution, and reporting for testing the application during iteration tests and demonstrations.  This testing is the functional development testing phase that verifies that the developed application is free from defects, to include security vulnerabilities, and is a candidate for software release.  Testing shall adhere to the PMW 240 standard practices and procedures. Results will be included as verification of functional development testing in preparation for Test Readiness Review (TRR).
The SDP, CDRL A001, shall document the processes, methods and approach for the development and testing of all requirements.  This includes tailoring of standard test methods and approached to support evaluation of COTS software based solutions.  The level of detail in the SDP should be sufficient to define all processes, activities and tasks to be conducted.  This includes specific standards, methods, tools, actions, strategies and responsibilities for both the development and testing activities.  All test procedures and practices employed should be documented in the SDP.  The Contractor will be responsible for successful execution of the developed test scripts in accordance with the criteria defined within the TEMP.  

All increment and production test events will be managed by the Government.  The Contractor shall coordinate closely with the Government and, if employed, a third party test team, to provide technical support for these test events.  This support includes:

Test event planning

Test scenario development

Test environment design 

Test data development

Test script development (to measure satisfaction of SRS functionality)

Traceability matrix development (mapping test scripts to SRS requirement(s)
The Contractor shall provide a System Operational Verification Test (SOVT) Plan IAW CDRL A00B and support the Government during the SOVT.
3.1.6 Deployment

The goal of deployment is to ensure that the tested and accepted product is smoothly transitioned into production, go-live status and that the impacted users and organizations are properly trained and prepared to operate with the new system(s).  Deployment may include products and services provided by a teaming partner, subcontractor, vendor, or other Government activity.  Deployment includes effort in:  (a) deployment, organizational change management, or training plans; (b) production installation and rollback conditions and procedures should the initial go-live fail; (c) initial training product development and delivery; (d) operations procedures that enable end-users to acquire the skills and knowledge necessary to effectively use the product and/or service; and (e) ensuring help desk/user support is available during and after deployment.
3.1.7 Sustainment
Sustainment activities for the operational capability are not considered part of this contract.  However, sustainment includes maintenance support for the software during development and test. Sustainment support also includes the preparation of the capability for operation.  This includes preparation for Logistics Support and the development of documentation needed for sustainment and training. 
3.2 Systems Engineering and Integration Support
The Contractor shall deliver capability that satisfies all the FRD requirements specified and the applicable policy and guidance associated with DoD IT systems and Navy RMI.  
The Contractor shall manage all Systems Engineering (SE) and Integration activities associated with the delivery of an A&D capability, the integration of A&D with SIR and other capabilities, and the analysis of potential COTS software products as solutions to satisfying A&D capabilities.  The Contractor shall perform all requirements analysis, design, development and configuration, integration, test, and implementation activities to ensure delivery of operational capabilities.
3.2.1 RMI Requirements Gap Analysis
The Contractor will be required to perform an analysis of all RMI functionality in addition to a detailed analysis of the A&D requirements identified in the FRD.  The Contractor will be involved with providing assessment of how well other RMI program capabilities meet the functional requirements of the A&D.  Gaps shall be documented and become the basis for the system specifications that will be used in the establishment of the A&D capability.  The Contractor shall provide analysis information IAW Technical Study CDRL A00C.
3.2.2 RMI Solution and Product Analysis

Based on the results of the requirements gap analysis identified in section 3.2.1 and the Material Solutions Analysis (MSA) performed independent of this contract, the Contractor may be directed to  perform a solution and product analysis.  This analysis shall validate the approach for using a Government Off-the-Shelf (GOTS) capability or a COTS software solution to satisfy the RMI A&D requirements.

In the event that a COTS software solution is identified as the best approach, the Contractor shall perform a functional and technical analysis of COTS software/software solutions that can support RMI A&D requirements. The analysis shall include:

· Identification of criteria for comparison

· Identification and down-select of potential products

· Evaluation of candidate products in relation to their effectiveness at satisfying A&D requirements, cost (including enterprise license and maintenance), and risk

· Providing a recommendation to the Government for the best solution(s) 

The Contractor shall provide a plan for analysis, including evaluation criteria, to the Government for approval IAW CDRL A008.  The Contractor shall execute the approved plan and provide the results of their analysis along with a recommendation to the Government IAW CDRL A008.
After selection and approval by the Government, the Contractor shall procure the RMI COTS software/software solution and services.  
3.2.3 COTS Software Solution Procurement and Support

In the event that a COTS software solution is identified as the best approach, and after final selection and approval by the Government, the Contractor shall proceed with the effort to procure the COTS software product/software solution and configuration services to satisfy the A&D requirements.  This includes: configuration and customization of the COTS software; establishing interfaces between the A&D and SIR applications and external systems; establishing a database, if necessary, associated with the COTS application; supporting migration of data from existing systems; and providing COTS software updates and maintenance support.
3.2.3.1 Software Licensing

The initial licensing shall support technical users in the development and test environment and administrative users.  A limited number of user licenses shall be purchased to facilitate the initial operational use of the A&D capability by a small community of users.
Where a Department of the Navy (DON) Enterprise Licensing Agreement (ELA) exists, any software products, hardware, and related services offered by that ELA must be procured using that ELA.  For software, hardware, & services not offered via a DON ELA the contractor will ensure COTS procurements for which DoD Enterprise Software Initiative (ESI)/SmartBuy agreements are in place are utilized or waived.

It is not currently anticipated that perpetual enterprise licenses will be procured under this contract effort as this type of license will not be acquired until initial operation is complete.  However, acquisition of these licenses shall be considered in the cost and recommendation from any analysis performed under paragraph 3.2.1 above.  

Applicable COTS/Software product manuals shall be delivered as part of the licensing IAW CDRL A00G, Computer Software Product End Items.  Product manuals should be delivered as electronic media.  Paper-based manuals shall also be provided for up to 25 systems administrators.

3.2.3.2 Annual Software Support 
As part of the COTS/Software solution procurement and licensing, the Contractor shall ensure that the selected software will include product/software updates.  The Contactor shall ensure that annual software maintenance and technical support is provided for the application software.  Software updates for maintenance and upgrades shall be accomplished during non-duty hours.  Normal duty hours are considered Monday-Friday, 8:00 AM – 5:00 PM (EST/EDT).  This includes security patches, patch notes and configuration changes as applicable.  The Contractor shall ensure that there is technical support for user and system technical issues, providing tier 2/3 technical support services to the system’s help desk and administrators for resolution of issues with the software product and delivered configuration.  
3.2.4 A&D Systems Engineering and Integration Support

The Contractor shall ensure that all technical activities are accomplished to support the delivery of an operational A&D capability. This includes requirements and business process analysis, design, development and COTS configuration, integration, test, and installation. The Contractor shall provide an A&D capability that satisfies the FRD and business processes of the safety community. Key A&D capability requirements include:

· Data Aggregation

· Data Analysis 

· Reporting/Query

· Trend Analysis

· Business Intelligence/ Modeling

· Collaboration

· Real-Time Monitoring

· Workflows

· Data Security

· Scorecards

· Dashboards

The Contractor shall satisfy all the interface, database and data exchange, and afloat user requirements.  The COTS software solution approved for procurement following the analysis and recommendation shall be configured to serve as the primary solution for the A&D capability.  The Contractor shall perform engineering and integration services to ensure seamless integration of A&D software with the SIR software and maximize software reuse as much as possible for satisfaction of the A&D requirements.
The Contactor shall provide the support for test, operations support planning, deployment, and security necessary to ensure delivery of an operational capability.

3.2.4.1 A&D Design

The Contractor shall produce a design for the A&D application and its integration with other RMI capabilities that considers all components, interfaces, reports, and data that satisfies all the requirements of the FRD.  The design shall consider reuse or reconfiguration of existing RMI software, maximum use of standard COTS, or new development.  The design must include requirements for the system to operate in a Navy Data Center and meet applicable Cyber Security requirements for a public facing system with CAC authentication.  The primary focus will be on implementation and configuration of a COTS product, with customization and new development only when absolutely necessary.

3.2.4.2 A&D Development/Configuration

Development of the A&D capability shall either consist of modification of a GOTS solution or configuration of a COTS product.  The Contractor shall produce an A&D capability that considers implementation of analysis criteria, production of reports, implementation of interfaces with all RMI components, and the accomplishment of data exchanges.  Development shall be in accordance with an approved software development methodology (e.g. Agile development) and plans. Development also includes all the associated documentation.
The Contractor shall ensure configuration and customization of the COTS/software product(s) satisfy all the functional requirements as identified in the FRD.  Customization or other software development will be accomplished only when necessary to satisfy the functional requirements (e.g. for implementation of security access controls).   Customization is expected to become part of the selected product baseline as coordinated with and agreed to by the Government.  The user experience may vary across different safety communities.  The Contractor shall provide different user views for the Navy and Marine Corps users as approved by the Government.  The ability for users to perform limited configuration for their views should be provided where possible.  
3.2.4.3 A&D Integration 
Integration Effort is an essential element of this requirement.  The Contractor shall ensure that all internal and external integration is performed to satisfy all functional and specified performance requirements.  External integration includes interfaces and data exchanges with external systems as well as integration with existing shore and afloat environments and networks.  The Contractor shall ensure that A&D products are compatible and interoperable with all other RMI capabilities. Integration may include products and/or services provided by a teaming partner/subcontractor, or other Government activity.  Integration includes the data management and migration, installation procedures, training product development and delivery, system administration and operations procedures that enable end-users to acquire the skills and knowledge necessary to effectively use the product and/or service.
The Contractor shall ensure the RMI A&D capability integrates with the SIR and SPOE capabilities.
3.2.4.3.1  Interface Requirements
The Contractor shall ensure that all interfaces with external systems perform and are operational in accordance with the interface requirements and specifications to satisfy the required data exchanges.  The Contractor shall provide professional services needed to prepare interface documentation and to coordinate with external interface partners to ensure interface agreements are established and met.  The Contractor shall ensure that the COTS product/software solution will support the interfaces and data exchanges as indicated in the FRD.  The majority of these interfaces and data exchanges are expected to be via a Web Service interface.  Many existing web service interfaces of interest should support Simple Object Access Protocol (SOAP) and Representational State Transfer (REST) standards, and all intentionally exposed web service interfaces provided by the Contractor should support SOAP and REST standards.  Some data exchange may be via transfer of flat files.  Unique, point-to-point interfaces will be minimal if not able to be eliminated completely.  The approximate number of interfaces for RMI/A&D is 5.  Data from SIR will be available within the RMI central repository.
The Contractor shall ensure the RMI A&D capability integrates with the SIR and SPOE capabilities.
3.2.4.3.2 Hosting Integration
The Contractor shall ensure that the software is properly integrated within the appropriate development, test, and production environments.  This includes ensuring that the application is functioning in accordance with FRD requirements, including performance parameters.  The A&D system will be made operational in a Government approved hosting facility.  Afloat user capability shall be provided as required in the FRD.
3.2.4.3.3 Data Migration
The Contractor shall migrate the data and users from existing systems to the new system.  Significant analysis and planning will be required to properly execute the data migration, including special handling for controlled information.  (“Information” means any knowledge that can be communicated or documentary material, regardless of its physical form or characteristic, that is owned by, produced by or for, or is under the control of the United States Government. ‘‘Control’’ means the authority of the agency that originates information, or its successor in function, to regulate access to the information).  Data exchanges are dependent on the technical specifications of the new solution and may require Data Transfer Agreements, Memorandums of Agreement, or Memorandums of Understanding.  The Contractor shall provide a Data Migration Plan (DMP) IAW CDRL A00J.
3.2.5 Documentation

The Contractor shall develop or update all the systems engineering documentation identified in the CDRLs and associated with the appropriate technical events as describe in the SEP.  The Contractor shall, where practical, use existing documentation developed for RMI and update it to include the technical information.
3.3 Training

The Contractor shall provide Technical and Administrator training, as well as training support for RMI users as described below and delivery of the training products associated with Training Analysis IAW CDRL F001, Training Product Generation IAW CDRL F002, and training materials IAW Training Support Package Development CDRL F003 as identified in section 5 of this PWS.
3.3.1 Technical/Administrator Training 

The Contractor shall provide onsite training to the RMI Team (technical and administrators) for approximately 20 (twenty) personnel per class.  This training will encompass both technical training to the program staff as well as education for the administrators.  The technical training will include how to maintain the COTS software/software solution as well as how to perform additional configuration of the software as needed.  
There must be demonstrated knowledge transfer to both the technical and administrator staff to allow for the successful implementation and maintenance of the solution.  Additional increments of training may be purchased as needed, in accordance with the contract priced schedule.  

3.3.2 User Training

The Contract shall support RMI user training by Training-the-Trainers.  Instruction shall be provided for approximately 15 (fifteen) personnel per class that provides them with demonstrated knowledge to allow them to provide training for RMI users.  Training materials and classes shall include RMI specific configurations.  The Contractor shall deliver training materials IAW CDRL F003.
The Contractor shall provide Computer Based Training (CBT) and an On-Line Help (e.g. self-help, self-service) capability to assist users in performing the functions with the RMI capability. 
3.4 Data Deliverables
All CDRL deliverables shall be submitted in a format that is compatible with Microsoft Office 2010 and as specified, in the CDRL.  The Contractor shall notify all CDRL addressees, by email, when a CDRL has been delivered/on the day CDRL was posted.
The Government shall have Unlimited Data Rights to any software or data products developed under this contract.
3.4.1 Restrictive Markings on Data
The Contractor shall notify the Procuring Contracting Officer (PCO), in writing, prior to or at the time of submission, of any Data to be submitted with anything other than unlimited rights and markings as defined in FAR Subpart 27.4 – Rights in Data and Copyrights, and DFARS Subpart 227.71-Rights in Technical Data.
3.4.2 License Agreements

The Government intends to install unique instances of all required software to operate on separate development, test, and production servers in a primary environment located at Government hosting facility for normal operations and also on separate development, test, and production servers in a failover environment.  In the failover environment, the Government operating concept is to have the software installed, but inaccessible to users until a failover event occurs.  At that time, the failover site becomes active and accessible to users and the primary site is shut down.  Data is replicated no less frequently than daily from the primary to the failover site and if the software has to be active for this to occur, the Contractor must annotate this in their licensing agreements or exclusions.  All licensing agreements and/or exclusions, regardless of the pricing method chosen (e.g. named user, concurrent users, Central Processing Unit (CPU), server, rack, core) must allow for this operating construct with regard to the Government's right  to install and use the software.
4 Programmatic Requirements
The Contractor shall establish and maintain an integrated program management system to plan, direct, integrate, and control the administrative, management, technical, logistical, financial, production, and support functions of each specific task.  The Contractor shall manage work efforts to optimize total system performance, promote interoperability and common solutions, and minimize total ownership cost.  The Contractor shall measure, monitor, and assess the progress of the work performed and costs incurred under the contract task.  The Contractor shall provide a monthly status report as described in the following paragraphs.  The Contractor shall also provide software metrics on the status of progress for development iterations or sprints IAW CDRL A00K. The Contractor shall adopt a total system and system of systems approach to product support and structure system by design, testing, support planning, resourcing, and post-fielding.   
4.1 Contract Progress, Status, and Management Report Preparation

The Contractor shall submit a monthly Contractor Progress, Status, and Management Report IAW CDRL B001.  The report shall identify and contain summary-level information on all on-going tasks, to include status of work completed under each TO and identify any cost, schedule, Government Furnished Property,and performance risks or issues.  This CDRL shall identify the Contractor’s staffing approach and identify the method of managing and reporting cost and progress.  
4.1.1 Monthly Status Report (MSR) Worksheet

The Contractor shall complete and submit the monthly MSR Worksheet that is part of the Contractor’s Progress, Status, and Management Report IAW CDRL B001.  The MSR Worksheet will be used to compare monthly cost and schedule performance to the cost and schedule baseline submitted as part of the Contractor’s cost proposal.  The Contractor will identify the current monthly and cumulative “to-date” percent of budgeted cost of work scheduled that was performed, actual cost of work performed, and estimate at completion for each Contractor Work Breakdown Structure level reported within their cost proposal.  
The MSR worksheet will enable the Government to monitor monthly cost, schedule and technical performance progress.  The monthly inputs shall determine whether cost and schedule variations exceed 10% from the baseline.  For cumulative deviations that exceed 10%, the Contractor shall explain the cause of the variance and the corrective actions to be taken if necessary.   

The Contractor shall not adjust cost performance data from prior months.  Any errors, accounting adjustments or approved re-baseline actions shall be recorded as a single point adjustment in the current reporting month. 

4.1.2 Integrated Master Schedule (IMS)

The Contractor shall provide input into the PMW 240 IMS for the Program.  The Contractor shall synchronize IMS inputs with each work breakdown structure task/activity, showing the initiation, duration, and completion of each activity. The Contractor shall coordinate with the Government representative for the IMS to provide details of all tasks on at least a monthly basis and report critical issues to the Government.  The Contractor shall identify potential schedule conflicts and/or problems and recommend solutions.  

4.1.3 Enterprise-wide Contractor Manpower Reporting Application (ECMRA)

The Contractor shall report ALL Contractor labor hours (including subcontractor labor hours) required for performance of services provided under this contract for SPAWAR via a secure data collection site.  The Contractor is required to completely fill in all required data fields using the following web address:   https://doncmra.nmci.navy.mil. 

Reporting inputs will be for the labor executed during the period of performance during each Government fiscal year (FY), which runs October 1 through September 30.  While inputs may be reported any time during the FY, all data shall be reported no later than October 31 of each calendar year.  Contractors may direct questions to the help desk, linked at https://doncmra.nmci.navy.mil.”

4.2 Contractor Performance Assessment Reporting System (CPARS) Draft Approval Document (CDAD) 
The Contractor shall submit a CDAD report IAW CDRL B002 
4.3 Management Plan
The Contractor shall provide a plan describing the program management system IAW CDRL B003.  The Management Plan shall consist of the organizational structure, the assignment of functions, duties, and responsibilities, the procedures and policies and the reporting requirements that are established for the initiation, monitoring, control, completion, test, and verification, and reporting of contractual tasks, projects, and programs.  The Contractor’s organizational structure, methods, personnel, and internal support functions shall be developed describing roles, responsibilities, names and types of personnel assigned, security, etc., required to successfully perform this contract.  The Management Plan shall also include staffing and transition plan.  A Quality Assurance Program Plan (QAP), Risk Management Plan (RMP), and Subcontractor Management Report shall be provided as specified in the following paragraphs.  
If approved and tasked, the QAP and RMP information may be included within the Management Plan (CDRL B003) instead of as separate deliverables.
4.3.1 Quality Assurance Program Plan (QAP) 
The Contractor shall develop a Quality Management Plan describing their processes and procedures for managing the quality of systems and products produced, and specific quality measures that that Contractor will report to the Government on a monthly basis.  Monthly quality reports are included within the Contractor Progress, Status, and Management.  The Contractor shall implement a Quality Control Program based on their Quality Management Plan that meets the requirements for each specific task.  The Quality Assurance Program Plan shall be delivered in accordance with CDRL B004.
4.3.2 Contractor’s Risk Management Plan (RMP)  

The Contractor shall develop a RMP describing their processes and procedures for implementing an integrated risk management system with risk planning, identification, assessment, mitigation, and monitoring functions to improve technical, cost and schedule performance for each specific task’s Contract Work Breakdown Structure (CWBS) activity.  Risk shall be identified and described in accordance with the PMW 240 Risk Management Plan, (RMP).  The Contractor shall deliver a RMP that includes risk information in accordance with the CDRL B005. Progress reporting of risks shall be addressed in the monthly Contractor Progress, Status, and Management.  The Contractor may opt to use the Government instance of Risk Exchange in support of the Risk Management Plan. 

4.3.3 Subcontractor Management Report

When applicable, the Contractor shall deliver a Subcontractor Report IAW CDRL B006, describing their processes and procedures for selecting and managing Subcontractors.  This report shall identify the name of the business subcontractor, the tasks performed, and the associated costs for each, and scheduled availability which will be used to ensure requirements are being met by the Contractor.  The Contractor shall integrate subcontractors into program Integrated Product Teams (IPTs) and Contractors program management processes as applicable.  

4.3.3.1 Limitations on Subcontracting

The FAR Limitation of Subcontracting clause, 52.219-14, requires the Prime to provide at least 50% of the labor costs.  The method SPAWAR shall use to track compliance is to require the contractor, through submission of CDRL B00A, to report, every three months, the % of subcontracted labor costs.  This can be tracked by the Government and corrections made to ensure the contract ends up with the Prime performing 50% of the labor costs in-house.
Instructions for completing the CDRL: 1) Identify whether the subcontracting methodology is a percent of contract value or percent of subcontracted value;  2) Identify the subcontracting credit (Tier 1, Tier 2, Tier 3, or All Tiers) in accordance with task order; 3) Identify all subcontractors by name, socio-economic categories, prime vendor purchase order number, percentage of contract value or percent of subcontracted value whichever is applicable, dollar amount, NAICS code to include a description of significant events and how they were a benefit to small business (IAW CPARS Guidance - Attachment A2-2); and, 4) Identify the  total percent of contract value or percent of subcontracted value, whichever is applicable, that was expended.  The Government reserves the right to perform spot checks and/or request copies of supporting documentation.

BLOCK 12 & 13: The Contractor shall deliver the initial monthly report 105 DACA. Subsequent submissions due no later than 15 days after the end of the next three month period.  The required reporting covers every three month period and is an accumulation of the subcontracting efforts to date.  The subcontracting information in this report shall be provided in accordance with 52.219-14 as prescribed in 19.508(e) or 19.811-3(e)
4.3.4 Contract Transition Support

When directed by the Government, the Contractor shall provide a plan for contract transition as part of the Management Plan (CDRL B003).  This plan shall identify the ramp up of resources and plan for the transition of activities from prior Contractor.  It shall be coordinated with the existing/prior Contractor to ensure a smooth transition from the old to the new contract. The initial plan shall be presented at the Post Award Conference (see section 4.5.1 of this PWS).  Subsequent updates and status shall be provided monthly as part of the Contract Progress, Status, and Management Report until full transition is complete. 

When directed by the Government, the Contractor shall provide support and provide all the information and documentation produced as needed to support a smooth transition to a successor Contractor following completion of this contract.  Software products and manuals shall be delivered as end items IAW CDRL A00G.  Other documentation shall be a final delivery of products that were previously prepared IAW the PWS and the associated CDRLs for documentation.

4.3.5 Function Point (FP) Analysis

PMW 240 uses Unadjusted Function Points (UFPs) to estimate the size of software applications to support project management. UFPs are used for planning (including cost estimation), project execution (monitoring productivity and requirements creep), and sustainment support (monitoring reliability and maintenance costs). 

FP Analysis according to the standard practices identified by the International Function Point Users Group (IFPUG) provides a structured technique for identifying functionality from the user’s perspective and provides a measure of size for a software application. It categorizes system functions into five classes of transactions and logical files. Internal Logical Files (ILFs) and External Interface Files (EIFs) are where data is stored. External Inputs (EIs), External Outputs (EOs), and External Inquiries (EQs) are transactions against these files.  The FP Analysis process identifies these logical files and transactions and calculates a number of FPs for a software system. The resulting number is a size measure that can be used to support cost estimation and monitor other project metrics.

When directed by the Government, the Contractor shall perform FP Analysis to determine the estimated number of UFPs. The Contractor shall focus on the functional requirements as they are satisfied and measure progress in terms of UFPs in addition to metrics associated with standard requirements management. The Contractor shall report progress in the monthly Contractor Progress, Status, and Management Report IAW CDRL B001. The Contractor shall distinguish the number of the UFPs associated with software customization vs. configuration or direct COTS implementation.   At contract completion, the Contractor shall identify the final UFP count for the capabilities as delivered.  The Contractor shall deliver an UFP report in accordance with CDRL B009 using Contractor format.
4.4 Contract Configuration Management (CM) 

The Contractor shall perform Configuration Management services consistent with the PMW 240 CM processes and tools and as described in the SDP (CDRL A001). Configuration information includes: requirements documents, RTMs, Entity-Relationship Diagrams (ERDs), data dictionary, business rules, data mapping, and draft and final versions of Systems Engineering Documents.
4.4.1 Configuration Management Records/Reports
The Contractor shall implement a Configuration Management Records/Reports effort for Configuration Status Accounting (CSA).  The Contractor shall provide and maintain Configuration Management Records/Reports IAW CDRL A00D and the PMW 240 Configuration Management Plan and using the PMW 240 Configuration Management tools.
4.4.2 Baseline Management/Computer Software Configuration Item (CSCI) List
The Contractor shall implement baseline management.  The Contractor shall propose changes to the product baseline for each configuration item and manage the baselines as described in the SDP (CDRL A001), using the Government approved configuration management process and tools. 

The Contractor shall prepare and manage required Functional/Allocated/Product (F/A/P) configuration baselines to include a complete listing of technical documentation, logical configuration items such as computer software configuration items (CSCI) and any change request defining the authorized configuration.  The Contractor shall generate a baseline report that lists the current configuration identified for the F/A/P baseline. The baseline CSCI List shall be submitted IAW CDRL A00F.
The CSCI List is expected to be used in the planning and design of the software project.  CSCI products that are delivered will be specified in the Software Version Description (SVD) IAW CDRL A00H.
4.5 Reports, Plans, and Meeting Participation

The Contractor shall generate reports and attend and participate in meetings including: Integrated Product Teams (IPTs), Government In-Process Reviews (IPRs), and other program and technical meetings as necessary.  The Contractor shall also lead the meetings and working groups when requested by the Government.  The Contractor shall deliver meeting agendas and documentation as specified in: CDRL B007, Conference Agenda, and CDRL B008, Report, Record of Meeting Minutes.

4.5.1 Post Award Conference Attendance

The Contractor shall attend and participate in a Government-scheduled post award conference at the Contractor’s facility following contract award in which the Contractor’s lead management, functional, technical and contractual personnel should be in attendance, and the meeting shall be conducted IAW Federal Acquisition Regulation (FAR) Subpart 42.5.  The Government will prepare a draft agenda, and the Contractor shall prepare and deliver the final agenda and document the Meeting with the Minutes and Attendance, IAW CDRLs B007 and B008.
4.6 Government Furnished Property/Equipment (GFP/GFE)

Hardware provided by the Government will remain under Government inventory control. This includes hardware and equipment purchases under this contract as part of Other Direct Costs (ODCs) such as workstations. 
Software licenses will be tracked and maintained by the Government.  The Government will provide the Contractor access to Navy and associated DoD supporting documents, publications, and technical manuals required for the performance of the contract as GFP. 

The Contractor shall acknowledge receipt of all GFP/GFE in the Contractor’s Progress, Status, and Management Report, CDRL B001, and notify the Government of any concerns and risks they identify related to the receipt of GFP/GFE.  The Contractor shall maintain a master GFP/GFE record showing the disposition and version/status of the items held.
5 Technical Requirements

5.1 Software Engineering Development Methodology and Approach (Software Process Improvement Initiative (SPII))
The Contractor shall define a software development approach appropriate for the computer software efforts to be performed under this contract.  This approach shall be documented in a SDP. The Contractor shall submit the SDP in accordance with CDRL A001 and follow it for all computer software to be developed or maintained under this contract.
The SDP shall define the Contractor’s proposed life cycle model and the processes used as a part of that model.  In this context, the term “life cycle model” is as defined in the current IEEE/EIA Std. 12207.  The SDP shall describe the overall life cycle and shall include primary, supporting, and organizational processes based on the work content of this solicitation.  In accordance with the framework defined in the current IEEE/EIA Std. 12207, the SDP shall define the processes, the activities to be performed as a part of the processes, the tasks which support the activities, and the techniques and tools to be used to perform the tasks.  Because IEEE/EIA Std. 12207 does not prescribe how to accomplish the task, the Contractor shall provide this detailed information in accordance with CDRL A001 so the Government can assess whether the approach is viable.  CDRL A001 is considered to be IEEE/EIA Std. 12207 compliant.
The SDP submitted in accordance with CDRL A001 shall contain the information defined by the current IEEE/EIA Std. 12207.  In all cases, the level of detail shall be sufficient to define all software development processes, activities, and tasks to be conducted.  Information provided must include, as a minimum, specific standard, methods, tools, action, strategies, and responsibilities associated with development and qualification.

The Contractor shall define a software development approach appropriate for the effort to be performed.  It is expected that the software development approach for development and modernization efforts (usually a full life cycle) and sustaining engineering software changes (usually an abbreviated life cycle) will be identified separately and tailored for each of those types of effort.  The Contractor shall submit the SDP IAW CDRL A001 and follow it for all software/systems to be developed/modified or sustained under this effort. Submission of the SDP as described in CDRL A001 will comply with IEEE/EIA Std. 12207.  
5.2 Systems Engineering (SE)

The Contractor shall perform the necessary tasks to ensure delivery of an operational product appropriately adapting the guidance provided in the project’s System Engineering Plan (SEP).  In the absence of a program SEP, the Contractor shall refer to the PMW 240 TEP Guidebook for general guidance related to the technical events and tailor them as appropriate and as agreed to by the Government.  
The Government will address specific requirements for use of and adherence to Government and non-Government standards.  The Contractor shall support the product, process, and status reviews and clearly delineate expected roles and how support shall be provided for each product, process, and status review (to include software packages and modules to be developed, delivered, and reviewed).  The Contractor shall coordinate with other Contractors, COTS, software vendors, and program stakeholders as necessary to ensure satisfaction of program objectives.

As appropriate for the effort and type of integration to be accomplished, the Contractor shall recommend and tailor the acquisition documents and processes.   The Contractor shall provide recommendations for approval by the Government to tailor PMW 240 plans and processes to support more efficient and effective product development, test, and delivery.
5.2.1 SE Documentation

System documentation shall be delivered as required and specified by the CDRLs. When COTS software is used for the solution, design documentation shall focus on non-COTS portions of the system such as interfaces and databases.  This contract includes all the necessary documentation for external interfaces, the database, as well as the COTS manuals and documentation needed for training and operation.
5.2.2 Department of Defense Architectural Framework (DoDAF) Documentation

The Contractor shall maintain existing DoDAF documentation and create new documentation as software design, development, and interfacing activities require.  The Contractor shall deliver DoDAF documentation in accordance with CDRL A009.
5.2.3 Technical Reviews

The technical reviews are structured to assess a program’s progress towards demonstrating and confirming completion of required accomplishments and their readiness to proceed to the next key developmental milestone or technical review.  These reviews must be event driven and conducted when the system’s design/development is ready for review.  Technical events have defined entry and exit criteria.  The Contractor shall support and conduct the technical reviews in accordance with the program SEP.  Table 1 is a set of the technical reviews and associated SE documentation expected for A&D.  The Contractor shall use existing SIR documentation (provided as GFP) to the maximum extent possible when preparing deliverables for A&D.
	Document
	SRR/SFR
	PDR
	CDR
	ATRR
	TRR
	PRR

	System/Sub-system Specification             (SSS)
	F
	R
	R
	 
	 
	 

	Software Development Plan                       (SDP)
	F
	R
	R
	 
	 
	 

	Interface Requirements Specification      (IRS) 
	D
	F
	R
	 
	 
	 

	Software Requirements Specification      (SRS)
	D
	F
	R
	 
	 
	 

	Software Design Document                        (SDD)
	 
	D
	F
	 
	 
	 

	Computer Software Configuration Items (CSCIs) List
	D 
	U 
	F
	 
	 
	 

	DoDAF Documents: AV-2, SV-1 or SvcV-1, SV-4 or SvcV-4, SV-5a or SvcV-5, SV-6 or SvcV-6, SV-7 or SvcV-7
	D
	U
	F
	 
	 
	 

	DoDAF Documents: DIV-2, DIV-3, SV-3, SvcV-3a, SvcV-3b, SvcV-10a, SvcV-10b, SvcV-10c
	 
	D
	F
	 
	 
	 

	Interface Design Description                    (IDD)
	 
	D
	F
	 
	 
	 

	Interface Control Document                     (ICD)
	 
	
	D
	 
	 
	F

	Software Version Description                    (SVD)
	 
	 
	
	F
	R
	 

	Software Transition Plan                           (STrP)
	 
	D
	U
	F
	 
	 

	Software Requirements Traceability 
Matrix                                                              (RTM)
	B (FRD to SSS)
	B (SSS to SRS)
	B (SRS to test script)
	
	
	 

	System Guides/ Technical Manuals 
	 
	 
	 
	D
	U
	F

	Minutes & Action Items
	G
	G
	
	
	
	

	Minutes & Action Items
	
	
	G
	G
	G
	G(PRJ)

	SOVT Plan
	 
	 
	 
	F
	R
	R


Table 2 – A&D Deliverables and Associated Tech Events
	Technical Events
	
	Deliverable Terms

	SRR/SFR
	Systems Requirements Review/System Functional Review
	
	D
	Draft

	PDR
	Preliminary Design Review
	
	U
	Update

	CDR
	Critical Design Review
	
	F
	Final

	ATRR
	Application Test Readiness Review
	
	R
	Revision

	TRR
	Test Readiness Review
	
	G
	Generated

	PRR
	Production Readiness Review
	
	B
	Baseline


5.2.3.1 Requirements Traceability Matrix (RTM)
The Requirements Traceability Matrix (RTM) is to determine where requirements, including the interface requirements, are satisfied by the design and the design specifications are satisfied by the software product.  The RTM is also used to assist in the analysis of proposed changes.  The RTM also shows requirements validated (tested) by test scripts.  Requirements traceability is the ability to follow the life of a requirement, in both forwards and backwards directions, i.e., from its origins, through its development and specification, to its subsequent deployment and use, and through periods of ongoing refinement and iteration in any of these phases.  Requirements traceability is used to capture the relationships between requirements, design, test, and implementation of a system.  The RTM can also expose requirements that have not been satisfied or tested and expose design specifications that have not been satisfied. 

The Contractor shall be responsible for the development of the RTM for FRD to SSS (at SRR/SFR), for SSS to SRS (at PDR), and for SRS to Test Scripts (at CDR), IAW CDRL A005.  The PWM 240 requirements management tool shall be used for requirements management and preparation of the RTM report.  The Contractor shall ensure the correct information is entered in the designated too for the generation of RTM reports.  If the Contractor does not have direct access to the tool, the Contractor shall provide the appropriate Government representatives of the Systems Engineering Team (SET) with the necessary information so they can enter it into the tool.  The RTM, beginning with the traceability for SRS, should be categorized by design or CSCI elements.  The Contractor shall review the RTM reports and present them for the appropriate technical events.
5.2.4 Interface Development and Maintenance

The Contractor shall be responsible for coordination with external system partners, and other stakeholders and COTS software vendors as necessary to ensure external interfaces and data exchange perform within the specific parameters required.  The Contractor shall support the development by coordinating all activities and design parameters as well as developing the necessary interface documentation.
Interfaces must be capable of error handling and automated message regeneration for failed messages. Interfaces must ensure data security.  The Contractor shall provide documentation for all interfaces including: IRS, IDD, and ICD in accordance with CDRLs A004, A007, and A00E.
CDRLs for interface documentation will be as identified in the program SEP
5.2.5 Software and Data Transition

The Contractor shall develop a detailed Software Transition Plan (STrP) IAW CDRL A00A, defining the method by which software and operations will be transferred from existing systems to the new system.  The STrP shall include information for the transition of software through development, test, and production environments (including a COOP environment).  This includes the coordination and activities related to implementation in the hosting facility When necessary, the plan shall include the transition of software from the Contractor’s facility to the Government facility.

As specified by the Government, the Contractor shall provide a Data Migration Plan (DMP) IAW CDRL A00J or include the plan for data migration within the STrP.  The Contractor shall execute the plan to migrate data from existing capabilities for legacy systems that are being subsumed and decommissioned.  The plan shall minimize the amount of downtime, and be outside of peak recruiting periods. The DMP includes a description of the data model and structure of the database. It shall identify the method for transferring data including data cleansing if required, and data exchange information.
Requirements for a Software Transition Plan (STrP) and/or a Data Migration Plan (DMP) will be as specified in the program SEP.
5.2.6 Human Systems Integration (HSI)

The Contractor shall practice and ensure the system adheres to HSI best practices.  The Contractor shall coordinate with Government-designated HSI subject matter experts (SMEs) prior to PDR and incorporate any Government-directed value-added changes that enhance the system within existing scope, budgetary, and schedule constraints of the contract.

The Contractor shall perform HSI Assessments as an on-going part of development.
5.3 IT System Delivery

For software development or configuration changes to existing software or COTS/software products, the Contractor shall deliver successfully tested and finalized executable software and source code in accordance with the Software Product End Items CDRL A00G.  The Contractor shall deliver a Software Version Description (SVD) IAW CDRL A00H for each software release.  
5.3.1 System Accreditation

The Contractor shall deliver an accreditable system in accordance with DoDI 8510.01 – Risk Management Framework (RMF) for DoD Information Technology (IT) and/or and the following guidance:

· Subchapter III of Chapter 35 of title 44, United States Code, “Federal Information Security Management Act (FISMA) of 2002”

· DoD Instruction 8500.01, “Cybersecurity,” March 14, 2014

· Director of Central Intelligence Directive 6/3 (DCID 6/3), “Protecting Sensitive Compartmented Information Within Information Systems,” May 24, 2000 
The Government (the APM supported by the PMW 240 IA/Cybersecurity Team) is responsible for the RMF package. 

The Contractor shall support the Certification and Accreditation (C&A)/Assess & Authorize (A&A) process. This includes:

· Providing input to the Government to support the RMF package such as:

· documenting Ports, Protocols, and Services

· identifying the software list

· assisting in developing the hardware list

· assisting in documenting system specific definitions

· assisting in documenting system specific acronyms

· Ensuring Contractor support staff is available to participate in all phases of the C&A/A&A process, including, at a minimum:

· attending and supporting C&A/A&A meetings with the Government.

· supporting/conducting the vulnerability mitigation process including:

· fixing or remediation efforts regarding  Information Assurance Vulnerability Alerts dealing with the application
· fixing or remediation efforts for Communication Task Orders dealing with the application
· supporting the PMW 240 C&A/A&A Team during system security testing; including review of SCANs (RETINA, SCAP, etc.) and providing remediation support and response

· supporting maintaining, monitoring and validating of security posture
· Complete and ensure compliance with all relevant STIGs as defined by the PMW 240 Cyber Security Manager.

5.4 Logistics Support 
The following sub-paragraphs pertain to general Logistics support required for development and modernization projects.  This support will be based on the specific needs for the COTS/software solution.  For COTS based software solutions, logistics support for the COTS application will be provided and shall include manuals, training and training materials.
5.4.1 Integrated Logistics Support (ILS) Program
The Contractor shall establish an ILS program as specified by DODI 5000.2 and SECNAVINST 5000.2 to ensure that supportability design criteria and characteristics are considered and incorporated into the system design and that the system will meet the operational availability, maintainability, training, and manning requirements established the program’s Functional Requirements Document (FRD).  The Contractor shall designate an ILS Manager, establish and update a detailed ILS project schedule as part of the IMS, and participate in Logistics IPT meetings with Government representatives.  The Contractor’s ILS activities shall further develop and deliver the ILS related products and data detailed in the paragraphs below as appropriate for individual task orders.  The Contractor shall support development, and updating of the Life Cycle Sustainment Plan (LCSP), and addresses the product support elements supportability strategy in accordance with CDRL D001.  The Contractor shall ensure that Reliability, Availability, and Maintainability performance requirements are achieved. 

5.4.2 System Documentation
The Contractor shall develop and continuously update the Systems Start-up, Systems User, and Systems Administrator Manuals to reflect underlying software coding and architecture, as well as any changes resulting to that baseline throughout the system’s lifecycle.  For each configuration, the Contractor shall develop and document software user information and the appropriate consolidated operations information that fully supports software load procedures, system initialization, and non-tactical operations.  The Contractor shall include information for all system and equipment-oriented instructions necessary to support the Operations & Maintenance (O&M) aspects of the software products in the baselines, to include at a minimum: 

1. System software load procedures
2. System initialization procedures
The Contractor shall apply the QA process identified in their Management Plan to each document before it is submitted to the Government.  The Contractor shall prepare the System Start-Up Document and System Administration Guide (SAG) IAW CDRL D002.
5.4.2.1 Validation Report
The Contractor shall deliver a Validation Report in concert with delivery of the System Start-Up Document and/or System Administration Guide (SAG).  The Validation will verify procedures in program documentation are accurate and match the operation / maintenance of the system.  The validation of system documentation will be conducted during a System Operation Verification   Test (SOVT).  The Contractor shall support the execution of a SOVT during major software delivery (Test Readiness Review, Production Readiness Review, Quarterly Software Release, etc).  The Validation Report will be delivered IAW CDRL D003.

5.4.2.2 Commercial-Off-The-Shelf (COTS) Manuals and Supplemental Data Delivery
The Contractor shall assess the adequacy of all COTS manuals supplied along with any supplemental information required to operate and maintain the system.  The Contractor shall deliver manuals and documentation for any software or system used in developing the system, and any COTS manual inadequacy reports associated with the system in accordance with CDRL E001. 
5.4.3 Training Support

The Contractor shall conduct analysis and develop training packages associated with specific use of the system by users. 
5.4.3.1 Training Analysis
The Contractor shall conduct analysis and develop training packages associated with specific use of the system by users.  The Contractor shall conduct analysis to identify clear, observable job tasks, training tasks, and learning objectives and learning objectives hierarchy in accordance with CDRL F001.
5.4.3.2 Training Product Generation
The Contractor shall design, develop, and implement training/performance support solution(s) supporting the analysis results.  If applicable, the training package shall be consistent with current training products available for system users in format, function, and applicability.  The Contractor shall provide periodic reviews of the training package for Government personnel, evaluate the training package, and deliver the final training package prior to the system release date.  The Contractor shall provide all instructional media source files to the Government prior to the system release data in accordance with CDRL F002.
5.4.3.3 Training Support Package Development
The Contractor shall develop and deliver training materials as required.  Those materials may consist of (at a minimum) Lesson Plans, Instructor Guides, Trainee Guides, and Microsoft PowerPoint Presentations and be delivered in accordance with CDRL F003.
5.5 System Performance
System performance requirements will be as defined in the FRD for the specific system.   For COTS based solutions, the COTS vendor will be responsible for satisfying system performance requirements and parameters.  The Contractor for this contract shall include system performance characteristics as needed in engineering documentation, the LCSP, and as needed for technical reviews.
6 General Information Security Requirements
The RMI A&D Contractor shall deliver and/or maintain an accredited system in accordance with DODI 8510.01 – Risk Management Framework (RMF) for DoD Information Technology (IT) and/or and the following guidance:

· Subchapter III of Chapter 35 of title 44, United States Code, “Federal Information Security Management Act (FISMA) of 2002”

· DoD Instruction 8500.01, “Cybersecurity,” March 14, 2014

· Director of Central Intelligence Directive 6/3 (DCID 6/3), “Protecting Sensitive Compartmented Information Within Information Systems,” May 24, 2000 
The A&D Contractor shall implement all Cybersecurity (CS) not specified by the Government as inherited, and as defined within DoD Instruction 8500.2 in accordance with the Mission Assurance Category (MAC) and confidentiality level of information processed, stored, or communicated until the Navy fully transitions to the Risk Management Framework.  Once the Navy transitions to RMF, the A&D Contractor will implement appropriate NIST Special Publication 800-53 Security Controls (SC) based on the system categorization in accordance with the CNSSI 1253.

The Contractor shall establish DoDI 8500.2 compliant administrative/operational, technical, and physical/environmental safeguards to protect any and all Government systems and data to ensure the confidentiality, integrity, availability, authentication, and non-repudiation of Government information.  At minimum, the safeguards shall include provisions for personnel security, electronic security and physical security.  

The Contractor shall ensure that A&D assets have been secured according to all DISA prepared STIGs, Security Requirements Guides, and other DoD mandated secure configuration guides during the development, test, deployment, and maintenance.  At a minimum, the Application Security and Development, Operating System, Database, and Web Server STIGs are met.  If there is software that is outside of the scope of these STIGs, additional DoD/DoN security guidance will be reviewed and implemented to ensure the program is compliant with current DoD/DoN guidance.

The Contractor shall ensure that A&D is able to operate within a government approved location which has been configured to meet all applicable STIGS and IAVA.  The Contractor shall ensure that A&D shall integrate third party anti-virus and Host Based Security software as required by DoD and DoN.

The Contractor shall demonstrate compliance with policy guidance for International Common Criteria (ICC) for Information Security Technology Evaluation Mutual Recognition Arrangement, the National Information Assurance Partnership  (NIAP) Evaluation and Validation Program, the Federal Information Processing Standard (FIPS) validation program, use of Mobile Code Technologies in DOD Information Systems and the Navy Ports, Protocols, and Services (NPPS) Manual.  

The Contractor shall provide technical and project management support related to all aspects of the Clinger-Cohen Act of 1996, and specifically the requirements of CS.  This includes participation in technical reviews and analyses of capability, processes and systems.  Results of analyses and recommendations shall be provided to the PCO or Contracting Officer Representative (COR) within 20 calendar days of completing the analyses.

6.1 Certification & Accreditation (C&A)/Assess & Authorize (A&A)

C&A/A&A requirements apply to all DoD and Contractor's IS/networks that receive, process, display, store, or transmit DoD information.  The Contractor shall comply with the C&A/A&A process for implementing information safeguards. The C&A/A&A process will be used to obtain Authorities to Operate, Interim Authorities to Operate and Authorities to Test to support the program requirements.  

The C&A/A&A requirements shall be met prior to allowing the A&D Contractor authorized access to DoD data or interconnect with any DoD IS/network that receives, processes, stores, displays or transmits DoD data.  The Contractor shall support the C&A/A&A process by providing the Contracting Officer the required documentation necessary to receive an Approval to Operate (ATO). The Contractor shall make IS/networks available for testing, and support the C&A/A&A testing in advance of accessing DoD data or interconnecting with DoD IS/networks.  The Contractor shall ensure Contractor support staff is available to participate in all phases of the C&A/A&A process, including, but not limited to:

· Attending and supporting C&A/A&A meetings with the Government

· Supporting C&A/A&A package development/submission.

· Supporting/conducting the vulnerability mitigation process

· Supporting the C&A/A&A Team during system security testing

· Supporting maintaining, monitoring and validating of security posture

Contractors must confirm that IS/networks are secured and baselined prior to initiating testing.  Confirmation of system baseline shall be agreed upon during the definition of the C&A/A&A boundary and be signed and documented as part of the C&A/A&A Plan.  Baselining the system means that there shall be no changes made to the configuration of the system (within the C&A/A&A boundary) during the C&A/A&A process.

Any re-configuration or change in the system during the C&A/A&A testing process will require a re-baselining of the system and documentation of system changes. 

Vulnerabilities identified by the Government as "must-fix" issues during the C&A/A&A process must be mitigated according to the timeline identified by the Information Assurance Manager (IAM), Information Assurance Officer (IAO), or Designated Approving Authority (DAA).  DoD developed checklists, reference materials, and C&A/A&A tools may be obtained from the DISA Information Assurance Support Environment (IASE) website at http://iase.disa.mil/index2.html.  Utilities, reference material and configuration guides are provided at this site.
6.2 Information Assurance Vulnerability Management (IAVM)

The Contractor shall implement an IAVM program to comply with the Navy IAVM process and report both IAVM and Communication Tasking Order (CTO) compliance to the Navy’s Tier 2 Computer Network Defense Service Provider (CNDSP), Navy Cyber Defense Operations Command (NCDOC) to provide CND and Network Operations (NetOps) visibility to Navy leadership. 

The Contractor shall inspect A&D assets for vulnerabilities through manual checklist reviews and automated scanning tools using Government approved products. Currently, the scanning product is eEye Retina.  

The Contractor shall apply vendor software patches in accordance with IA Control VIVM-1 on at least a monthly basis and with serious vulnerability issues dealt with as soon as possible (ASAP).

6.3 Data Protection

The Contractor shall comply with the DON Privacy program per SECNAVINST 5211.5E.

The Contractor shall ensure all categories of sensitive information, including PII, are secured and in compliance with all IA Controls from the DoDI 8500.2, specifically IA Controls DCFA-1 and DCSR-2.  Compliance includes the encryption of “data in transit” and “data at rest” as required by the data owner.

The Contractor shall comply with DON CIO MSG DTG 171952Z APR 07 to ensure that all PII is properly safeguarded. The requirement under the E-Government Act of 2002, mandates that all PII be protected.  In addition, systems processing PII must have completed a Privacy Impact Assessment (PIA) and register that PIA with DON CIO.

The Contractor shall provide controlled access to prevent unauthorized access to DoD systems and information using identification and authentication as well as encryption.

6.4 Personnel Security

In addition to the personnel requirements outlined in the DoDD 8500.01E and DoDI 8500.2, the Contractor shall comply with the DoD 5200.2-R, "Personnel Security Program Requirements." 

Contractor responsibilities for ensuring personnel security shall include, at a minimum, meeting the following requirements: 

· Initiate, maintain, and document personnel background investigations appropriate to the individual's responsibilities and required level of access to systems/information.

· Immediately report and deny access to any IS, network, or information if a Contractor employee filling a sensitive position receives an unfavorable adjudication. Access denial may occur if information that would result in an unfavorable adjudication becomes available, or if directed to do so by the Contracting Officer or COR for security reasons.

· Ensure all Contractor personnel receive CS training before being granted access to DoD AISs/networks, and/or information. CS awareness training will be completed annually. Contractor personnel will participate in CS standdowns and any additional mandated periodic CS awareness training.
· Ensure all Contractor personnel demonstrate a “need to know” prior to being granted access to DoD AISs/networks, and/or information. 

6.5 Cybersecurity Contractor Training and Certification

The Contractor shall ensure that personnel accessing information systems have the proper and current cybersecurity certification to perform cybersecurity functions in accordance with DoD 8570.01-M, Information Assurance Workforce Improvement Program.  The Contractor shall meet the applicable cybersecurity certification requirements, including:

(1)
DoD-approved cybersecurity workforce certifications appropriate for each category and level as listed in the current version of DoD 8570.01-M; and 

(2)
Appropriate operating system certification for cybersecurity technical positions as required by DoD 8570.01-M.

Upon request by the Government, the Contractor shall provide documentation supporting the cybersecurity certification status of personnel performing cybersecurity functions.  Contractor personnel who do not have proper and current certifications shall be denied access to DoD information systems for the purpose of performing cybersecurity functions.

Contract personnel supporting A&D who are performing CS functions that are designated as CS Workforce positions IAW DoD 8570.01-M shall be trained and certified in accordance with DFARS Clause 252.239-7001 Information Assurance Contractor Training and Certification. The Contractor shall follow SECNAVINST 5239.3A of 20 Dec 2004 & DoD 8500.2 of 6 Feb 2003 when performing CS task orders.

6.6 Incident Response

Timely detection and rapid response to suspected or confirmed security incidents are essential in order to identify and contain any breach to CS.  The Contractor shall demonstrate to the customer sufficient policies, processes, and resources available to support an Incident Response Program (IRP).  The IRP shall support capabilities comparable to those identified in relevant DoD and DON policy or other accepted and documented commercial "best practices" (e.g., National Institute of Standards and Technology (NIST) standards or similar). 

In the event of an incident the Contractor shall:

· Notify the customer within 24 hours in the event of a confirmed security incident, or within 48 hours of a suspected security incident, that impacts or potentially impacts customer systems, networks, or data. 

· Shall agree with the customer to share information regarding any security incident sufficient to:

· identify the cause of the security incident (i.e., attack vector and methodology)

· identify the technical or procedural vulnerabilities that allowed the incident to occur

· identify any unauthorized actions taken with respect to the relevant systems, networks, or data in question

· Shall mutually agree with the customer upon actions and other measures taken to mitigate vulnerabilities associated with the incident and to ensure that similar incidents do not recur.

6.7 Wireless Technologies

While improving productivity and providing greater flexibility for employees, wireless technologies, if not properly secured, can also introduce significant security vulnerabilities that may jeopardize the confidentiality, integrity, and/or availability of systems, networks, and data. Wireless technologies include, but are not limited to, Wireless Local Area Networks (WLANs), Wireless Personal Area Networks (WPANs), and Wireless Portable Electronic Devices (PEDs).  

 Customer systems, networks, or data shall NOT be connected to or placed on Contractor systems or networks that utilize wireless technologies, unless the following conditions are met:

· The Contractor shall ensure that all wireless technologies are procured, configured, and maintained in accordance with applicable DoD and DoN wireless policies and configuration guides or with comparable accepted and documented commercial "best practices." Guidance is not limited to the following:

· DoD Commercial Mobile Device (CMD) Interim Policy, Jan 17, 2012

· NIST Wireless Security Guidance SP 800-48, Dec 4, 2002

· DoDI 8420.01, Nov 3, 2009

· Pentagon Wireless Security Policy, Sep 25, 2002

· Wireless STIG, (Current release)

· The Contractor shall demonstrate to the customer that wireless technologies are in compliance with the policies and standards referenced above."

6.8 Disposing of Electronic Media

The Contractor shall comply with DoD standards and procedures and shall use approved products to dispose of unclassified hard drives and other electronic media  in accordance with DoD Memorandum "Disposition of Unclassified Computer Hard Drives," June 4, 2001.  The Contractor is further required to follow DoD guidance on sanitization of other internal and external media components in accordance with DODI 8500.2 "Information Assurance (IA) Implementation," 6 Feb 2003 (see PECS-1 in enclosure 4 Attachment 5) and DoD 5220.22-M "Industrial Security Program Operating Manual (NISPOM)," (Chapter 8). 
6.9 Ports, Protocols, and Services

The Contractor shall comply with all current DoD and DISA standards and requirements for acceptable Ports, Protocols, and Services.  Any request for exception to these requirements must be made through the Program Manager to the DAA.  Management of Ports, Protocols and Services (PPS) is governed by DoDI 8551.1 and the Navy Ports, Protocols, and Services (NPPS) Manual, Version 1.5, November 16, 2010.

6.10 Public Key Infrastructure (PKI) and Encryption

The Contractor shall comply with DoD standards, policies, and procedures related to the use of PKI certificates and biometrics for positive authentication.  Where interoperable PKI is required, DoD issued certificates, for the exchange of unclassified information between DoD and the Contractor shall obtained.  The Contractor must turn over to the Government all encryption keys for deployed systems, backdoor algorithms, and procedures for use in remote support.  The Contractor must provide a written report detailing all encryption related materials prior to task order expiration, regardless of modifications or extensions. 

6.11 Information Systems (IS)/Networks Physical Security

The Contractor shall employ physical security safeguards for IS/Networks involved in processing or storage of Government Data. The safeguards, conforming with DoD regulations, shall prevent the unauthorized access, disclosure, modification, or destruction of Government data. In addition, the Contractor will support a Physical Security Audit (PSA) of the Contractor's internal information management infrastructure, performed by the Government.  The Contractor shall correct any deficiencies of the Contractor's physical security posture identified by the Government. 

6.12 Health Insurance Portability and Accountability Act (HIPAA)

In the event A&D stores or transmits Medical or Health and Human Services information the  Contractor shall comply with Health Insurance Portability and Accountability Act of 1996 (HIPAA) (P.L. 104-191) requirements, specifically the provisions of the Administrative Simplification Compliance Act (ASCA) and the associated rules and regulations published by the Secretary, Health and Human Services (HHS) as well as the published TRICARE Management Activity (TMA) implementation directions.  These requirements include the Standards for Electronic Transactions and Code Sets (TCS), the Standards for Privacy of Individually Identifiable Health Information (the Privacy Rule), and the Security Standards.  The Contractor shall comply with all relevant HIPAA regulatory updates as they are published and TMA requirements as they are defined, including identifiers for providers, employers, health plans, and individuals, and standards for claims attachment transactions. 

The Contractor shall comply with all Data Use Agreements (DUAs) and DoD requirements for secure disposal, destruction, and/or sanitization of all equipment containing Protected Health Information (PHI).  The Contractor shall ensure that data containing PHI is continuously protected from unauthorized access, use, modification, or disclosure.  The Contractor shall comply with all previously stated requirements for HIPAA, Personnel Security, Electronic Security, and Physical Security. 

6.13 Unclassified but Sensitive Internet Protocol Router Network (NIPRNet)/Secret Internet Protocol Router Network (SIPRNet) Connection Criteria Policy

The Contractor shall comply with DISN Connection policy (CJCSI 6211.02B) for any connections to NIPRNet and SIPRNet.

6.14 DON Applications and Database Management System (DADMS)

The Contractor shall ensure that all deliverables include Functional Area Management (FAM) approved applications. The Contractor shall ensure that all databases that use database management systems (DBMS) designed, implemented, and/or hosted on servers and/or mainframes supporting Navy applications and systems be registered in DADMS and are FAM approved. All integrated, installed, or operational applications hosted on Navy networks must also be registered in DADMS and approved by the FAM.  No operational systems or applications will be integrated, installed, or operational on a Research, Development, Test, & Evaluation (RDT&E) network.

6.15 Department of Defense Information Technology Portfolio Repository – Department of the Navy (DITPR-DON)

The Contractor shall ensure that all networks and systems procured and/or connected to a Navy network complete DITPR-DON registration and receive FAM approval.

6.16 Program Protection Plan 

The Contractor shall analyze, develop, and update Program Protection Plans, Cybersecurity Strategies, and other security related acquisition documentation..

6.17 Controls and Clearance

The Contractor shall ensure the system is developed to meet the Mission Assurance Category and Sensitivity Level controls associated with the program which is MAC III Sensitive.  These controls are defined in DoDI 8500.2 Enclosure 4 Attachments 3 and 5.
Contractor personnel working on the RMI capabilities must have a minimum of an open background investigation in JPAS, pursuant to attaining a secret clearance.  This is required for all contract personnel requiring a NMCI account.  A DD 254 accompanies this contract.
Appendix A: Applicable Documents

A1. Government Documents

DoD 5400.11 - Department of Defense Privacy Program, (Sept 01, 2011)

DoD 8500.01E Information Assurance (Oct 24, 2002)

DoD 8500.2 Information Assurance Implementation (Feb 6, 2003)

DoD Public Key Infrastructure (http://iase.disa.mil/pki/index.html)

Navy Marine Corps Intranet (NMCI) Release Development and Deployment Guide (NRDDG) v2.0, (May 28, 2004

DoD 8510.10--DoD Information Assurance certification and Accreditation Process (DIACAP) (Nov 28, 2007)

CJCSI 6212.01C--Interoperability and Supportability of Information Technology and National Security Systems (Dec 15, 2008)

DoD Directive 8320.02-G -- DoD guidance for Net-Centric Data Sharing DoD 8320.5 ELECTROMAGNETIC SPECTRUM DATA SHARING (Aug 18, 2011)
DoD 5239.1--Introduction to Information Systems Security

DoD 5239.2--Terms, Abbreviations, and Acronyms

DoD 5239.3--Designated Approving Authority (DAA) Guidebook

DoD Implementation Guide for Transitional PIV II SP 800-73 v1

DTM-07-15 incorporating change 3 from (Dec 15, 2011)

CJCSI 6211.02B--Defense Information System Network (DISN): Policy Responsibilities and Processes of (31 Jul 2003)

DoDD 8100.1--Global Information Grid (GIG) Overarching Policy DoD 8100.4DOD UNIFIED CAPABILITIES (UC) (Dec 9 2010)

SECNAV INST 5211.5E Department of Navy Privacy Program (Oct 29, 2004)

IEEE/EIA 12207-2008--Information Technology – Software Life-Cycle Processes

ANSI/EIA 649.B – National Consensus Standard for Configuration Management

ANSI/EIA 836 – Configuration Management – Data Exchange and Interoperability

A2. Specifications, Standards, & Handbooks

Department of Defense (DoD) Specifications

	MIL-PRF-29612B
	-
	Training Data Products

	(Copies of the above DoD Specification can be obtained online from the Acquisition Streamlining and Standardization Information System (ASSIST) Web Site at: http://assist.daps.dla.mil/quicksearch/.)


DoD Handbooks

	MIL-HDBK-29612-2A
	-
	Instructional Systems Development/Systems Approach To Training And Education (Part 2 of 5 Parts)

	MIL-HDBK-29612-3A
	-
	Development of Interactive Multimedia Instruction (Part 3 of 5)

	MIL-HDBK-29612-4A
	-
	Glossary (Part 4 of 5)

	MIL-HDBK-29612-5A
	-
	Advanced Distributed Learning (ADL) Products and Systems (Part 5 of 5)

	MIL-STD-881C
	-
	Work Breakdown Structures for Defense Materiel Items

	(Copies of the above DoD handbooks can be obtained online from the Acquisition Streamlining and Standardization Information System (ASSIST) Web Site at: http://assist.daps.dla.mil/quicksearch/.)


A3. Government Regulations

29 U.S.C. 794d

-
Section 508 of the Rehabilitation Act – Title 29 – Labor,
Chapter 16 – Vocational Rehabilitation And Other Rehabilitation Services, Section 794d – Electronic and Information Technology
A4. Other Government Documents - Department of the Navy Instructions

	SECNAVINST 5000.36A
(Jun 14, 2010)
	-
	Department Of The Navy Information Technology Applications And Data Management

	SECNAVINST 5720.47
(Dec 28, 2010)


	-
	Department of the Navy Policy for Content of Publicly Accessible World Wide Web Sites 

	(Copies of the above instructions are downloadable from) http://doni.daps.dla.mil/allinstructions.aspx )


A5. Other Government Documents, Drawings, and Publications

Possible additional guidance materials include:

Sea Warrior Program Office Technical Event Process (TEP) Guidebook, 25 Jan 2013, or latest version

Sea Warrior Program Office Risk Management Plan, 12 Feb 07
Sea Warrior Program Office Systems Engineering Plan, for the RMI/A&D project 
Sea Warrior Program Office Configuration Management Plan, 15 Dec 10, or latest version
APPENDIX B:  DATA DELIVERABLES  

ENGINEERING DATA

	Data Item  Number
	Description
	Data Item Description (DID)
	PWS Paragraph

	A001
	Software Development Plan (SDP)– Software Engineering Development Methodology and Approach  
	See CDRL
	3.1.3, 3.1.5,  4.4, 4.4.2, 5.1, 5.2.3 

	A002
	System/Subsystem Specification (SSS)
	DI-IPSC-81431A
	3.1.1, 5.2.3

	A003
	Software Requirements Specification (SRS) 
	DI-IPSC-81433A
	3.1.1, 5.2.3

	A004
	Interface Requirement Specification (IRS) – Interface Requirement Specification Development
	DI-IPSC-81434A
	5.2.3, 5.2.4

	A005
	Software Requirements Traceability Matrix (RTM)
[Auto generate using PMW 240 Requirements Management Tool]
	Per PMW 240 Systems Engineering Process
	3.1.1, 5.2.3, 5.2.3.1

	A006
	Software Design Description (SDD) [includes database design description]
	DI-IPSC-81435A
	3.1.2, 5.2.3

	A007
	Interface Design Description – Interface Design Description Development (IDD)
	DI-IPSC-81436A
	3.1.2, 5.2.3, 5.2.4

	A008
	Technical Report – COTS Software Study
	See CDRL
	3.2.2

	A009
	DoD Architecture Framework Views 
	DI-MGMT-81644A
	3.1.2, 5.2.2, 5.2.3

	A00A
	Software Transition Plan (STrP) – Transition From Existing Systems
	DI-IPSC-81429A
	5.2.3, 5.2.5

	A00B
	Software Test Plan (STP) – System Operational Verification Test (SOVT) Plan

	per SPAWAR Inst & SOVT Guide (GFP)
	3.1.5, 5.2.3

	A00C
	Technical Report – Analysis Report
	See CDRL
	3.1.1, 3.2.1

	A00D
	Configuration Status Accounting Information – Configuration Management Records/Reports
	DI-CMAN-81253A
	4.4.1

	A00E
	Interface Control Document (ICD) – Interface Control Document (ICD) Development
	DI-CMAN-81248A
	5.2.3, 5.2.4

	A00F
	Computer Software Configuration Items (CSCIs) List
	Per PMW Systems Engineering Process and Example
	4.4.2, 5.2.3

	A00G
	Computer Software Product End Items
	DI-IPSC-80590B
	3.2.3.1, 4.3.4, 5.3

	A00H
	Software Version Description (SVD) 
	DI-IPSC-81442A 
	4.4.2, 5.2.3, 5.3

	A00J
	Data Migration Plan (DMP)
	DI-MGMT-8117
	3.1.4, 3.2.4.3.3, 5.2.5

	A00K
	Software Metrics
	See CDRL
	4


ADMINISTRATIVE DATA

	Data Item  Number
	Description
	Data Item Description (DID)
	PWS Paragraph

	B001
	Contractor’s Progress, Status, and Management Report - Monthly Status Report 
	DI-MGMT-80227 & 81468
	4.1, 4.1.1, 4.3.5, 4.6

	B002
	Contractor’s Progress, Status, and Management Report - CPARS Draft Approval Document (CDAD) Report Preparation
	DI-MGMT-80227
	4.2

	B003
	 Management Plan
	DI-MGMT-80004A
	4.3, 4.3.4

	B004
	Quality Assurance Program Plan – Quality Management Plan
	DI-QCIC-81794
	4.3.1

	B005
	Contractor’s Risk Management Implementation Plan –Development and Maintenance
	DI-MGMT-81808
	4.3.2

	B006
	Small Business Subcontractor Report -  Development and Maintenance
	DI-MGMT-81642
	4.3.3

	B007
	Conference Agenda – Meeting Agendas Preparation
	DI-ADMN-81249A
	4.5, 4.5.1

	B008
	Report, Record of Meeting/Minutes – Meeting Attendance and Documentation
	DI-ADMN-81505
	4.5, 4.5.1, 5.2.3

	B009
	Function Point (FP) Analysis Report/UFP Count
	See Block 16 of CDRL
	4.3.5

	B00A
	Certification/Data Report - 
	Subcontracting Status report
	4.3.3.1


LOGISTICS DATA

	Data Item  Number
	Description
	Data Item Description (DID)
	PWS Paragraph

	D001
	Integrated Logistics Support (ILS) Plan : Life Cycle Sustainment Plan (LCSP)
	DI-ILSS-80095
	5.4.1

	D002
	Software Center Operator Manual - System Documentation
	DI-IPSC-81444
	5.2.3, 5.4.2

	D003
	Validation Report-SCOM Validation/Verification Report
	DI-CMAN-80792A
	5.4.2.1


PUBLICATIONS MANUALS

	Data Item  Number
	Description
	Data Item Description (DID)
	PWS Paragraph

	E001
	Evaluation of Commercial-Off-The-Shelf (COTS) Manuals and Preparation of Supplemental Data – Commercial-Off-The-Shelf (COTS) Manuals and Supplemental Data Delivery
	MIL-PRF-32216A 
	5.4.2.2


TRAINING

	Data Item  Number
	Description
	Data Item Description (DID)
	PWS Paragraph

	F001
	Instructional Performance Requirements Document (IPRD) – Training Analysis
	DI-SESS-81518B
	3.3, 5.4.3.1

	F002
	Instructional Media Package – Training Product Generation
	DI-SESS-81526B
	3.3, 5.4.3.2

	F003
	Training Conduct Support Documentation – Training Support Package Development
	DI-SESS-81523B
	3.3, 3.3.2, 5.4.3.3


Appendix C:  ACRONYMS
AAP 


Abbreviated Acquisition Program 

ACOR


Alternate Contracting Officer's Representative

ADE


Authoritative Data Environment

ADS 


Authoritative Data Source 

ADSW


Active Duty for Special Work

AFMS


Alternate Final Multiple Score

AFT 


Application Functional Testing 

AHF


Application Hosting Facility

AIC 


Application Independent Capability

AIS


Automated Information System

AoA


Analysis of Alternatives

AQD 


Additional Qualification Designation 

ASIT 


Application System Integration Testing 

ATIS


Advanced Technical Information Support System

ATO 


Authority to Operate 

ATRR 


Application Test Readiness Review 

BEA


Business Enterprise Architecture

BOL


BUPERS on-line

C&A


Certification & Assurance

BPR


Business Process Reengineering

BUPERS

Bureau of Navy Personnel

C&A


Certification & Assurance

CAC 


Common Access Card 

CCE


Contracting Center of Excellence 

CDAD


Contractor Performance Assessment Report Systems (CPARS) Draft 



Approval Document

CDR 


Critical Design Review 

CDRL


Contract Data Requirements List

CFR


Code of Federal Regulations
CFSR


Contract Funds Status Report

CHUID

Cardholder Unique Identifier

CI


Configuration Item

CIMS


Career Information Management System

CIO


Chief Information Officer

CM


Configuration Management

CMP


Configuration Management Plan

CNDSP

Computer Network Defense Service Provider

CNO 


Chief of Naval Operations 

COA


Course of Action

COI


Community of Interest

COMNAVRESFOR
Commander, Naval Reserve Force

COMPOSE

Common PC Operating System Environment
CONUS

Continental United States (excludes Alaska and Hawaii)

COOP 


Continuity of Operations 

COR


Contracting Officer Representative

COTR


Contracting Officer's Technical Representative

COTS


Commercial Off the Shelf
CPARS

Contract Performance Assessment Reporting System

CR


Change Request

CRM


Customer Relationship Management

CS  


Computer Software 
CSCI


Computer Software Configuration Item

CSD


Computer Software Documentation
CTO


Chief Technology Officer

CTO


Computer Tasking Orders

CWBS


Contract Work Breakdown Structure

DAA


Designated Approving Authority

DADMS

DON Applications and Database Management System
DBDD


Database Design Descriptions

DCID


Director of Central Intelligence Directive

DCO


Defense Connect Online

DEERS

Defense eligibility Enrollment Reporting System

DD250


Department of Defense Form 250, Material Inspection and Receiving 



Report

DD254


Department of Defense Form, Contract Security Classification 




Specification
DDMS


DoD Discovery Metadata Specification

DFARS

Defense Federal Acquisition Regulation Supplement

DFAS


Defense Finance and Accounting Service

DIACAP 

DoD Information Assurance Certification and Accreditation Process 

DISA


Defense Information System Agency

DITPR


Department of Defense Information Technology Portfolio Repository
DITSCAP

DoD Information Technology Security Certification and Accreditation 




Process (replaced by DIACAP)

DMDC

Defense Manpower Data Center

DMZ


Demilitarized Zone

DoD


Department of Defense

DoDAF

DoD Architecture Framework
DoDI


Department of Defense Instruction

DON


Department of the Navy

DRRS-N

Defense Readiness Reporting System‐Navy
DT 


Developmental Testing 

DTD


Document Type Definitions

DTM


Directive-Type Memorandum

EAIS


Enlisted Assignment Information System

ECP


Engineering Change Proposal

EDC 


Enterprise Data Center 

EDI


Electronic Data Interchange

EDVR


Enlisted Distribution Verification Reports

ERDs


Entity-Relationship Diagrams

ERP


Enterprise Resource Planning

ESR


Electronic Service Record

EVM


Earned Value Management

FAM


Fleet Advisory Messages

FAM Training

Familiarization Training

FAR


Federal Acquisition Regulation 


FP


Function Points

FRD


Functional Requirements Document

FYDP 


Future Years Defense Plan 

GAT 


Government Acceptance Testing

GFE


Government Furnished Equipment

GFI


Government Furnished Information

GFP


Government Furnished Property

GIG


Global Information Grid

GOTS 


Government Off The Shelf

GWBS


Government Work Breakdown Structure

HPIP


Health Professional Incentive Program

HR


Human Resource 

HRM


Human Resource Management

HSI


Human System Interface

HWCI


Hardware Configuration Items

IA


Information Assurance

IASE


Information Assurance Support Environment

IATO


Interim Authority to Operate

IAVA 


Information Assurance Vulnerability Alerts  

IAVM 


Information Assurance Vulnerability Management  

IAW


In accordance with

IAWF 


Information Assurance Work Force 

ICC 


International Common Criteria 

ICD


Interface Control Document

ID/IQ


Indefinite Delivery/Indefinite Quantity

IDD


Interface Design Description

IETM


Interactive Electronic Technical Manual

IFPUG


International Function Point Users Group

ILS 


Integrated Logistics Support

IMAPMIS

Inactive Manpower Management Information System

IMO


Information Management Office

IMP  


Integrated Management Plan
IMS


Integrated Master Schedule

INFOCON  

Information Control 

IPPS-N

Integrated Personnel and Pay System - Navy

IPR 


In-Process Review

IPT


Integrated Product Team

IRP


Incident Response Program

IRR


Individual Ready Reserve

IRS


Interface Requirements Specification

IS


Information System

ISEA


In-Service Engineering Activity

IT


Information Technology

JITC 


Joint Interoperability Test Command 
JMS


Java Messaging Service

JTA


Joint Technical Architecture 

JTA


Job Task Analysis
JTR 


Joint Travel Regulation 

KO


Contracting Officer 

KPP


Key Performance Parameters

KSAs 


Competencies, Knowledge, Skills, Abilities, and other characteristics 

LAN 


Local Area Network

LCSP


Life Cycle Sustainment Plan

LMI


Logistics Management Information

MAC


Mission Assurance Category

MedWaivers

Medical Waivers

MEPSTrack

Military Entrance Processing System Tracking

MFT 


Mission, Functions, and Tasks 

MILITAPS

Military Incentive Tracking Accounting & Payment System

MOA


Memorandum of Agreement

MPTE 


Manpower Personnel Training and Education 

MSU 


Mandatory Security Updates

NASIS


Navy Accession Security Information System

NCDOC

Navy Cyber Defense Operations Command

NCR 


National Capital Region

NEC 


Naval Enlisted Classification 

NES


Navy Enlisted System

NETC


Navy Education and Training Command

NIAPS 

Navy Information/ Application Product Suite 

NIPR 


Navy Internet Protocol Router 

NIPRNET 

Navy Internet Protocol Router Network

NIST


National Institute of Standards and Technology

NKO


Navy Knowledge Online

NKO-TR

NKO Tech Refresh

NMCI


Navy Marine Corps Intranet

NMCP


Navy Marine Corps Portal

NOBC 

Navy Officer Billet Codes 

NOC


Network Operations Center

NOLA


New Orleans, LA data center

NPARS

Navy Performance Appraisal Reporting System

NRC


Navy Recruiting Command

NRMS


Navy Retention Monitoring System

NROTC

Navy Reserve Officer Training Corps

NSIPS


Navy Standard Integrated Personnel System

NSW


Naval Special Warfare

OA 


Operational Availability 

OAIS


Officer Assignment Information System

OCARS

Officer Candidates Accounting and Reporting Subsystem

OCI


Organizational Conflict of Interest

OCONUS

Outside Continental United States (includes Alaska and Hawaii)

ODC 


Other Direct Costs 

ODC


Officer Data Cards

ODCR


Officer Distribution Control Reports

ODS 


Operational Data Stores

OLAP


Online Analytical Processing

OLH


Online Help

OLTP


Online Transaction Processing

OPINS


Officer Personnel Information System
OPM


Office of Personnel Management

ORD


Operational Requirements Document

OSA


Open System Architecture

PAC


Post Award Conference

PCA


Physical Configuration Audits

PCS


Permanent Change of Station

PD


Project Director 

PDF


Portable Document Format

PDR 


Preliminary Design Review

PEO EIS

Program Executive Office for Enterprise Information Systems

PI


Personal identifier

PI/PO


Phase In/Phase Out

PIA


Privacy Impact Assessment

PII 


Personally Identifiable Information 

PITS 


Performance Integration Test Suite 

PKI 


Public Key Infrastructure 
PMW 240

Sea Warrior Program Office

POC


Point of Contact

POE 


Projected Operational Environment 

POEMS

Permanent Change of Station Obligation and Expenditure Management 



System

PPE


Personal Protective Equipment

PPS


Ports, Protocols, and Services

PQS 


Personnel Qualification Standards

PROD 


Production 

PRR 


Production Readiness Review 

PSA


Physical Security Audit

PSD


Personnel Support Detachment

PSR


Personnel Status Report

PWS


Performance Work Statement

QA


Quality Assurance

QAP


Quality Assurance Program

QASP


Quality Assurance Surveillance Plan

QC


Quality Control

QCP


Quality Control Program

RDBMS

Relational Database Management System

RHS


Reserve Headquarters System

ROC 


Required Operational Capability 

ROI


Return on Investment

ROM


Rough Order of Magnitude

RTMs


Requirements traceability Matrices

SB


Special Warfare Boat Operator

SCA


Secured Context Accelerator

SCR


Software Change Request

SDD


Software Design Document

SDP


Software Development Plan

SDT


System Development Test

SE


Systems Engineering

SEMP


System Engineering Management Plan

SFR 


System Functional Review 

SIPR 


Secret Internet Protocol Router

SIPRNET 

Secret Internet Protocol Router Network 

SLA


Service Level Agreement

SLOC


Software Lines of Code

SME


Subject Matter Experts

SME


Subject Matter Expert

SMM


Software Maintenance Manual

SO


Special Warfare Operator

SOA


Service-Oriented Architecture

SOF


Special Operations Forces

SOO


Statement of Objectives

SORN


System of Records Notice

SOW


Statement of Work

SPAWAR

Space and Naval Warfare Systems Command

SPAWARINST 
SPAWAR Instruction

SPR


Software Problem Report

SRR


System Requirements Review

SRS 


System Requirements Specification
SSAA


System Security Authorization Agreement

SSDD


System/Subsystem Design Document

SSL 


Secure Sockets Layer

SSS


System/Subsystem Specification

STE 


Schoolhouse Training Environment 

STIGS 

Security Technical Implementation Guides  

STP


Software Test Plan

STR


Software Trouble Reports
STrP


Software Transition Plan 

SVD


Software Version Description

T&E


Test and Evaluation

TAR


Training Active Reserve

TB


Terabyte

TD


Technical Data
TE


Technical Exhibit
TEMP


Test and Evaluation Master Plan

TEP


Technical Event Process

TLS


Transport Layer Security

TM


Technical Manual

TMCR


Technical Manual Contract Requirement
TMP


Test Management Plan

TMWG

Technical Manual Working Group

TO


Task Order

TOC


Total Ownership Cost

TRR 


Test Readiness Review 

UAT


User Acceptance Testing
UFP


Unadjusted Function Point

UPK


User Productivity Kit

URL


Uniform Resource Locator

USN


United States Navy

USNA


United States Naval Academy

USNR


United States Navy Reserve

UTNPP

Unclassified Trusted Network Protection Policy

WBS


Work Breakdown Structure
WebSTEAM

Web Strategic Territory Evaluation and Analysis for Management 

WIPT


Working Integrated Product Team

WLAN


Wireless Local Area Networks

WPAN


Wireless Personal Area Networks

WPEDs

Wireless Portable Electronic Devices
XML 


Extensible Markup Language

