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1.0 Scope

This Performance Requirements Document (PRD) defines performance requirements for each Joint Tactical Radio Set (JTR Set) of the Joint Tactical Radio System (JTRS) Mid-Tier Networking Vehicular Radio (MNVR). The JTR Sets which comprise MNVR will be in forms suitable for vehicular platforms. The JTR Set shall consist of software-programmable and hardware-configurable digital radio equipment that provides flexibility and adaptability to support the varied warfighter mission requirements.

The JTR Set shall provide for an internal growth capability by using open systems architecture and be modular, scalable, and flexible in form factor. Each JTR Set shall provide the operator with the ability to load and reconfigure its modes and capabilities via software and hardware while in the operational environment. Each JTR Set shall detect and isolate faults within its system and provide status indications and diagnostic results to the operator and maintainer.

In this specification, the term “shall” is used to mean a minimum requirement. The term objective is used to denote a capability or function exceeding the minimum requirement. The terms “may”, “can”, shall not be considered as requirements. 

Each JTR Set includes all components necessary to allow the JTR Set to provide the functionality of the legacy radio(s) that it replaces on a given platform and to meet any additional requirements of this specification.  From a functional perspective, an identifiable JTR Set is comprised of software modules and specific line replaceable units (LRUs) such as Joint Tactical Radios, handsets, RF amplifiers, cables, input-output devices, antennas and auxiliary equipment that are needed to integrate and operate the Set on a specific platform. Legacy Radio LRUs are permitted to satisfy JTR Set performance requirements, but are not required. The JTR Set shall have multiple hardware and software configurable channels, but all channels for a JTR Set are not required to be in one JTR LRU.

2.0 Applicable Documents

2.1 Government Documents

The following documents are part of this specification as specified herein. Unless otherwise specified, the current versions of these documents shall be listed in the Department of Defense Index of Specifications and Standards (DODISS) and supplements thereto, as cited in the procurement documentation.

2.1.1 Specifications

The following specifications, standards and handbooks form a part of this document to the extent specified herein. The issue in effect at contract award shall be that revision listed in the Department of Defense Index of Specifications and Standards (DODISS) on the issue of this document:

2.1.1.1 Federal Specifications

Not applicable.

2.1.1.2 Military Specifications 
	MIL-DTL-64159
	Coating, Water Dispersible, Aliphatic Polyurethane, Chemical Resistant

	MIL-DTL-53039
	Coating, Aliphatic Polyurethane, Single Component, Chemical Agent Resistant

	MIL-S-901
	Requirement for Shock Test High Impact Shipboard Machinery, Equipment, and systems

	MIL-T-704
	Treatment and Painting of Material

	MIL-PRF-GB-GRAM-300
	Performance Specification for the NAVSTAR Ground-Based GPS Receiver Applications Module (GB-GRAM)

	ICD-GPS-153 Rev C
	GPS User Equipment Interface Control Document For The GPS Standard Serial Interface Protocol Of DoD Standard GPS UE Radio Receivers

	ICD-GPS-154 Rev C
	GPS User Equipment Interface Control Document For AN/PSN Unique Interface Characteristics

	JPEO JTRS Key Standard
	JPEO JTRS Key Tag Specification version 1.2.4 dated 31 August 2011

	JPEO JTRS JTR KEK standard
	JPEO JTRS JTR Key Encryption Key Standard version 1.0 dated 15 June 2011

	CUAS-ICD-R02C00 
	INTERFACE CONTROL DOCUMENT for TIER 2 - TIER 3 XML Black Key Distribution, Dated: June 25, 2009


2.1.1.3 Other Government Agency Documents
	MSRC-5000SCA


	JTRS Software Communications Architecture Specification  V2.2.2

	MSRC-5000API
	Applications Program Interface (API) release set V1.22

	SRW-SPS version 1.9
	Soldier Radio Waveform System Performance Specification

	JENM Phase-1 ICD
	JTRS Enterprise Net Manager Interface Control Document V1.0.2

	AJ 01288B
	Software Loader Verifier Interface Control Document 15 April 2008

	DODI 6055.11
	Protection of DoD Personnel from Exposure to Radiofrequency Radiation

	DAAB07-92-C-B008
	Production Fabrication Specification, Prime Item AN/VIC-3A(V), Drawing A 3206506 REV A

	CECOM Drawing A3207505
	Base, Antenna (4-Hole Vehicular Mount)

	DoDI 8500.01
	DIACAP Certification and Accreditation

	United ORD 3.2 and 3.2.1 Appendix E
	Information Exchange Requirements


2.1.2 Standards

Not applicable

2.1.2.1 Federal Standards

	FED-STD-595
	Colors Used in Government Procurement

	FIPS 180-2 + Change Notice to include SHA-224” dtd 2002 August 1: http://csrc.nist.gov/publications/fips/fips180-2
	SHA-2 Public Key Cryptography


2.1.2.2 Military Standards

	MIL-STD-461
	Requirements for the Control of Electromagnetic Interference Characteristics of Subsystems and Equipment

	MIL-STD-810
	Environmental Test Methods and Engineering Guidelines

	MIL-STD-1275
	Characteristics of 28Volt DC Electrical Systems in Military Vehicles

	(S) MIL-STD-2169 (U) 
	(S)High Altitude Electromagnetic Pulse (HEMP) Environment (U)

	MIL-STD-464
	Electromagnetic Environmental Effects E3 Requirements for Systems

	MIL-STD-6017
	DoD Interface Standard for Variable Format Message (VMF), 1 April 2004

	MIL-STD-882
	Standard Practice for System Safety


2.1.2.3 Commercial Standards

	ANSI C101-1992
	Standard for Leakage Current for Appliances

	ANSI Z535.4
	Product Safety Signs and Labels

	IEEE C95.1
	IEEE Standard for Safety Levels with Respect to Human Exposure to Radio Frequency Electromagnetic Fields

	UL 969
	Standard for Marking and Labeling Systems

	UL 1950
	Standard for Safety of Information Technology Equipment

	National Fire Protection Association 70-93
	National Electric Code

	National Telecommunications and Information Administration Standards
	


2.1.3 Army Regulations

	AR 25-2
	Information Assurance

	AR 380-19
	Information Systems Security

	AR 70-38
	Research Development Test & Evaluation of Material for Extreme Climatic Conditions

	AR 700-127
	Logistic/Maintenance Demo Procedures


2.1.4 National Security Agency (NSA) Regulations and Specifications

	(S) IASRD Master Version: dated February 2011 (U)
	(S) Information Assurance Security Requirements Document (IASRD) Master Version: dated February 2011 (U)

	EKMS 105
	Phase 4 Technical Baseline

	EKMS 308
	Data Tagging & Delivery Standard 

	MD-10
	IAD Management Directive No. 10 (MD-10), Cryptographic Key Protection, Dated: July 7, 2005


2.1.5 Other Publications

	MIL-HDBK-781
	Reliability Testing for Engineering Development, Qualification, and Production

	MIL-HDBK-454
	General guidelines for Electronic Equipment

	MIL-HDBK-470
	Designing and Developing Maintainable Products and Systems Vol. I

	DA Approved NBC Contamination Survivability Criteria for Army Material, 21 Aug 1991
	

	DOD IT Standards Registry
	

	DOD 4120.24
	Defense Standardization Program

	CJCSI 6212.01
	Interoperability and Supportability of Information Technology and National Security Systems


2.2 Order of Precedence

In the event of a conflict between documents referenced herein and the contents of this PRD, the contents of this PRD shall be considered a superseding requirement. In case of conflict between the PRD and its Appendices, the PRD shall be considered a superseding requirement, except where specifically noted. Nothing in the PRD, however, supersedes applicable laws and regulations unless a specific exemption has been obtained.

2.3 Document Sources

Copies of unclassified military specifications and standards can be obtained from the following sources as applicable:

a. ASSIST is the official source for specifications and standards used by the Department of Defense.

http://dodssp.daps.dla.mil/
b. The DoD IT Standards Registry (DISR), is an online repository of IT standards formerly captured in the Joint Technical Architecture (JTA), Version 6.0.  DISR replaces JTA. 

Please note that Access to the DISRonline is limited to those who are directly involved with the development or support of projects, programs, or systems that make use of the DoD IT Standards Registry (DISR).  Government contractors are required to provide their current contract number and identify a military or government POC that can verify their justification for DISRonline access.  This system also requires a CAC for access.

https://disronline.csd.disa.mil
c. JTRS Information Repository

http://ir-public.jpeojtrs.mil
d. The Army Publishing Directorate

http://www.apd.army.mil
3.0 System Requirements

3.1 JTR Set Architecture

3.1.1 Software Communications Architecture

a. The JTRS waveforms provided as Government Furnished Equipment (GFE) are compliant with the Software Communications Architecture Specifications, MSRC-5000SCA and MSRC – 5000API.
b. It is an objective that the JTR Set Operating Environment be compliant with the Software Communications Architecture Specifications, MSRC-5000SCA and MSRC – 5000API.
3.1.2 Hardware Architecture

a. The JTR Sets shall employ open systems hardware architecture. The JTR bus(es) shall be based on commercial standards, unless otherwise stated in this document.
b. The design of the JTR Sets shall allow for technology insertion.

c. The JTR systems design approach shall implement commercial open systems standards and interfaces, and at a minimum comply with the applicable portions of the DoD IT Standards Registry (DISR) 

d. The JTR Set shall incorporate a substantial growth capability (i.e., memory, throughput and processing capacity) to accommodate technology advancements and increasing warfighter requirements. It is a threshold to have at least 30% capacity in reserve and an objective to have 50% capacity in reserve.
3.1.3 JTR Set Interfaces

a. The JTR Set interfaces to external systems shall be compliant with the DoD IT Standards Registry in accordance with Department of Defense (DOD) 4120.24 and Chairman Joint Chiefs of Staff for Intelligence (CJCSI) 6212.01.
b. The JTR Set shall provide physical interfaces to host equipment (for example, Advance Field Artillery Tactical Data System) on platforms where legacy radio connector compatibility cannot be achieved.

c. The JTR Set shall provide a functional interface to platform host equipment and not require changes to platform host equipment.
d. The JTR Set shall provide all interfaces needed to enable each channel to be independently configured to its operating mode.
e. Ethernet interfaces shall be capable of 10BaseT and 100BaseT.

f. The interfaces for voice, data and operator control shall be easily accessible for the user.
g. A standard 6-pin military audio connector shall be provided for the voice/analog data ports for JTR Sets.
h. It is an objective that the JTR Set include an open, serial port interface for inline processing of received communications data by an external functional module, exposed either as an IF data stream or as baseband data sampled at pre-demodulation resolution of 16 bits or higher.

i. It is an objective that the GMR include an open, serial port interface for inline control of the automatic gain control (AGC) function.
3.1.3.1 Vehicle Intercom System (VIS)

The  JTR Set shall interface with the vehicular intercommunications system in accordance with Drawing A3206506 REVA, Production Fabrication Specification for AN/VIC-3A to permit control of transmit and receive of voice communications for the JTR Set channels that operate with voice as an input/output signal. 
3.1.3.2 External Time Interface

a. The JTR shall have the capability for the operator to manually load JTR Set time through the Control Display Device in the absence of GPS and internal JTR time.

b. The internal JTR clock shall be within +/- 2 seconds of the operator entered time.

Note: Operator entered wrist watch time is accurate within +/- 1 minute of actual time of day.
3.1.4 JTR Set Radio Interoperability 

a. The JTR Set shall interoperate with service specific and joint networks to the point achievable in legacy networks to satisfy 100% of top-level Information Exchange Requirements (IER) designated critical.  See Appendix E of the Unified JTRS ORD 3.2 and 3.2.1 for the minimum essential IERs.

b. The JTR Set will operate in an environment with platforms that are simultaneously operating CREW systems.

3.2 Waveforms

a. The JTR Set shall provide voice and data communications (secure and non-secure) using the Wideband Networking Waveform (WNW) and Soldier Radio Waveform (SRW).
b. It is an objective to operate the JTRS SINCGARS waveform.
c. The JTR Set shall at a minimum provide WNW performance in accordance with table 3.2.1 through 3.2.4.  Objectively the JTR Set should provide the full WNW performance.
d. The JTR Set shall at a minimum provide SRW performance in accordance with table 3.2.5 through 3.2.8.  Objectively the JTR Set should provide the full SRW performance.

e. The JTR Set will provide the required throughputs for WNW at a minimum of 8 km line of sight range between individual nodes.
f. The JTR Set will provide the required throughputs for SRW at a minimum of 2 km line of sight range between individual nodes.

3.2.1 Waveform Storage

a. All waveforms that can operate on the channels that are software configured in the JTR shall be down-loadable, locally, and stored in non-volatile memory within the JTR. The JTR Set shall have safeguards to reduce the possibility of unintentional reprogramming and to preclude the possibility of software storage errors. The operator shall be notified when a download was successfully completed or failed.

b. Waveforms shall be authenticated after they are downloaded into the JTR Set.

c. The JTR Set shall be capable of storing presets and configuration information for communications waveforms that are not instantiated within the JTR Set.

3.2.2 Waveform Selection

a. The JTR Set shall be capable to allow an operator to select a waveform from memory and instantiate it on any properly configured channel.

b. Provisions shall be made to prevent instantiating a waveform to an improperly configured channel.
c. The JTR Set shall provide positive confirmation following each successful instantiation and it shall notify the operator in the event of failures.  

d. The JTR Set shall allow operators to access and edit operating parameters loaded in the radio.  Editing operating parameters shall require authentication.

e. The JTR Set shall provide the capability to replace waveforms using a Software Loader Verifier IAW AJ01288B.
	Test Case
	Number of Nodes
	Number of Mobile Nodes
	External Routes
	Frequency
	Bandwidth
	Architecture
	Baseline Aggregate Offered Load *

	WNW
 Static
	30
	0
	456
	1350-1390 MHz or 1755-1850 MHz bands
	Single5 MHz channel
	Single Subnet
	 200 Kbps 

	WNW Mobile
	30
	10 (at ground vehicular speeds up to 55 mph)
	456
	1350-1390 MHz or 1755-1850 MHz bands
	Single5 MHz channel
	Single Subnet
	200 Kbps 

	Test Case
	Area of Operations
	Traffic Characteristics
(% measured by bytes)
	Avg # Hops
	Multicast Membership

	WNW
 Static
	20km x 25km
(Operationally relevant terrain / foliage / noise environment)
	20% UDP MC (avg message size = 200 bytes)
20% UDP MC (avg message size = 800 bytes)
20% UDP MC (avg message size = 1200 bytes)
20% UDP UC (avg message size = 200 bytes)
10% TCP UC (avg message size = 40 kbytes)
5% TCP UC (avg message size = 100 kbytes)
5% TCP UC (avg message size = 1 Mbytes)
Bursty, non-uniform traffic
	Multi-hop (Expectation is an average between 1 and 2 hops)
	- 50% of multicast to group that all join (Using PIM Dense)
- 50% of multicast to groups that 5-10 join (using PIM Sparse)

	WNW Mobile
	35km x 25km
(Operationally relevant terrain / foliage / noise environment)
	20% UDP MC (avg message size = 200 bytes)
20% UDP MC (avg message size = 800 bytes)
20% UDP MC (avg message size = 1200 bytes)
20% UDP UC (avg message size = 200 bytes)
10% TCP UC (avg message size = 40 kbytes)
5% TCP UC (avg message size = 100 kbytes)
5% TCP UC (avg message size = 1 Mbytes)
Bursty, non-uniform traffic
	Multi-hop (Expectation is an average between 2 and 3 hops)
	- 50% of multicast to group that all join (Using PIM Dense)
- 50% of multicast to groups that 5-10 join (using PIM Sparse)


*Offered load is defined as the sum of the load offered to the network across all nodes.  Each unicast and multicast message is counted once regardless of the number of destinations.
Table 3.2.1 WNW Performance Test Cases
	TRAFFIC TYPE
	MSG SIZE
	% Bytes
	% Messages
	Messages / Minute (200 kbps Offered Load)

	UDP MC
	200 bytes
	20%
	41.33%
	1500

	UDP MC
	800 bytes
	20%
	10.33%
	375

	UDP MC
	1200 bytes
	20%
	6.89%
	250

	UDP UC
	200 bytes
	20%
	41.33%
	1500

	TCP UC
	40 Kbytes
	10%
	0.10%
	3.75

	TCP UC
	100 Kbytes
	5%
	0.02%
	.75

	TCP UC
	1 Mbytes
	5%
	0.00%
	.075


Table 3.2.2 WNW Traffic Profile
	PRIORITY LEVEL
	MSG SIZE
	% Messages
	MCR
	MSG Latency**

	FLASH OVERRIDE
	200-800 bytes
	3%
	95%
	1 sec

	FLASH
	200-800 bytes
	6%
	95%
	1 sec

	IMMEDIATE
	200-800 bytes
	9%
	90%
	2 sec

	PRIORITY
	200-1400 bytes
	32%
	90%
	3 sec

	ROUTINE
	200 bytes –

 1 Mbytes
	50%
	90%
	3 sec (<=1200 bytes)
 60 sec (<=100 kbytes)
300 sec (=1 Mbyte)


* Assumes non-fragmented network
** 90% of the messages required to be completed shall meet the MSG Latency Conditions
Table 3.2.3 WNW Message Performance Static Conditions*
	MSG Size
	MCR
	MSG Latency****

	200 bytes
	80%
	2 sec

	800 bytes
	80%
	2 sec

	1200 bytes
	80%
	4 sec

	40 Kbytes
	80%
	240 sec

	100 Kbytes
	80%
	240 sec

	1 Mbytes
	80%
	600 sec


*** Mobility Performance is less restringent because nodes will come in and out of the network (which will cause network fragmentation)
**** 85% of the messages required to be completed shall meet the MSG Latency Conditions

Table 3.2.4 WNW Message Performance Mobile Conditions***
	Test Case
	Number of Nodes
	Number of Mobile Nodes
	External Routes
	Frequency
	Bandwidth
	Architecture
	Baseline Aggregate Offered Load *

	SRW Static 
(Cleared Vehicle/Soldier Nets)
	40 (30 GMRs and TBD HMS Manpack/RR)
	0
	Zero
	225-450 MHz
	Single 1.2 MHz channel
	Single Subnet
	Data:  Up to 50 kbps
Voice:  5 call groups with 20% utilization on each

	SRW Mobile
(Cleared Vehicle/Soldier Nets)
	40 (30 GMRs and TBD HMS Manpack/RR)
	10 (at ground vehicular speeds up to 55 mph)
	Zero
	225-450 MHz
	Single 1.2 MHz channel
	Single Subnet
	Data:  Up to 25 kbps
Voice:  5 call groups with 20% utilization on each

	Test Case
	Area of Operations
	Traffic Characteristics
(% measured by bytes)
	Avg # Hops
	Multicast Membership

	SRW Static 
(Cleared Vehicle/Soldier Nets)
	10km x 10km
(Operationally relevant terrain / foliage / noise environment)
	20% UDP MC (avg message size = 200 bytes)
20% UDP MC (avg message size = 800 bytes)
20% UDP MC (avg message size = 1200 bytes)
20% UDP UC (avg message size = 200 bytes)
10% TCP UC (avg message size = 40 kbytes)
5% TCP UC (avg message size = 100 kbytes)
5% TCP UC (avg message size = 1 Mbytes)
Bursty, non-uniform traffic
	Multi-hop (Expectation is an average between 1 and 2 hops)
	- 50% of multicast to group that all join (Using PIM Dense)
- 50% of multicast to groups that 5-10 join (using PIM Sparse)

	SRW Mobile
(Cleared Vehicle/Soldier Nets)
	10km x 10km
(Operationally relevant terrain / foliage / noise environment)
	20% UDP MC (avg message size = 200 bytes)
20% UDP MC (avg message size = 800 bytes)
20% UDP MC (avg message size = 1200 bytes)
20% UDP UC (avg message size = 200 bytes)
10% TCP UC (avg message size = 40 kbytes)
5% TCP UC (avg message size = 100 kbytes)
5% TCP UC (avg message size = 1 Mbytes)
Bursty, non-uniform traffic
	Multi-hop (Expectation is an average between 2 and 3 hops)
	- 50% of multicast to group that all join (Using PIM Dense)
- 50% of multicast to groups that 5-10 join (using PIM Sparse)


*Offered load is defined as the sum of the load offered to the network across all nodes.  Each unicast and multicast message is counted once regardless of the number of destinations.
Table 3.2.5 SRW Performance Test Cases
	TRAFFIC TYPE
	MSG SIZE
	% Bytes
	% Messages
	Messages / Minute 
50 kbps Offered Load)
	Messages / Minute 
(25 kbps Offered Load)

	UDP MC
	200 bytes
	20%
	41.33%
	375
	167.5

	UDP MC
	800 bytes
	20%
	10.33%
	93.75
	46.875

	UDP MC
	1200 bytes
	20%
	6.89%
	62.5
	31.25

	UDP UC
	200 bytes
	20%
	41.33%
	375
	167.5

	TCP UC
	40 Kbytes
	10%
	0.10%
	0.9375
	0.46825

	TCP UC
	100 Kbytes
	5%
	0.02%
	0.1875
	0.09375

	TCP UC
	1 Mbytes
	5%
	0.00%
	0.01875
	0.009375


Table 3.2.6 SRW Traffic Profile
	PRIORITY LEVEL
	MSG SIZE
	% Messages
	MCR
	MSG Latency**

	FLASH OVERRIDE
	200-800 bytes
	3%
	95%
	1 sec

	FLASH
	200-800 bytes
	6%
	95%
	1 sec

	IMMEDIATE
	200-800 bytes
	9%
	90%
	2 sec

	PRIORITY
	200-1400 bytes
	32%
	90%
	3 sec

	ROUTINE
	200 bytes – 
1 Mbytes
	50%
	90%
	5 sec (<=1200 bytes)
 60 sec (<=100 kbytes)
300 sec (=1 Mbyte)


* Assumes non-fragmented network
** 90% of the messages required to be completed shall meet the MSG Latency Conditions
Table 3.2.7 SRW Message Performance Static Conditions*
	MSG Size
	MCR
	MSG Latency****

	200 bytes
	80%
	2 sec

	800 bytes
	80%
	2 sec

	1200 bytes
	80%
	4 sec

	40 Kbytes
	80%
	240 sec

	100 Kbytes
	80%
	240 sec

	1 Mbytes
	80%
	600 sec


*** Mobility Performance is less restringent because nodes will come in and out of the network (which will cause network fragmentation)

**** 85% of the messages required to be completed shall meet the MSG Latency Conditions

Table 3.2.8 SRW Message Performance Mobile Conditions***
3.3 Channels

a. The JTR Set shall provide two simultaneous communications channels and be configurable to operate multiple waveforms.
b. Combining LRUs can satisfy multiple channels. 

3.3.1 Channel Configuration

a. The JTR Set shall be capable of operating combinations of waveforms listed in paragraph 3.3.2. If reconfiguration is required, the JTR Set LRUs shall automatically be configured when the waveform combinations are changed.

b. The operator shall have the capability to change a channel waveform, change the channel operating parameters, monitor channel performance, and turn a channel on/off without affecting the operation of other channels

c. Not used.
d. The JTR Set shall be capable of operating, continuously tuned from 225-450 and 1200-2000 MHz for channels operating WNW and SRW.

3.3.2 Channel Operation 

a. The JTR Set shall be capable of operating on multiple channels at the same time without degradation of specified performance of any operating waveform.
b. Each channel operating a waveform that permits voice operations shall have a volume controlled output to an external speaker.
c. Each channel in the JTR Set shall operate independently. A failure in one channel shall not degrade the operations of the remaining channels.
d. The table 3.3.2 lists the waveforms that shall operate simultaneously on the JTR Sets.
	2 CHANNELS

	WNW
	WNW

	WNW
	SRW

	SRW
	SRW


Table 3.3.2 JTR Set Simultaneous Operating Waveforms

3.4 Retransmission and Routing

a. The JTR Set shall be capable of being configured for automatic retransmission and routing operations between channels that are processing mode compatible traffic.
b. The JTR Set shall support the ability to route and retransmit independent voice and data networks utilizing SRW and WNW waveforms.
c. The JTR Set shall have the capability to have an Internet Protocol (IP) network infrastructure of geographically dispersed JTR Sets (nodes within or beyond line-of-sight) using the WNW and SRW waveforms.

d. Within the constraints of Paragraph 3.4a, the “set” shall be capable of accomplishing the required retransmission and routing (R&R) identified for information between and among its configured networks that use the same communications mode, bi-directional, at like data rates, and at permissible security classification exchange levels as follows: Threshold: WNW-WNW (data), WNW-SRW (data); SRW-SRW (data and voice). Objective: WNW-WNW-SRW(data), WNW-SRW-SRW(data).

3.5 Network Management
a. The JTR Set shall be operational with the JTRS Enterprise Network Manager (JENM), IAW JENM Phase-1 (v1.0.2) ICD for WNW and SRW.

b. The JTR Set shall support the network manager’s ability to manage, plan, and monitor the system locally and over the air.  Within the ability to manage, system shall support a mid-tier network unit task reorganization of a company within 10 minutes.  Units are task organized from Company to Brigade level, with the most common occurring at the Company level.  This requirement will allow the network managers to reconfigure units in support of change of mission parameters. 
3.6 GPS Receiver
a. The JTR Set shall automatically or when queried (unless in radio listening silence) securely transmit its position location information (PLI) in the Military Grid Reference System (MGRS) and latitude and longitude formats to Mission Command and network management systems. The system can receive PLI from an internal global positioning satellite (GPS) source or from another GPS system on the platform if available.

b. In addition to the communications channel capabilities, the Ground Vehicle JTR Set shall have a Selective Availability Anti-Spoofing Module (SAASM) based GPS receiver. The receiver shall have a Precise Time & Time Interval (PTTI) output.

c. The GPS receiver shall be capable of receiving commercial and military GPS signals

d. The position location shall be available on demand and readily accessible to the operator in latitude and longitude and military grid reference units as well as the identifying Datum.

e. The position location shall include a 3-character grid zone, a 2-character 100km square and a 10-digit map coordinate. 

f. Variable Message Format (VMF) shall be used for the message report in accordance with MIL-STD-6017 and VMF message K05.1 shall be used for the position report.

g. The GPS receiver shall be compliant to the performance specification for the NAVSTAR Ground-Based GPS Receiver Applications Module (GB-GRAM), MIL-PRF-GB-GRAM-300

3.6.1 GPS Input and Output Signals

a. Each JTR Set shall be able to receive GPS information from an external GPS receiver to perform or support JTR Set communications requirements.

b. Each JTR Set shall have embedded GPS receiver outputs to external systems. The interface to the embedded GB GRAM shall be in accordance with MIL-PRF-GB-GRAM-300 and ICD-GPS-153.

c. The Input/Output connector shall be the same type as connector J2, PLGR, HD-15-subminiature, M24308/2 or equivalent. See ICD-GPS-154

(1)  The GPS input/output signals shall include the RS-232 COM1 port, 1 PPS in, 1 PPS out, and ground.

(2)  The GPS input/output signals shall be to PLGR HD-15 pins as shown in Figure 3.6. The non-asterisk signals are the minimum required.
(3) The signal mapping to the GB-GRAM shall be as shown in Figure 3.6

(4) The Input/Output signals are with respect to the embedded GPS receiver.

	
	PLGR HD-15
	
	SSI 80 Pin 
Connector

	Pin #
	Function
	Pin #
	Function

	1
	1 PPS IN
	46
	1 PPS In (UTC)

	2
	1 PPS In Return(3)
	48
	AN/PSN-11 TOD 
& 1 PPS In Return

	3
	Ground(3)
	35,
66,67,71
	SAAS Return
Prime Power Return

	4
	RS-422 Out B*
	58(1)
	COM2 RS-422 Out B*

	5
	RS-422 Out A*
	58(1)
	COM2 RS-422 Out A*

	6
	1 PPS Out
	17
	COM1 PPS Out

	7
	Have Quick Out*
	47
	AN/PSN-11 TOD Out(4)*

	8
	Remote On*
	18
	Power On False*

	9
	RS-422 In B*
	57(1)
	COM2 RS-422 In B*

	10
	RS-422 In A*
	57(1)
	COM2 RS-422 In A*

	11
	1 PPS Out Return(3)
	16,80
	COM1/COM2 PPS Out Return

	12
	Reprog. Voltage*
	79
	COM2 PPS Out (2)*

	13
	Buffer Enable* False
	8
	COM1 & AN/PSN-11 *
TOD  Enable On False(4)

	14
	RS-232 Out
	50
	COM1 (RS-232) Output(4)

	15
	RS-232 In
	49
	COM1 (RS-232) Input(4)

	(1) COM2 of the SSI form factor is CMOS level and needs to be converted to RS-422 in order to be connected to RS-422 pins of the HD-15 connector.

	(2) Connecting COM2 PPS Out to pin 12 of the HD-15 connector should be done in such a way to prevent damage to the GB-GRAM or DASH electronics in the event a PLGR reprogramming cable is connected, providing power on this pin. (objective)

	(3) Pins 2, 3, and 11 of the HD-15 connector must be connected together to support use of PLGR cables.

	(4)  Pin 8 of the SSI form factor is connected to support exisiting PLGR cables that are wired for the PLGR's RS-232 and AN/PSN-11 TOD (aka HaveQuick) interfaces.   Pin 8 needs to be grounded to enable the drivers associated with pins 47, 49, and 50.

	* Not Required


Figure 3.6 Mapping HD-15 to SSI GB-GRAM
3.7 Cold and Warm Start to Operation

It is an objective for the JTR Set to have a voice capability operational within 30 seconds from a warm start.

3.7.1 Cold Start

From a cold start, the JTR Set shall be fully operational (enter into network(s)) within 11 minutes for a two channel configured JTR Set without requiring specialized personnel.  Cold Start is defined as the process of making the JTR Set fully operational in networks after a lengthy storage (30 to 60 days), as in a secure motor pool between training events, or missions. Prior to storage, the Set had radio set software, mission waveforms, waveform configuration data, all COMSEC/TRANSEC keys and was fully operational. Cold Start includes any of the following as applicable to the design approach: Power on, Power On Self Test, loading keys, mission waveforms and waveform configuration parameters, instantiating waveforms in channels, and become operational in the waveform networks.  If needed, fill devices that have stored keys, waveforms and radio and waveform configuration data are readily available.
3.7.2 Warm Start

From a warm start, the JTR Set shall be fully operational (enter into network(s)) within 5 minutes for two channel configure JTR Set without requiring specialized personnel.  Warm Start is defined as the process of making the JTR Set fully operational in networks after all waveforms, waveform configuration data and keys have been loaded in the Set. Warm Start includes the following: Power on, Power On Self Test, instantiating waveforms with keys and configuration data in channels, and become operational in the waveform networks. 
3.8 Receiver/Transmitter Protection

a. The JTR Set receivers shall sustain no damage when any combination of waveforms are operating at their highest RF output power.

b. The JTR Set transmitters shall sustain no damage when the RF output port(s) is open or shorted.

3.9 JTR Set Testability Requirement; Power-On Self Test (POST), Built-In-Test (BIT), Built-In-Test Equipment (BITE)
a. Audio and visual signals shall be provided to alert an operator to a critical change in system or equipment status. The alarm audio output volume shall be adjustable and shall have a mute capability.
b. The JTR Set shall perform POST, commanded BIT and continuous BIT to detect and locate faults. Continuous BIT shall not inhibit any equipment operational mode or function.  Commanded BIT shall not inhibit any equipment operational mode or function without operator approval.
c. Malfunction of either BIT or BITE shall not prevent the equipment from operating in accordance with all other requirements of this specification. 

d. The BIT diagnostics shall be capable of fault detection of at least 95% of all faults and shall be capable of fault isolation to a single LRU of at least 90% of detected faults.  

e. Each fault within the remaining percentage shall be capable of isolation to no more than three LRUs. 

f. The JTR Set shall perform BIT on command by the operator or maintainer and shall not require further operator intervention after initiation.
g. While operating, the JTR Set shall execute a continuous BIT of each channel. BIT and BITE reports shall be displayed.  The BIT and BITE reports shall indicate which LRU(s) have fault(s) and provide the operator with status when a fault is detected.

h. When channel faults are found, the capability to use the channels with no faults shall be provided.
i. Commanded and continuous BIT false alarm rates shall not exceed 5 % 
j. It is an objective that both commanded and continuous BIT false alarm rates not exceed 2%.

k. No RF radiation shall occur during POST, continuous BIT or commanded BIT unless manually enabled by the operator.

3.10 Electromagnetic Interference & Compatibility

a. The JTR Set shall be mutually compatible with other spectrum dependent equipment within its intended environment(s). 
b. The JTR Set shall comply with the requirements CE102, CE106, CS101, CS114, RE102, and RS103 of MIL-STD-461 as modified below. 

3.10.1 JTR Set MIL-STD-461 modifications
a. CE106 transmitter harmonics and spurious output emissions limits apply. The transmit mode portion of this requirement is not applicable within either the radio necessary bandwidth or plus or minus 5 % of the fundamental frequency.  Test method CE106 or RE103 is acceptable.
b. National Telecommunications and Information Administration standards emission limits apply to communication bandwidth less than plus or minus 5% of the fundamental channel frequency.  
c. CS114 bulk cables injection susceptibility signals shall be MIL-STD-461E, Figure CS114-1 (Curve # 3 {10 kHz to 2 MHz} & Curve # 4 {2 MHz to 30 MHz}).

d. RE102 radiated emissions limits shall be MIL-STD-461E, Figure RE102-4 (2 MHz to 18 GHz).
3.10.2 Spectral Containment

For each allocated bandwidth and for each WNW Signal in Space (SiS), the RF energy applied to the antenna shall be as specified in Figure 3.10.2.

[image: image1.wmf] 

  

FIGURE 3.10.2 Normalized Spectrum Mask for WNW BW Allocations

3.10.3 Tx Spurious

a Wideband Channel RF Port spurious emissions other than transmitter harmonics shall be less than or equal to -80 dBc at offsets greater than 5% away from the tuned frequency. 

b. Wideband Channel RF Port spurious emissions other than transmitter harmonics shall be less than or equal to -60 dBc outside the occupied bandwidth but less than 5% offset from tuned frequency.  

c. Wideband Channel RF Port discrete spurious emissions other than transmitter harmonics shall be less than or equal to -50 dBc within the occupied bandwidth.  
3.10.4 Spurious Tx Harmonics

The transmit harmonics of the Wideband Channel RF Port shall be in compliance with the requirements in Table 3.10.4.
	Harmonic
	Level (dBc)

	2nd and 3rd
	-50 – 10 log(power)

	4th and higher
	-80


Table 3.10.4 Wideband Channel Transmit Harmonics

3.11 Physical Characteristics 
The JTR Set shall meet the size, weight and power (SWaP) constraints of the intended host platforms in section 5.1 of this document, while operating at full performance levels and not degrade the mission effectiveness of platforms engaged in their operational environments, including movement, personnel ingress and egress, and weapons employment and firing and additional mission essential systems (eg CREW, Mounted Optics). The system can be modular in form and function to meet SWaP requirements.

3.11.1 Size
a. The two channel JTR Set including all ancillary couplers, amplifiers, and installation mounts, shall not exceed a total envelope dimension of a typical SINCGARS AN/VRC-92 with additional 50W PA configuration (roughly 9”H x 16”W x 15”D for the radio set and 9”H x 5.8”W x 13.6”D for the PA), and co-exist within the same area when two SINCGARS legacy radios are already present.

b. These dimensions include any sway space clearance necessary for operation.
3.11.2 Colors and Finishes

a. Color of external surfaces of the JTR Sets shall be Type II Chemical Agent Resistant Coating, color Green 383 in accordance with MIL-DTL-64159.

b. Pretreatment and finishes of external painted metallic surfaces shall be in accordance with the requirements of MIL-T-704 and MIL-DTL-64159 or MIL-DTL-53039.

3.12 Not used
3.13 Radio Silence 

a. The JTR Set shall have the capability to be commanded by the operator to a radio silence, listening mode only. A JTR Set operating in this mode shall not perform over-the-air routing, nor shall it transmit any management or acknowledgement information on any of its channels.
b. The JTR Set shall facilitate smooth transition to and from the receive-only and normal operations.

c. The operator shall be able to silence selective channels or all channels.

d. The JTR HMI shall notify the waveform applications within 5 seconds after Radio Silence is selected for either a selected channel or all channels operating in the JTR Set.
e. The JTR Set shall have an indicator that identifies the radio has been set to Radio Silent.
3.14 Lighting and Night Vision Goggles
a. The JTR Set operator interface shall be readable with 10,000-foot candle, direct sunlight.

b. The JTR Set shall be compatible with Night Vision Goggles. 

c. The JTR Set shall be capable of day and night operations. 

3.15 Information Security (INFOSEC) 

3.15.1 Information Classification Level 
a. The JTR Sets shall process voice and/or data classified up to Top Secret. Encryptors can be external devices as long as SWaP is appropriately considered in platform integration.
b. The classification level of any JTR Set channel for classification levels from Unclassified to Secret shall be independent of any other channel. This is referred to as Multiple Independent Levels of Security (MILS) or Multiple Single Levels of Security (MSLS).

c. It is an objective for the JTR System to be designed to meet the Multiple Levels of Security (MLS) requirements for the simultaneous processing of information and/or data on each channel from Unclassified to Top Secret.

d. Unless MLS is implemented, when operating at a Top Secret classification level, the JTR Set shall preclude concurrent operation of any channel operating below the Top Secret level.
3.15.2 Cryptographic Requirements 
a. The JTR Sets shall use NSA approved cryptographic chips/modules. It is an objective that only one type of cryptographic chip/module be used within the JTR Set. It is an objective that a single Cryptographic Subsystem (which may contain one or more cryptographic chips and/or modules) processes all secure channels.  Legacy unclassified TRANSEC algorithms may be implemented outside the Cryptographic Subsystem, for example implemented in software within the “waveform processor”.  Each TRANSEC design shall obtain NSA approval as part of the NSA certification process.

b. The cryptographic chips/modules shall be programmable.  The cryptographic algorithms shall be programmed into the chip/module.  New cryptographic algorithms shall be able to be downloaded into the cryptographic chip/module for future upgrades and enhancements.

c. Each waveform shall be cryptographically independent.
d. The JTR Set shall be capable of implementing NSA and/or National Institute of Standards and Technology (NIST) approved public key cryptography.
e. The JTRS Set shall implement ECDSA 256 SHA-256 and ECDSA 384 SHA-384 in support of DoD Public Key Infrastructure (PKI) and NSA Key Management Infrastructure (KMI).
3.15.3 Keying and Certificate Requirements

Cryptographic product development efforts shall be in compliance with NSA Management Directive Number 10 (MD-10). All keys shall be capable of being loaded as encrypted or unencrypted.
3.15.3.1 Key Management

a. The designed and developed product framework shall accept cryptographic keys and certificate material produced by the DoD infrastructure, and is capable of interfacing with DoD key and certificate delivery standards.

b. The JTR System shall be compatible with the Army Key Management System (AKMS)/Electronic Key Management System (EKMS) key distribution and net management systems in accordance with the Defense Information Infrastructure/Common Operating Environment (DII)/(COE) Key Management Infrastructure.
c. It is an objective that all keys will be loaded into the Cryptographic Subsystem via a single common fill port. 

d. The JTR Sets shall have a key rollover operation and a key update operation when required.

e. The JTR shall be compliant with the JPEO JTRS Key Tag Standard.

f. The JTR shall be compliant with the JPEO JTRS JTR Key Encryption Key Standard.

g. The JTR shall be able to receive and process all keys generated by EKMS Tier1/2 Key Generation (KG) rules that are applicable to current force waveforms implemented in the JTR.

3.15.3.2 Key Handling and Storage

a. The JTR Set shall support both unencrypted and encrypted key loads for all waveform keys. There are two ICDs relevant to obtaining black keying material; these tie an End Cryptographic Unit (ECU) to the infrastructure. EKMS 308 is the EKMS Key Tagging and Delivery Standard that programs must develop to.  In addition, the Common User Application Software (CUAS) ICD is the most current ICD that builds upon the EKMS 308 Standard, where CUAS is where EKMS generated and encrypted keys get packaged and distributed to devices (using CUAS ICD and EKMS 308 ICD standards).  The ICD for XML Black Key Distribution is CUAS-ICD-R02C00, dated June 25, 2009.
b. The JTR Sets shall store all necessary keys to operate.

c. Key storage and identification mechanisms shall be as specified in the Information Assurance Security Requirements Directive (IASRD).

d. The JTR Sets’ HMI shall provide positive confirmation following each successful key load and it shall notify the operator in the event of key load failures.  

e. The HMI shall provide the operator key status information to include the presence or absence of a key, key type, classification level of keys in use, and the preset or channel to which the key is associated.

f. The HMI shall provide the operator the ability to associate keys to waveforms/channels. 

g. The HMI shall notify the operator prior to key rollover and immediately after rollover has occurred.

h. The JTR Set shall accept from an authorized source an authenticated over the air, network or direct loading of key transfers and rekeying while the JTR Set is in an operational mode, actively receiving and transmitting data.

i. The HMI shall notify the operator that a remotely initiated transaction had occurred.
j. The JTR shall support ACCORDION v1.3, ACCORDION v3.0, & AES to be compliant with current force and cryptographic modernization Key Encryption Key algorithms for receipt of encrypted key from EKMS, and for internal encrypted key storage.
3.15.3.3 Key Retention 

a. The JTR Sets shall retain perishable key variables for at least 96 hours after loss of primary power from a JTR Set power source.

b. It is an objective for the JTR Sets to provide a means for extended key retention and other perishable parameters after loss of primary power for at least 144 hours.
3.15.3.4 Zeroization

For the purposes of this section, the term “keys” includes system keys, certificates, as well as user traffic keys.

a. The act of zeroization shall zeroize all encrypted keys and erase all classified data (at a minimum, includes hopsets, frequencies, mission parameters, IP Addresses, and user traffic stored in the JTR Set.

b. The JTR Sets shall have the capability to receive a remote zeroization command from an authorized source. As applicable to waveforms that support remote zeroization, the JTR Set shall be configurable to zeroize the channel instantiating that waveform only, or the entire JTR Set.

(1) An authorized user shall be able to remotely or locally zeroize all channels and keys in the JTR Set.

(2) An authorized user shall be able to locally zeroize individual channels of the JTR Set.
(3) The JTR Set shall be configured by the JENM to either zeroize the whole set or just the channel the command was received on.
c. Remote zeroization commands shall be cryptographically authenticated for both source and destination.

d. Once a valid remote zeroization command has been received, the JTR Set shall perform the zeroization function as described in paragraph 3.15.3.4 sub. a.

e. The HMI shall notify the operator that a valid remote zeroization command has been received.

f. A front panel panic zeroize switch shall be provided on the JTR Set and it shall require dual actions to avoid inadvertent operation.

g. Activation of the front panel zeroize switch shall perform the zeroization function as described in paragraph 3.15.3.4 sub. a.

h. The operator shall have the capability, through the HMI, to selectively zeroize any encrypted key for any waveform/channel.

i. The operator shall have the capability, through the HMI, to selectively erase any and all unencrypted keys.

j. Performing any zeroize operation/function shall not preclude the operation of any plain text channels.

3.15.4 Equipment Level Security Requirements

3.15.4.1 Tamper 

a. Tamper requirements shall be met per the requirements of the IASRD for each equipment type and environment.

b. The Tamper protection capability shall be in operation when the radio is delivered. 

c. Tamper recovery shall be capable of being performed by authorized personnel while the Tampered JTR remains installed in the vehicle.
3.15.4.2 TEMPEST
a. TEMPEST requirements shall be met per the requirements of the IASRD. 

b. TEMPEST test conditions shall meet a full range of operating requirements for the radio to include configuration of a channel while other channels are in operation.

3.15.4.3 Low Voltage Detection

The JTR Set shall place the security module into a secure state when operating voltage drops below the threshold level IAW IASRD, Master Version, Section 22.
3.15.5 Identification, Authentication, and Access Control Requirements

a. The JTR Sets shall provide a means to declassify the JTR Set to a maximum classification of Unclassified Controlled Cryptographic Item (CCI).  The use of a Cryptographic Ignition Key (CIK) is permitted.  The CIK function shall be configured such that it can either be used or be disabled.  The use or disabling of the CIK function shall be based on a physical mechanism contained within the Tamper boundary of the JTR Set.

b. The JTR Sets shall provide user authentication and access control as specified in the IASRD.

c. Remote control and processing for security functions shall use cryptographically based authentication as specified in the IASRD.

d. The password function shall provide selective access to JTR Set functions and data as specified in the IASRD.

e. It is an objective for the JTR Set to be handled as unclassified, non-CCI, material when the keys are zeroized.

3.15.6 Integrity Requirements

The JTR Sets shall provide software integrity functions for distribution, download, storage, and instantiation as specified in the IASRD.

3.15.7 Security Control Requirements

An operator shall be able to ascertain the classification level of each of the channels of the JTR set.

3.15.8 Computer Security

a. The JTRS shall comply with AR 380-19, AR 25-2, and attain DIACAP certification and accreditation IAW DoDI 8500.01.

b. The JTR System shall integrate the IA Controls in the appropriate LRUs. 

3.16 Environmental Conditions

3.16.1 Altitude

The JTR Set shall be capable of operation during exposure to altitudes of up to 15000 ft.  The JTR Set shall survive transport and storage in a military aircraft.

3.16.2 Temperature

a. The JTR Set shall operate in a wide range of environmental conditions.  Each JTR Set shall be guided by operational, storage, and transit specifications for the hot, basic, and cold climatic conditions IAW AR 70-38.  The minimum acceptable high temperature limit is 55°C with solar loading and -40°C for low temperature limit.
b. The JTR Set shall automatically shut down if operating temperature limits are exceeded.

c. The JTR Set shall provide a control option to override automatic temperature shutdown.

3.16.3 Humidity

The JTR Set shall operate with relative humidity from 5% to 95 % non-condensing and conditions of mist and fog.
3.16.4 Salt-fog

The JTR Set shall be resistant to the corrosive effects of salt-sea atmosphere.

3.16.5 Rain

The JTR Set shall be capable of operating in 1.8 inches of rain per hour and 40 mph wind for 40 minutes.

3.16.6 Sand and Dust

The JTR Set shall be not be damaged by exposure to fine dust particles, in wind speeds of 1,750 feet per minute and sand particles, in wind speeds of 5,700 feet per minute.

3.16.7 Explosive Atmosphere

The JTR Set shall not cause ignition of the ambient explosive-gaseous air mixture.

3.16.8 Vibration and Environmental Stress Screening (ESS)
The JTR Set shall, while on the move, survive vibration induced by vehicular transport (both tracked and wheeled) over all types of roads and cross country terrain and vibration associated with transportation.

3.16.9 Shock 

The JTR Set and individual items within the equipment shall survive shock associated with servicing and handling, and during ground, rail, sea and air transport. The equipment shall not break away when subjected to crash hazard conditions.

3.16.10 Ballistic Shock

The JTR Set shall survive shock associated with gunfire and direct and indirect fire experienced within an armor vehicle.
3.16.11 Immersion

The JTR Set shall survive environments that may be encountered when fording or when the JTR Set is immersed in water. 
3.16.12 Air Droppable

The JTR Set shall be air droppable.
3.16.13 Fungus

The JTR Set shall withstand, in both operating and non-operating conditions, exposure to fungus growth as encountered in tropical climates and not support fungal growth.

3.16.14 Electromagnetic Environmental Effects (E3) Survivability

3.16.14.1 High Altitude Electromagnetic Pulse (HEMP)

The JTR Set shall withstand the effects of HEMP in accordance with MIL-STD-2169 (SECRET). The JTR Set is not required to operate through the event.
3.16.14.2 Near Strike Lightening (NSL)

The JTR Set shall be able to perform all its mission essential communication functions following exposure to the NSL events.

	Near Strike Lightning

	Magnetic Field Rate of Change at 10m
	2.2E9 A/m/s

	Electric Field Rate of Change at 10m
	6.8E11 V/m/s

	Maximum Electric Field at 10m
	3.0E6 V/m


3.16.14.3 Electro Static Discharge

The JTR Set shall be safe for transportation, storage, handling and operation at the completion of personnel-borne ESD, MIL-STD 464.  See Table below for the Personnel-Borne ESD environment.

	Personnel-Borne ESD Environment

	Voltage (V)
	Capacitance (pF)
	Series Resistance (ohms)

	25,000 ( 500
	500 ( 5%
	500 ( 5%

	 25,000 ( 500
	500 ( 5%
	5000 ( 5%


3.16.14.4 Electromagnetic Radiation Hazards (EMRADHAZ)
a. The JTR Set shall not pose a hazard to personnel, fuels and ordnance from hazardous effects of electromagnetic radiation. 

b. Hazards of Electromagnetic Radiation to Ordnance (HERO). The JTR Set radiation shall not ignite or degrade electrically initiated devices (EID).

c. Hazards of Electromagnetic Radiation to Fuel (HERF). The JTR Set radiation shall not inadvertently ignite fuels.
d. Hazards of Electromagnetic Radiation to Personnel (HERP).  The JTR Set shall comply with DODI 6055.11 for an exposure of 1 mW/cm2 or 0.4 W/kg.
3.16.14.5 Directed Energy

It is an objective the JTR Set be protected from a directed energy threat.  It will be able to perform all its mission essential communication functions after being subjected to a RF Directed Energy Weapons [High Power Microwave (HPM) and Ultra Wideband (UWB)] event.  Table 1 and Table 2 define the HPM and UWB design levels for a one mile threat encounter that the JTRS set shall meet its performance requirements.  Table 3 and Table 4 define the HPM and UWB design levels, for a 500 yard threat encounter, that the JTR Set must survive and continue to function but does not have to operate through the event. The set must be able to completely recover within the times and sequences specified in para. 3.10 of a 500 yard RF DEW event.

· at 1mile (1600 meters) the system must operate before , during & after an encounter

· at 500 yards (458 meters) the system must not be damaged to but it must come up within 15 minutes after an encounter.


Table 1
HPM DESIGN LEVELS FOR A 1 MILE THREAT DISTANCE

	Frequency Range
	HPM Peak Level (V/m)
	
	HPM Average Level (V/m)

	200 MHz to 400 MHz
	760
	
	10

	400 MHz to 1 GHz
	1,200
	
	15

	1 GHz to 2 GHz
	3,400
	
	60

	2 GHz to 4 GHz
	2,400
	
	15

	4 GHz to 8 GHz
	5,300
	
	35

	8 GHz to 12 GHz
	7,600
	
	20

	18 GHz to 40 GHz
	7,600
	
	20


Table 2
UWB DESIGN LEVELS FOR A 1 MILE THREAT DISTANCE

	Frequency Range
	UWB Level 

 (V/m/MHz)

	30 MHz to 70 MHz
	80

	70 MHz to 200 MHz
	90

	200 MHz to 225 MHz
	110

	225 MHz to 400 MHz
	90

	400 MHz to 700 MHz
	70

	700 MHz to 790 MHz
	35

	790 MHz to 1 GHz
	30

	1 GHz to 1.5 GHz
	20

	1.5 GHz to 2. GHz
	10

	2. GHz to 2.7 GHz
	10

	2.7 GHz to 3.1 GHz
	10

	3.1 GHz to 3.6 GHz
	5

	3.6 GHz to 4 GHz
	5

	4 GHz to 5.4 GHz
	1

	5.4 GHz to 5.9 GHz
	1

	5.9 GHz to 6 GHz
	0


Table 3
HPM DESIGN LEVELS FOR A 500 YARD THREAT DISTANCE

	Frequency Range
	HPM Peak Level (V/m)
	
	HPM Average Level (V/m)

	200 MHz to 400 MHz
	10,000
	
	100

	400 MHz to 790 MHz
	15,000
	
	160

	790 MHz to 1 GHz
	1,200
	
	150

	1 GHz to 2 GHz
	42,800
	
	750

	2. GHz to 4 GHz
	30,300
	
	170

	4 GHz to 7.9 GHz
	66,300
	
	420

	7.9 GHz to 12 GHz
	95,800
	
	220

	18 GHz to 40 GHz
	95,800
	
	220


Table 4
UWB DESIGN LEVELS FOR A 500 YARD THREAT DISTANCE

	Frequency Range
	UWB Level 

(V/m/MHz)

	30 MHz to 70 MHz
	960

	70 MHz to 200 MHz
	1100

	200 MHz to 225 MHz
	1400

	225 MHz to 400 MHz
	540

	400 MHz to 700 MHz
	850

	700 MHz to 790 MHz
	430

	790 MHz to 1 GHz
	480

	1 GHz to 1.5 GHz
	270

	1.5 GHz to 2. GHz
	110

	2. GHz to 2.7 GHz
	100

	2.7 GHz to 3.1 GHz
	90

	3.1 GHz to 3.6 GHz
	80

	3.6 GHz to 4 GHz
	70

	4 GHz to 5.4 GHz
	60

	5.4 GHz to 5.9 GHz
	50

	5.9 GHz to 6 GHz
	40


3.16.15 Nuclear, Chemical and Biological (NBC)
a. The JTR Set shall be capable of being operated, maintained, and decontaminated in a NBC environment with personnel in full Mission Oriented Protective Posture IV (MOPP IV) protection gear. 
b. The JTR Set shall survive nuclear residual effects of radioactive contaminants, neutron induced gamma rays, and decontamination solvents in accordance with DA Approved NBC Contamination Survivability Criteria for Army Material, 21 Aug 1991.
3.17 Power Characteristics

3.17.1 Power Requirements 

a. The JTR Set shall utilize vehicular power to operate from a nominal 28 Volt DC power source.  The JTR Set shall comply with MIL-STD-1275. 
b. When interfacing with or disconnecting from power sources, the JTR Set shall be in accordance with NFPA 70-93, and UL 1950.
c. The JTR Set shall be protected from damage when connected to incorrect input power/voltage levels or polarity.

d. The JTR Set and each remotely located LRU and LRU mount shall be grounded to the platform. 
e. Each JTR Set shall incorporate power management to achieve maximum efficiency.

f. All devices that use battery power shall have an operational storage battery life of at least 5-years or have the capability to use rechargeable batteries in addition to non-rechargeable batteries. Battery selection shall be in accordance with the Army Policy on Selection/Approval of Portable Power Sources.
3.17.2 Power Consumption

a. The JTR Set including all ancillary couplers, amplifiers, and installation mounts peak power draw should provide best value, but shall not impact the waveform performance.

b. A configurable capability shall be provided to limit the peak and average power consumed by the JTR Set from the platform power source.

c. The power setting shall be in increments of 200 Watts starting from 500 Watts.
d. The LRU’s affected by the power control shall be limited to the RF power amplifiers.

e. The power limiting shall be designed for flexibility to enable the operator to prioritize affected LRU’s.

3.17.3 Loss of Power 

a. During the loss of prime power, the JTR Set shall retain all radio configuration and waveform parameters stored or in operation at the time.

b. After power restoration, the JTR Set shall perform Power-On Self Test and restore the Set to its operating configuration that was instantiated prior to the loss of power. 
3.18 Human-Machine Interface - Control/Display Device

The HMI shall comply with the applicable core and domain Human Computer Interface mandates of the DoD IT Standards Registry
3.18.1 JTR Set. 

a. Control of the JTR Set and operation of each channel shall be provided from an independently operated control/display device. It shall provide the control and display functionality for each JTR Set channel for which the JTR Set is configured.

b. The local control/display device shall be capable of operation up to 20 meters from the JTR

c. The control/display devices shall be capable to send and receive voice and data to/from channels that are operating at different classification levels.

d. Two discrete actions shall be required by the operator to prevent loss of critical data that could disable or severely disrupt the system/mission.
e. The control/display devices shall display all presets for each operational channel and the presets shall be organized by type.  The HMI shall highlight the active preset. 

f. The control/display devices shall display the operational status of each channel and it shall notify the operator when inoperable or degraded modes exist.

g. Non-collocated radio operators shall be capable of using the control/display devices for the same JTR Set, but not necessarily the same channels. 

h. The control/display devices shall support two independent voice capabilities plus data capabilities.

i. Each voice or data signal shall be capable of operating nonsecure or secure (classification levels). 

j. The control/display devices shall permit the operator or maintainer to execute commanded BIT and to observe system status indications and diagnostic results. All system failures, faults and critical advisories shall be presented immediately to the operator in clear and unambiguous terminology. 

m. It is an objective that the local control/display device, operating within or near the vehicle, derive its power from the same source as other JTR Set equipment.

k. The vehicular mounted control/display device shall be suitable for operation while the vehicle is on the move.  It shall be suitable for use at any location within the vehicle. 
3.18.2 Speaker

Each control/display device shall provide a speaker with volume control for operator selected voice signals.

3.18.3 External Host Control

a. It is an objective for an external host to control the JTR Set.

b. It is an objective for an external host to control the JTR Set and source traffic data.

c. It is an objective for an external host to control the JTR Set and source traffic data over a common port.
3.19 JTR Set Antennas

a. The JTR Set shall be able to operate with antennas that have nominal input impedance of 50 Ohms and a VSWR 3.0 or less for the frequency of operation above 30 MHz.
b. The antenna(s) shall be compatible with the standard 4-hole vehicular mount. CECOM Drawing A3207505 shall be used for the 4-hole dimensions and the dimensions of any physical container that may house antenna matching circuitry that will occupy the volume of the hole through the vehicle wall.

c. The antennas shall be capable of meeting the RF power requirements of legacy waveforms, Soldier Radio Waveform, and  the Wideband Network Waveform.

d. The antennas shall withstand the hazards of vehicle operation off improved roads, such as flexing, vibration, and striking overhead obstacles.

e. It is an objective that a tri-band antenna covering 30 - 88, 225 - 450, and 1200 - 2000 MHz is used. 

f. It is an objective that each antenna allow for multiple RF inputs to reduce the number of antennas.

3.19.1 Antenna Safety 

a. Antenna tips or other sharp rods shall have tip caps or other suitable design features (rounded to a minimum of 1.5” diameter) to minimize puncture hazards to eyes.

b. Antennas that can be mounted or used such that they can come in contact with overhead power lines shall be provided with isolating protection (blocking capacitor or dielectric material) rated for a minimum of 10,000 volts RMS.

3.20 Cosite Mitigation and Wideband RF Performance
a. It is an objective the inter-channel interference for vehicular JTR Sets mounted on their platforms, caused by coupling of RF signals through antennas or other external media, be minimized using external cosite mitigating devices beyond antenna separation and shielding of cables.

b. The use of additional cosite mitigation equipment such as switched antennas, multiplexers, filters and interference cancellation devices shall not be precluded in the design of the JTR Set.
c. For multiple channels on a single vehicle operating simultaneously, channel spacing of 10% or greater shall result in no more than 1.5 dB reduction in range. 
	Frequency Band
	Offset Frequency
	Desired CW Signal Level (dBm)
	Undesired CW Signal level (dBm)
	Desired Signal Bandwidth (kHz)
	Required C/N with Undesired Signal (dB)
	Minimum Hardware Bandwidth (kHz)

	225 to 450 MHz
	±1.8 MHz
	-93
	-57
	960
	11.9
	1200

	225 to 450 MHz
	±3.6 MHz
	-93
	-39
	960
	11.9
	1200

	225 to 450 MHz
	±4.5 MHz
	-89
	-53
	2400
	11.9
	3000

	225 to 450 MHz
	±9 MHz
	-89
	-35
	2400
	11.9
	3000

	The signal levels at the antenna input in the 225 to 450 MHz band

	Desensitization is defined as the degradation in the C/N below the values given in the table.


Table 3.20.1 WB RF Channel Port Desensitization Characteristics for 225-450 MHz frequency range

	Frequency Band
	Offset Frequency
	Desired CW Signal Level (dBm)
	Undesired CW Signal level (dBm)
	Desired Signal Bandwidth (kHz)
	Required C/N with Undesired Signal (dB)
	Minimum Hardware Bandwidth (kHz)

	450 to 2000MHz
	±1.8 MHz
	-98
	-62
	960
	12.5
	1200

	450 to 2000MHz
	±3.6 MHz
	-98
	-51
	960
	12.5
	1200

	450 to 2000MHz
	±4.5 MHz
	-94
	-58
	2400
	12.6
	3000

	450 to 2000MHz
	±9 MHz
	-94
	-47
	2400
	12.6
	3000

	450 to 2000MHz
	±7.5 MHz
	-92
	-56
	4000
	12.3
	5000

	450 to 2000MHz
	±15 MHz
	-92
	-45
	4000
	12.3
	5000

	450 to 2000MHz
	±15 MHz
	-89
	-53
	8000
	12.3
	10000

	450 to 2000MHz
	±30 MHz
	-89
	-42
	8000
	12.3
	10000

	450 to 2000MHz
	±30 MHz
	-86
	-50
	16000
	12.3
	20000

	450 to 2000MHz
	±60 MHz
	-86
	-39
	16000
	12.3
	20000

	450 to 2000MHz
	±45 MHz
	-84
	-48
	24000
	12.6
	30000

	450 to 2000MHz
	±90 MHz
	-84
	-37
	24000
	12.6
	30000

	The signal levels at the antenna input in the 450 to 2000 MHz band


Table 3.20.2 WB RF Channel Port Desensitization Characteristics for 450-2000 MHz frequency range
3.21 Maintainability 

a. The JTR Set shall support hardware maintenance and reconfiguration activities in a forward area maintenance environment. The maintenance concept for repair of failures shall be replacement of LRUs to restore the equipment to operational readiness.  LRUs shall be replaceable without cutting any wires or unsoldering any connections. No modifications to the ground vehicular structures shall be necessary to install, replace, or perform maintenance. 

b. The JTR Set shall be constructed to provide ease of maintenance, accessibility and replacement of all modules and parts.

c. The JTR Set shall have maintenance and test access capability that permits authorized personnel to troubleshoot the radio while installed on the platform. 

d. Similar units, such as assemblies, subassemblies, modules, and replaceable parts shall be physically and functionally interchangeable, without modification of such items or of the equipment.  Design and construction shall make it impossible to install equipment incorrectly, or to attach cables, electrical plugs, and any other such items in an improper manner. Reliance shall not be placed on any unspecified dimension, rating, characteristics, etc. 

e. The JTR Set's Mean Time to Repair (MTTR) shall not exceed 30 minutes and Maximum Time to Repair (Max TTR) shall not exceed 60 minutes.

f. It is an objective that the MTTR be 20 minutes or less.

g. The JTR Set shall have the capability to be reconfigured in an operational environment (on the platform) for hardware, software and firmware changes or upgrades.

(1). Changes shall have both data integrity and assured authentication.

(2). Changes shall be enabled over any network media to which the JTR Set is connected.

(3). The operator shall be alerted when any changes are made remotely. 
3.22 Reliability

Each channel of the JTR Set shall have a Mean Time Between Essential Function Failure (MTBEFF) of 477 hours. A failure is defined as any relevant Unscheduled Maintenance Action (UMA) required to restore the JTR Set channel to the required performance. Relevant failures include only those events charged as attributable to hardware, software, or failure of the diagnostic system.

3.23 Operational Availability

Each individual channel of the system shall have an operational availability of at least 96%.
3.24 Manpower and Personnel Integration (MANPRINT)

The JTR Set shall be safe and shall promote ease of operation and maintenance by designated military personnel. The JTR Set shall be designed to facilitate its use within the military's existing manpower, maintenance and training structure.  The JTR Set shall not cause unmanageable safety or health hazards nor have features or procedural requirements that degrade HMI and/or system performance, or which degrade soldier survivability.

3.24.1 Manpower

The JTR Set shall not cause an increase in the force structure.

3.24.2 Personnel

a. The JTR Set shall be operated and maintained by personnel assigned to the applicable platforms.

b. The JTR Set shall require no more personnel to operate and maintain than are currently assigned to the systems it replaces.

c. The JTR System shall not create new Military Occupational Series (MOS) or require new skill qualifiers.
3.24.3 Training

The JTR Set shall be designed so that formal operator training is minimized. The design shall allow a trained operator to load and reconfigure the system in the operational environment without the use of special tools or evacuating the platform to higher maintenance facilities.  At a minimum, prompting, cues, informative feedback and status, simple error-handling, and help functions shall be provided to reduce training time.
3.24.4 Human Engineering

The JTR Set shall be able to be operated and maintained safely, efficiently, and effectively under all anticipated operational conditions by designated personnel. This requirement applies to 5th-95th percentile male and female operators and maintainers wearing MOPP IV or cold weather gear. The JTR set design shall allow trained operators and maintainers to perform all critical tasks required to install, operate and maintain the JTR set correctly on the first attempt 90% of the time.
3.24.4.1 General

a. In order to prevent accidental actuation, at least two discrete actions shall be required by the operator to prevent loss of critical data that could disable or severely disrupt the system/mission.

b. Conspicuous placards shall be mounted adjacent to any equipment that presents a personnel hazard.

c. Captive fasteners shall be used where dropping or loss of such items could cause damage to equipment or create a difficult or hazardous removal problem. Captive fasteners shall be provided for access covers that require frequent removal.

d. The number and diversity of fasteners used shall be minimized. When more than one size or type fastener is used on the same equipment or cover, the fasteners/equipment/cover interface shall permit the maintainer to readily distinguish the intended location of each fastener.

e. Provisions to preclude improper mounting or installation of modules shall include: 

(1). Physical measures to preclude interchange of items of a same or similar form that are not in fact functionally interchangeable.

(2). Physical measures to preclude improper mounting of units or components.

(3). Measures to facilitate identification interchange of interchangeable items.

      (4). Measures (e.g., alignment pins) to facilitate proper mounting of items.

(5). Measures to insure that identification, orientation, and alignment provisions include cables and connectors.

f. Hinged access covers that are not completely removable shall be self-supporting in the open position.

g. All equipment that requires more than a one person lift shall be so labeled.

h. All removable or carried units designed to be removed and replaced shall be provided with handles or other suitable means for grasping, handling, and carrying (where appropriate, by gloved or mittened hand). Items requiring handling shall be provided with a minimum of two handles, or one handle and one grasp area. Items weighing less than 4.5 kg (10 lb.) whose form factor permits them to be handled easily may be exempt from this requirement. The location of handles or grasp points shall not interfere with installing, removing, operating, or maintaining the equipment.

i. Spacing between adjacent connectors or between a connector and any adjacent obstructions, shall be compatible with the size and shape of the plugs, and the type of clothing worn by the operator and maintainer, but shall not be less than 25 mm (1), except where connectors are to be sequentially removed and replaced and 25 mm (1) spacing clearance is provided in a swept area of at least 1.5( rad (270 degrees) around each connector at the start of its removal/replacement sequence. Spacing shall be measured from the outermost portion of the connector, i.e., from the backshell, strain relief clamp, dust cover, or EMI/RFI shield.

j. Connector covers shall be captive.

3.24.5 System Safety/Health Hazard

The equipment shall be designed so that under all conditions of normal use (installation, operation, maintenance) and under a likely fault condition (including human error), it protects against the risk of electric shock and other hazards. The safety and health hazards as stipulated in MIL-HDBK-454 shall be adhered to as a general rule.

3.24.5.1 Electrical Requirements

a. The equipment shall be designed IAW the applicable requirements of the National Electrical Code, NFPA 70-93 and UL 1950.

b. Operators shall not have access to components with voltages exceeding 30V.  The operator will not be exposed to stored energy shock at the disconnecting means IAW UL 1950, paragraph 2.1.10.

c. Protection will be provided to personnel during maintenance and repair to prevent unintentional contact with voltages exceeding 70V.  Current sources exceeding 25A shall be protected from accidental short circuiting.  Capacitors shall be discharged to less than 30V and 20J energy prior to maintainer access.  Voltage measurements required by maintainers shall not exceed 300V.  Circuits and components exceeding 500V shall be completely enclosed and interlocked (nonbypassable).  Where interlocks are used, they shall comply with UL 1950, paragraphs 2.8.3 - 2.8.5.

d. Two resistors in parallel shall be used where resistor networks discharge capacitors, or act as voltage dividers (between test point and ground).

e. Connector selection and design shall comply with the requirements of UL 1950, par 3.1.12, 3.2.1 and 4.3.17.

f. Equipment grounding shall comply with the requirements of NFPA 70-93, article 250, and the requirements of UL 1950, par 1.6.3 and section 2.5 for Class I equipment.  Hinges and slides shall not be relied upon as the sole means of grounding.

g. Equipment leakage current to ground shall not exceed 3.5 mA, when tested IAW ANSI C101.1.  Redundant equipment grounding conductors shall be required where currents exceed 3.5 mA as per government approval. 

h. Wiring shall comply with the requirements of UL 1950, paragraphs 3.1.1 - 3.1.3.  AC supply conductors shall be color coded black and white for line and neutral conductors, respectively.  Black, red, and blue shall be used to identify three phase line conductors.  DC supply conductors shall be color coded red and black for plus and minus polarity, respectively.

i. Electrical overload protection shall be IAW the paragraph on Class 1 Equipment in Requirement 8 of MIL-HDBK-454
3.24.5.2 Mechanical Safety

a. The equipment shall provide maximum safety to personnel during installation, operation, and maintenance.

b. Operator accessible parts shall comply with the temperature limits shown in UL 1950, Table 16, Part 2.

c. Equipment shall be designed so that it can be removed, handled, and lifted safely.

d. Equipment enclosures, switches, wiring, and the like which enclose hazardous voltages, shall have adequate mechanical strength to withstand rough handling during expected use.

e. Equipment power switches shall be protected so as to prevent accidental actuation, if such an action could pose a hazard to operators or maintainers.

f. Equipment shall additionally comply with the requirements of UL 1950, paragraphs 4.1.2 - 4.1.5. 

3.24.5.3 Safety Markings and Labels

a. Safety markings and labels shall be provided identifying any potential hazards to personnel.  Safety markings and labels shall comply with the requirements of ANSI Z535.4.  RF radiation hazards and voltages in excess of 70V shall use the signal word WARNING.  Voltages in excess of 500V shall use the signal word DANGER.  Safety labels complying with the requirements of UL 1950, paragraph 1.7.15 and/or UL 969 are acceptable.

b. Markings shall be readily visible.  They shall not be removed when a barrier or access door is opened/removed.

c. All safety hazards not eliminated through design shall be addressed in the appropriate technical manuals.  Information regarding hazard-avoiding procedures and safety warning labels on equipment shall be included in all manuals.  Maintenance technical manuals shall address replacement procedures for damaged or missing safety labels.

3.24.5.4 Microwave, Radio Frequency (RF) and X-Radiation Safety 

a. All equipment capable of emitting RF or microwave radiation shall be designed to prevent overexposure of personnel during operation and maintenance.  Personnel exposure to such radiation shall be limited to values listed in IEEE C95.1.  Microwave or RF radiation labels shall warn personnel of danger zones.

b. Shields or covers requiring removal during maintenance that may cause radiation overexposure shall be interlocked (nonbypassable). 

3.24.5.5 Chemical Safety

a. Hazardous materials that can be exposed to personnel (operator, maintenance, fabrication, etc.) or the environment shall be kept to an absolute minimum, consistent with operational requirements.  Non-toxic/environmentally acceptable substitutes shall be used whenever possible from a cost effectiveness and operational point of view.

b. Hazardous material exposure to personnel shall be controlled to levels below the OSHA Permissible Exposure Limits and the ACGIH Threshold Limit Values.

c. Use of radioactive material shall be kept to an absolute minimum.  Nonradioactive substitutes shall be used whenever possible.  Where substitution is not possible, the least hazardous type and form of radioisotope shall be chosen.

3.25 Workmanship

MIL-HDBK-454 shall be used as guidance for the fabrication of all hardware, electrical interconnections and internal wiring practices. 

3.26 Other Requirements

a. The JTR Set shall not affect the movement and weapons firing of platforms.

3.27 Markings and Nameplate Data

The JTR System hardware shall adhere to the marking, nameplate data, bar coding and labeling requirements cited below.

3.27.1 Nameplate Data

The JTR System components shall be marked with nameplate data conforming to figure 3.27.1 regardless of whether the data is applied directly to a surface of the article or by means of an attached label.  Marking of special characteristics shall be included.  Bar code marking is required.

3.27.2 Special Characteristics
 The following special characteristics are listed as a guide:

VOLTAGE:_______VOLTS AC;_______VOLTS DC;_______VAC;_______VDC.

CURRENT:_______AMP;_______A;_______mA.

FREQUENCY OF POWER:_______HZ;_______HERTZ;_______.

PHASE OF POWER (if more than one phase) :  2-PHASE; 3-PHASE.

FREQUENCY, RADIO:_______HZ;_______KHZ;_______MHZ.
3.27.3 Contractor and Government Entity (Cage) Code 

The Cage Code (previously known as “Federal Supply Code for Manufacturers”) used for identification of sources shall conform to H4/H8 - Commercial and Government Entity Cataloging Handbook.

3.27.4 Marking Battery Circuits

Units designed to operate from internal batteries shall be marked with the following, in convenient form for use by operating and maintenance personnel:

a. Battery type numbers.

b. Battery location and position.

c. Polarity.

d. Nominal voltage.

e. Interconnection between batteries, if two or more are used. 

f. Minimum acceptable voltage for equipment operation.

The markings shall be applied on or adjacent to the battery compartment or holder, and on adjacent to terminals, connectors, contacts, removable leads, etc., that are part of the battery circuit but not of the battery itself.  When necessary to provide such information in convenient form, a block or pictorial wiring diagram of the battery circuit and batteries shall be provided instead of, or in addition to the markings, and shall be located on or as close as practicable to the battery compartment.

3.27.5 Warning Label

Battery-powered equipment, with the exception of equipment requiring permanent battery installation, shall be labeled externally as follows:

WARNING
REMOVE BATTERIES BEFORE

SHIPMENT OR INACTIVE STORAGE
3.27.6 Fuse Ratings

When space is available, the current rating of each fuse shall be marked on or adjacent to the fuse holder.  Where slow-blowing type fuses are employed, the words “SLO-BLO” shall be marked in addition to the current rating.
3.27.7 Functional Marking
Connectors, keys, circuit breakers, jacks, switches, other controls and similar items shall be suitably designated by marking, adjacent to the item, on the surface upon which they are mounted.  The marking shall be such that the function of the item can be readily identified by the equipment operator.  Specific marking requirements are also included in Systems Safety Requirements, Para. 3.24.5.3 
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	1.  Configuration Item Identification (JTRS)

2.  Serial Number

3.  Bar Coded Serial Number (see figure 2)

4.  Contract number

5. Nomenclature (item name and type designation) if available

6.  Special characteristics (see paragraph 9.3)

7.  Design activity (CAGE code)

8.  Part or Identifying Number (PIN) if available
	9.  Bar coded PIN when NSN not available (see figure 2)

10.  Manufacturer identification (CAGE CODE)

11.  Bar coded manufacturer CAGE code (see figure 2)

12.  NSN if available

13.  Bar coded NSN (see figure 2) if available

14.  Controlled Crytographic Item(CCI)




NOTES:

1.  This example is given only as a guide and should not be considered a mandatory format.

2.  Bar code density will be 6.5 to 9.4 characters per inch, height shall be 0.125 inch minimum.

3.  Items 2, 8, 10 and 12 shall be used for Human Readable Interpretation (HRI) purposes for the associated bar code.

4.  Additional information as applicable may be integrated into the identification plate or may be applied adjacent to the major portion, whichever is most suitable.

5.  Permanent information including bar coding may be included on a plate separate from variable information plate.

Figure 3.27.1 Example of Identification Plate Marking


[image: image3.wmf] 

ABCDE123456

 

NAME

 

CONTR

 

12345

 

5950

-

01

-

234

-

1234

 

MFG BY

 

U. S. ARMY CECOM

 

1 2 3 4 5 6 7 8 9 10 11 12 13

 

*

 

*

 

SERIAL NUMBER

 

ABCDE12345

 

{

 

1 2 3 4 5 6 7

 

*

 

*

 

CAGE/NSCM

 

12345

 

{

 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

 

*

 

*

 

NATIONAL STOCK NO (PIN)

 

5950012341234

 

}

 

* 

 

START/STOP CHARACTERS

 

FIGURE

 

3.

2

7

.2  

 

   

Example of bar code marking for identification plate

 


4.0 Quality Assurance Provisions  

4.1 Responsibility for Compliance

Unless otherwise specified in the contract, the contractor is responsible for the performance of all inspections, analyses, demonstrations, and tests as specified herein. Except as otherwise specified in the contract, the contractor may use his own or any other facilities suitable for performance of the contract unless disapproved by the Government.  The Government reserves the right to perform any and/or all required compliances and/or witness testing as set forth in this specification where the Government deems such inspections necessary. The contractor test program is described below and the verification methods are specified in Table 4.1. Satisfactory completion and passing of the MNVR LRIP Qualification Testing (MLQT) are mandatory prerequisites for the delivery of MNVR JTR Sets for subsequent government testing.

a. Qualification Acceptance Testing (QAT)

4.2 Quality Conformance Verification

Each JTR Set performance and design requirements as specified in Section 3.0 shall be verified by the following methods:

Inspection (I):  The visual examination of documentations and etc.

Analysis (A):  The processing of accumulated data obtained from other methods.  Examples are reduction, interpretation, or extrapolation of test results.

Demonstration (D):  The operation of the equipment that relies on observable functional operation not requiring the use of instrumentation, special test equipment, or subsequent analysis.

Test (T):  The operation of the equipment using instrumentation or other special test equipment to collect data for later analysis.

These verification methods shall be performed as set forth in Table 4.1 Verification Cross Reference Matrix and in accordance with contractor prepared, government approved test plans and procedures. 

4.3 Environmental Testing

The environmental testing for the JTR Set is specified below:

4.3.1 Altitude (Low Pressure)

The requirements of paragraph 3.16.1 shall be tested IAW MIL-STD 810G, Test Method 500.4, Procedure I, II and III.
4.3.2 Temperature

4.3.2.1 Operating, Storage, and Transport (High and Low) and Solar Radiation
The requirements of paragraph 3.16.2.a with operating, storage, and transport shall be tested IAW MIL-STD-810G, Test Method 501.4, and Procedure II for High Temperature and IAW MIL-STD-810G, Test Method 502.4, Procedure II for Low Temperature.  The requirements of paragraph 3.16.2.a dealing with Solar Radiation shall be tested IAW MIL-STD-810G, Test Method 505.4, Procedure I.

4.3.2.2 Over TEMP protection.

The requirements of paragraph 3.16.2 d and e shall be tested with single high temp cycle with the temperature raised until the JTR Set automatically shutdown.
4.3.3 Humidity

The requirements of paragraph 3.16.3 shall be tested IAW MIL-STD-810G, Test Method 507.4

4.3.4 Salt Fog

The requirements of paragraph 3.16.4 shall be tested IAW MIL-STD-810G, Test Method 509.4.

4.3.5 Rain

The requirements of paragraph 3.16.5 shall be tested IAW MIL-STD-810G, Test Method 506.4, Procedure I and III. 

4.3.6 Sand and Dust

The requirements of paragraph 3.16.6 shall be tested IAW MIL-STD-810G, Test Method 510.4, Procedure I and II. 

4.3.7 Explosive Atmosphere

The requirements of paragraph 3.16.7 shall be tested IAW MIL-STD-810G, Test Method 511.4. Change Notice 1

4.3.8 Vibration and ESS Screening

4.3.8.1 Wheeled Vehicle configuration

The requirements of paragraph 3.16.8 tested IAW MIL-STD-810G, Test Method 514.5, Procedure I, Category 20

4.3.8.2 Tracked Vehicle configuration

The requirements of paragraph 3.16.8 shall be tested IAW MIL-STD-810G, Method 514.5, Procedure I, Category 20.

4.3.8.3 ESS

The ESS requirements of paragraph 3.16.8 tested IAW MIL-STD-810G, Test Method 514.5, Category 3.

4.3.9 Shock

The requirements of paragraph 3.16.9 shall be tested IAW MIL-STD-810G, Test Method 516.5, Procedures I (Functional Shock), Procedure V (Crash Hazard), and Procedure VI (Bench Handling).

4.3.10 Ballistic Shock

The requirements of paragraph 3.16.10 shall be meet by the JTR Set being subjected to a single 5’ blow using MIL-STD-810G, Test Method 522.4 Procedure III (MIL-S-901D).  
4.3.11 Immersion

The requirements of paragraph 3.16.11 shall be tested IAW MIL-STD-810G, Test Method 512.4, Procedure I.

4.3.12 Air Drop

The requirements of paragraph 3.16.12 shall be satisfied by meeting the shock requirements of paragraph 4.3.9 and 4.3.10.

4.3.13 Fungus

The JTR Sets shall meet the following requirement but does not have to operate during the condition.

The requirements of paragraph 3.16.13 shall be tested IAW MIL-STD-810G, Test Method 508.5.

4.3.14 Electromagnetic Environmental Effects (E3) Survivability

The JTR Sets shall meet the following requirements but does not have to operate during the condition.

4.3.14.1 High Altitude Electromagnetic Pulse (HEMP)

The requirements of paragraph 3.16.14.1 shall be tested IAW with MIL-STD-2169B (SECRET). 
4.3.14.2 Near Strike Lightening (NSL)

The requirements of paragraph 3.16.14.2 shall be tested IAW MIL-STD 464. 

4.3.14.3 Electro Static Discharge (ESD)

The requirements of paragraph 3.16.14.3 shall be tested IAW MIL-STD 464. 

4.3.14.4 Not used

4.3.14.5 Directed Energy

The requirements of paragraph 3.16.14.5 shall be tested IAW Tables 1 thru 4 within section 3.16.14.5.
4.3.15 Nuclear, Biological and Chemical
The JTR Sets shall meet the following requirement but does not have to operate during the condition.

The nuclear, biological and chemical analysis shall take into account guidance provided in the DA approved NBC CONTAMINATION SURVIVABILITY CRITERIA FOR ARMY MATERIEL.  The required level of demonstration during Qualification Acceptance Testing QAT shall be evaluated/determined based on the analysis.

4.4 Power Requirements

The requirements of 3.17.1 shall be verified by Test and Inspection to ensure that the JTR Set complies with MIL-STD-1275.

4.5 Maintainability

The Mean Time to Repair (MTTR) and Max Time To Repair (MaxTTR) requirements of 3.21 shall be verified by Maintainability Demonstration. The Maintainability Demonstration shall be conducted IAW Test Method 9, Appendix B of MIL-HDBK-470 with a minimum sample size of 30 tasks to be selected from a pool of 120 maintenance tasks proposed by contractor.
4.6 Reliability

The requirements of 3.22 shall be verified within the constraints of the Reliability Growth Plan and the SOW.

4.7 Qualification Testing
JTR Sets from each production lot shall be subjected to Group A Inspection, Group B Inspection, Group C (Environmental) Inspection and Group D (Reliability) Inspection.

Table 4.1 MNVR Verification
Cross Reference Matrix
	
	
	L2QT 

	3.1.2
	Hardware Architecture
	I

	3.1.3
	Interfaces
	I

	3.1.4
	Interoperability
	A,T,D

	3.2
	Waveforms
	T,D

	3.2.2
	Waveform Storage
	D

	3.2.3
	Waveform Selection
	T,D

	3.3
	Channels
	A,T,D

	3.3.1
	Channel Configuration
	T,D

	3.3.2
	Channel Operation
	T,D

	3.4
	Retransmission and Routing
	T,D

	3.5
	Network Management 
	T,D

	3.6
	GPS Receiver
	D

	3.6.1
	GPS Input and Output Signals
	D

	3.7
	Cold and Warm Start Operation
	T,D

	3.8
	Receiver/Transmitter Protection
	A

	3.9
	Power-On Self Test (POST)
	A

	3.9
	Built-in-Test/Equipment (BIT/BITE)
	A

	3.10
	Electromagnetic Interference & Compatibility
	A, T

	3.11.
	Physical Characteristics
	N/A

	3.11.1
	Size
	I

	3.11.2
	Colors and Finishes
	I

	3.13
	Radio Silence
	A,T,D

	3.14
	Lighting and Night Vision Goggles
	A, D

	3.15
	Information Security (INFOSEC)
	

	3.15.1
	Information Classification Level
	A, D

	3.15.1.c
	JTR be designed to meet the MLS for simultaneous processing or information and/or date on each channel from Unclassified to TS
	A, D*

	3.15.2
	Cryptographic Requirements
	A, D

	3.15.3
	Keying Requirements
	

	3.15.3.1
	Key Management
	A, D

	3.15.3.2
	Key Handling and Storage
	A, D

	3.15.3.3
	Key Retention
	A, D

	3.15.3.3.b
	Provide a means for extended key retention & other perishable parameters after loss of primary power for at least 144 hours
	A, D*

	3.15.3.4
	Zeroization
	A, D

	3.15.4.1
	Tamper
	A, T

	3.15.4.2
	Tempest
	A, T

	3.15.4.3
	Low Voltage Detection
	A, T

	3.15.5
	Identification, Authentication and Access Control Requirements
	A, D

	3.15.6
	Integrity Requirements
	A, D

	3.15.7
	Security Control Requirements
	

	3.15.7.1
	Local Control
	A, D

	3.15.7.2
	Remote Control
	A, D

	3.15.8
	Computer Security
	A, D

	3.16.1
	Altitude
	T

	3.16.2
	Temperature
	T

	3.16.3
	Humidity
	T

	3.16.4
	Salt-fog
	T

	3.16.5
	Rain
	T

	3.16.6
	Sand and Dust
	T

	3.16.7
	Explosive Atmosphere
	T

	3.16.8
	Vibration and ESS
	T

	3.16.9
	Shock
	T

	3.16.10
	Ballistic Shock
	T

	3.16.11
	Immersion
	T

	3.16.12
	Air-Drop
	T

	3.16.13
	Fungus
	T

	3.16.14.1
	High Altitude Electromagnetic Pulse (HEMP)
	A,T

	3.16.14.2
	Near Strike Lightening (NSL)
	A,T

	3.16.14.3
	Electro Static Discharge 
	A,T

	3.16.14.4
	Electro Magnetic Radiation Hazards
	A

	3.16.14.5
	Directed Energy
	A*,T*

	3.16.15
	Nuclear, Biological, Chemical
	A

	3.17.1
	Power Requirements
	T, A

	3.17.2
	Power Consumption
	T, A

	3.17.3
	Loss of Power
	T, A

	3.18
	Human-Machine Interface - Control/Display Device
	A

	3.18.1
	JTR Set
	T,D

	3.18.2
	Speaker
	D

	3.18.3
	External Host Control*
	T*,D*

	3.19
	 Radio Antennas
	A, T

	3.19.1
	Antenna Safety
	I

	3.20
	Cosite Mitigation
	A*

	3.21
	Maintainability
	A

	3.21.f
	MTTR be 20 minutes or less
	A*

	3.22
	Reliability
	A

	3.23
	Operational Availability
	A

	3.24
	Manpower and Personnel Integration (MANPRINT)
	I, A

	3.24.1
	Manpower
	N/A

	3.24.2
	Personnel
	N/A

	3.24.3
	Training
	N/A

	3.24.4
	Human Engineering
	A,D

	3.24.4.1
	General
	I, A

	3.24.5
	System Safety / Health Hazard
	I, A

	3.24.5.1
	Electrical Requirements
	I, A

	3.24.5.2
	Mechanical Safety
	I, A

	3.24.5.3
	Safety Marking and Labels
	I

	3.24.5.4
	Microwave, Radio Frequency (RF) and X-Radiation Safety
	I, A

	3.24.5.5
	Chemical Safety
	I, A

	3.25
	Workmanship
	I

	3.26.a
	MNVR operation will not affect platform movement or weapons firing
	D


I = Inspection, A = Analysis, D = Demonstration, T = Test, NR = Not Required, 

N/A = Not Applicable

* Will be executed if objective is exercised
5.0 Notes

5.1 JTR Set Platforms

The following are platforms that will have JTR Sets installed. 
M1068

 Abrams
 Bradley

 HMMWV
Stryker

MRAP/M-ATV

JLTV

Annex A VMF K05.1 Message Format and Processing

VMF K05.1 Message Format

MESSAGE NUMBER: K05.1 


SHORT TITLE: POSITION REPORT

MESSAGE TITLE: POSITION REPORT

MESSAGE PURPOSE: TO PROVIDE FRIENDLY UNIT LOCATION DATA.

INDEX 
DFI/DUI  DUI NAME

       BITS CAT GROUP CODE REPEAT CODE   REMARKS

1.1 

4045 
   001 GRI 


  1 
M


R1(64) 
GRI FOR R1.

1.2 

4004 
   012 URN 


  24 
M 


R1

1.3 

281 
   402 UNIT LATITUDE 
  25 
M 


R1

1.4 

282 
   402 UNIT LONGITUDE 
  26 
M


R1

1.5 

4119 
   002 LOCATION DERIVATION 4 
M 


R1

1.6 

4014 
   002 FPI 


   1 
M 


R1

1.6.1 
4119 
   005 LOCATION QUALITY    4
X


R1

1.7 

385 
   003 EXERCISE INDICATOR  1
M


R1

1.8 

4014 
   001 GPI 


   1
M 


R1 
      GPI FOR G1.COURSE/SPEED DATA.

1.8.1 
371 
   015 COURSE 

   9 
X 
G1 

R1

1.8.2 
367 
   403 UNIT SPEED, KPH 
  11
X 
G1 

R1

1.9 

4014 
   002 FPI 


   1 
M 


R1

1.9.1 
4130 
   001 ELEVATION, FEET 
  17 
X 


R1

1.10 

4014 
   002 FPI 


   1 
M 


R1

1.10.1 
365 
   033 ALTITUDE, 25 FT 
  13 
X 


R1

1.11 

4014 
   001 GPI 


   1 
M 


R1 

GPI FOR G2. IFF MODES.

1.11.1 
4014 
   002 FPI 


   1 
X 
G2 

R1

1.11.1.1 
293 
   003 MODE I CODE 
   5 

G2 

R1

1.11.2 
4014 
   002 FPI 


   1 
X 
G2 

R1

1.11.2.1 
294 
   002 MODE II CODE 
  12 

G2 

R1

1.11.3 
4014 
   002 FPI 

 
   1 
X 
G2 

R1

1.11.3.1 
295 
   002 MODE III CODE 
  12 

G2 

R1

1.12 

4014 
   001 GPI 


   1 
M 


R1 

GPI FOR G3. REPORT TIME.

1.12.1 
4019 
   001 DAY OF MONTH 
   5 
X 
G3 

R1

1.12.2 
792 
   001 HOUR 

   5 
X 
G3 

R1

1.12.3 
797 
   004 MINUTE 

   6 
X 
G3 

R1

1.12.4 
380 
   001 SECOND 

   6 
X 
G3 

R1

1.13 

275 
   001 ORIGINATOR

   2 
M 


R1

ENVIRONMENT (ENV)

1.14 

4014 
001 GPI 


   1 
M 


R1 

GPI FOR G4. POINT OR TRACK

SPECIFIC TYPE.

1.14.1 
4014 
002 FPI 

         1
X 
G4 

R1

1.14.1.1 
804 
001 AIR SPECIFIC TYPE 
  12 

G4 

R1

1.14.2 
4014 
   002 FPI 


  

1 
X 
G4 

R1

1.14.2.1 
808 
   001 SURFACE SPECIFIC
 

12 

G4 

R1

 TYPE

1.14.3 
4014 
   002 FPI 




1 
X 
G4 

R1

1.14.3.1 
809 
   001 SUBSURFACE



12 

G4 

R1

 SPECIFIC TYPE

1.14.4 
4014 
   002 FPI 




1 
X 
G4 

R1

1.14.4.1 
810 
   001 LAND (GROUND)SPECIFIC TYPE
12 

G4

R1

K05.1 Message Processing

TITLE 

POSITION REPORT

Cases and Conditions.

1. Cases.

2. Conditions.

2.1

IF FPI FOR ELEVATION, FEET [4130/001] IS SPECIFIED "1" (PRESENT)

THEN FPI FOR ALTITUDE, 25 FT [365/033] IS SPECIFIED "0" (NOT PRESENT)

ENDIF

2.2

IF FPI FOR ALTITUDE, 25 FT [365/033] IS SPECIFIED "1" (PRESENT)

THEN FPI FOR ELEVATION, FEET [4130/001] IS SPECIFIED "0" (NOT PRESENT)

ENDIF

2.3

IF GPI FOR G1 IS SPECIFIED "1" (PRESENT)

THEN GPI FOR G3 IS SPECIFIED "1" (PRESENT)

ENDIF

2.4

IF ORIGINATOR ENVIRONMENT (ENV) [275/001] IS SPECIFIED "0" (SURFACE)

THEN FPI FOR AIR SPECIFIC TYPE [804/001] IS SPECIFIED "0" (NOT PRESENT)

AND FPI FOR SUBSURFACE SPECIFIC TYPE [809/001] IS SPECIFIED "0" (NOT PRESENT)

AND FPI FOR LAND (GROUND) SPECIFIC TYPE [810/001] IS SPECIFIED "0" (NOT

PRESENT)

ENDIF

2.5

IF ORIGINATOR ENVIRONMENT (ENV) [275/001] IS SPECIFIED "1" (SUBSURFACE)

THEN FPI FOR AIR SPECIFIC TYPE [804/001] IS SPECIFIED "0" (NOT PRESENT)

AND FPI FOR SURFACE SPECIFIC TYPE [808/001] IS SPECIFIED "0" (NOT PRESENT)

AND FPI FOR LAND (GROUND) SPECIFIC TYPE [810/001] IS SPECIFIED "0" (NOT

PRESENT)

ENDIF

2.6

IF ORIGINATOR ENVIRONMENT (ENV) [275/001] IS SPECIFIED "2" (LAND)

THEN FPI FOR AIR SPECIFIC TYPE [804/001] IS SPECIFIED "0" (NOT PRESENT)

AND FPI FOR SURFACE SPECIFIC TYPE [808/001] IS SPECIFIED "0" (NOT PRESENT)

AND FPI FOR SUBSURFACE SPECIFIC TYPE [809/001] IS SPECIFIED "0" (NOT PRESENT)

ENDIF

2.7

IF ORIGINATOR ENVIRONMENT (ENV) [275/001] IS SPECIFIED "3" (AIR)

THEN FPI FOR SURFACE SPECIFIC TYPE [808/001] IS SPECIFIED "0" (NOT PRESENT)

AND FPI FOR SUBSURFACE SPECIFIC TYPE [809/001] IS SPECIFIED "0" (NOT PRESENT)

AND FPI FOR LAND (GROUND) SPECIFIC TYPE [810/001] IS SPECIFIED "0" (NOT

PRESENT)

ENDIF

3. Defaults.

4. Service Restrictions.

5. Expected Responses.

6. Special Considerations.

6.1

If GPI for G3, Time Data, is specified "0" (NOT PRESENT), then the valid time

of the position data is assumed to be the time of transmission of the message,

except as modified by operational requirements.

6.2

VMF units reporting their own position, or that of subordinate units, shall

use latitude/longitude (LAT/LONG) coordinates in accordance with the WGS-84

datum. Elevation, or altitude information shall be provided whenever it is

available.

7. Case Level Minimum Implementation (MIN IMP).

Implementation of this message for transmission or reception requires the

implementation of no cases. Field level MIN IMP is applicable as defined in

the category column on the message description. MIN IMP for VMF syntax fields

is defined in paragraph 5.4.7 of Section 5. 
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FIGURE 3.27.2  







   Example of bar code marking for identification plate
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