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EXECUTIVE SUMMARY

In 1999, Commander, Space and Naval Warfare Systems Command recognized that varying
forms of installation processes with inconsistent results were being utilized during the
installation of SPAWAR systems at Naval shore facilities. To standardize procedures utilized by
SPAWAR field activities, the SPAWAR Shore Installation Process Handbook (SIPH) was
developed to document an optimized process based upon decades of installation experience and
lessons learned. The goal of the SIPH was to document a repeatable process that provides
guaranteed successful results that minimize cost, improve performance, and improve customer
satisfaction. The results of SPAWAR shore installations performed since the implementation of
the original SIPH in 1999 have demonstrated that this goal has been on the whole achieved.

In June 2003, version 2.0 of the SIPH was published to incorporate lessons learned during the
prior three years as the process matured. In April 2007, version 2.1 was released to update
Sections 1, 2, 3, and 9 and associated appendixes. In September 2007, version 2.2 was rel eased
to update Sections 4, 5, and 6 and all associated appendixes. Version 3.0 updates Sections 7 and
8 and adds a new Section 10 on tailoring the process. Version 3.0 also contains other changes
and improvements resulting from policy changes and Lean Six Sigmainitiatives. Version 3.0
reflects the most up-to-date lessons learned, process improvements, and organizational changes.

The SIPH is an unclassified publication that provides a comprehensive reference that details the
elements of the Shore Installation Process to be used by SPAWAR Headquarters and al field
activities when installing electronic systems at a Naval shore facility. This handbook not only
details the process to be followed, but also includes examples of documentation to be utilized so
that the content and format of the installation documentation delivered to customers by
SPAWAR activities will be consistent and complete.

The Shore Installation Process requires customer involvement and concurrence early in the
installation cycle and is oriented toward continuous customer involvement and satisfaction. To
aid in the successful completion of each step in the process, checklists are provided.
Organizational relationships, roles and responsibilities, and methodology to ensure that actions
and information are provided to and through the appropriate level for management oversight are
also included.
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PREFACE

The Shore Installation Process Handbook is designed as a comprehensive reference providing
guidance and direction concerning processes to be followed for installation of C41SR systems
and other electronic systems at shore facilities. SPAWARINST 4720.1 establishesthis
handbook as the primary reference to be used by al SPAWAR personnel and subordinate
commands for al installations at shore facilities.

Throughout this publication, references to other publicationsimply the effective edition.

Report any missing pages to the SPAWAR 4.2 Installation Competency office.

ORDERING DATA
Order anew publication or change, as appropriate, directly from SPAWAR 4.2.
Requests for changes to the distribution and allowances lists (to add or delete your command

from the distribution list or to modify the number of copies that you receive) must be made to
SPAWAR 4.2.

RECOMMENDED CHANGES
Recommended changes to this publication may be submitted at any time and should include the
following information:

Version number of the Shore Installation Process Handbook.

L ocation of recommended change: page, paragraph, line, and figure number.
Type of change: add/delete/modify, text/figure.

> 0w NP

Exact change recommendation. Give verbatim text changes. If afigureisto be added,
supply arough sketch or identify the source of the new figure. If afigureisto be
changed, include a marked up copy of the existing figure.

5. Rational€e/justification for the proposed change.

All recommendations should be submitted to:

Space and Naval Warfare Systems Command, Code 4.2
4301 Pacific Highway
San Diego, CA 92110-3127
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INTRODUCTION

Background

The basis for modern Production Management theory states that to be successful, an
organization must recognize that process control of an established process provides
repeatable and desirable results. This handbook documents the optimized and repeatable
Shore Installation Process (SIP) that is based upon decades of installation experience and
lessons learned. This repeatable process provides guaranteed successful results that
minimize cost, improve performance, and improve customer satisfaction. This processis
used by Space and Naval Warfare Systems Command (SPAWAR), Program Executive
Offices (PEOs), subordinate Commands, and contractors regardless of funding source
when installing Command, Control, Communications, Computers, Intelligence,
Surveillance, and Reconnaissance (C4ISR) systems and other electronic systems at shore
facilities. Thishandbook wasinitially published in September 1999. Version 2.0 was
published in June 2003. Version 3.0 isintended to provide a general update and to
incorporate additional lessons learned, process improvements, and organizational
changes.

Handbook Structure

The basic Shore Installation Process is shown in Figure 1-1. The basic process consists
of requirements definition, planning, design, pre-production preparations, installation,
and operational turnover. Installation projects will normally use these basic 6 steps with
varying degrees of complexity. Each of these 6 stepsis explained in detail in Sections 3
through 8.

e Work Plan Development and Tasking (Section 3).
e |nstalation Planning (Section 4).

e [nstallation Design (Section 5).

e Pre-Installation Tasks (Section 6).

e [nstallation Performance (Section 7).

e System Turnover to the Customer (Section 8).

Section 2 describes activities that are usually performed by a Program Office in preparing
aprogram requirement for the installation process. If the sponsoring activity is not a
Program Office then those preparations will either be the responsibility of the sponsoring
activity or of the installation activity. If the activitiesidentified in Section 2 are not
completed by the sponsoring activity, the installation will become more costly, and the
probability that difficulties will arise during the installation phase and the probability of
customer dissatisfaction will both increase. If installation activities require clarification
of installation standards, contact SPAWAR 4.2.
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The structure of Sections 2 through 8 isidentical in that:

e Each section contains a“block diagram flow chart” similar to Figure 1-1 that
pictorially documents the major elements of the process detailed in that section;

e The details within the section expound upon each block in the diagram,

e Major “products’ of the block diagram are shown above and below the block in
which they occur;

e Theend of each section refers to a checklist contained in Appendix A of this
handbook. The checklist provides an aid for the process user to double check that all
relevant elements of that section have been completed. Completion of the checklist
for that section is the last major block on each section’s “block diagram flow chart”;

e Each step of the processis a precursor for the step that follows. However, in many
instances parallel activities do occur; and

o Detailed templates or samples of documentation required to support the major
products in each section of the process are included as appendixes to the handbook.

Section 9 provides additional requirements for integration of C4I1SR systems with
Military Construction (MILCONS) projects and for other large or specia interest
projects. Section 10 provides guidance on how to tailor the six step process and
deliverables for special requirements.

Milestones

The Shore Installation Process is designed to be “event” rather than “ schedule” driven
and different installation projects can be, and often are, accomplished over very different
timelines. However, since the Navy’s budgets are based on annual appropriations, a
notional schedule (list of timeline milestones) based upon fiscal realities and comptroller
benchmarksis outlined in Table 1-1. The more challenging projects may need design
and production activities separated into multiple fiscal year tasks. Each task must result
in entirely completed deliverables. The Installation Management Activity (IMA) and the
Installation Manager (IM) play akey role in these activities. See Sections 1.4.2 and 1.4.3.

e The process depicted in Figure 1-1 notionally begins in December with
identifying Fielding Plan requirements for the following fiscal year (FY+1) Work
Plan (WP). The Work Plan lists all installations with proposed schedule dates,
equipment availability, mission critical dates if applicable, and programmed costs.
See Appendix A checklist for adetailed listing of required information.

e Planned installation projects for FY +1 should be fully described and provided to
the Installation Activity (IA) no later than May for scheduling and cost estimating
activities. The |A estimates and prepares an initial schedule for each project
taking into consideration all available scheduling data including customer
blackout dates resulting from operational/exercise commitments. When possible,
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installations are planned, estimated, and executed in a consolidated fashion with
other installations. For details on 1A responsibilities see Section 1.4.4.

The cost estimates and initial schedules for the FY +1 installations are normally
completed by the IA within 60 days (by July). Thisinformation is used to finalize
work requirements with the budget for the coming year. Subsequent revisions to
the Work Plan should be estimated and scheduled by the A within 30 days.

All issues related to work scope or cost estimates are resolved by August.

An approved Work Plan along with Funding Documentsis provided to the A at
the beginning of each fiscal year. Thisgivesthe |A the entire fiscal year for
execution.

To meet comptroller benchmarks, all onsite installation work is to be started no
later than 30 December of the following fiscal year. Funds are to be expended by
30 March.

Table 1-1. Shore Installation Timeline Milestones

Dec IMA starts identifying Fielding Plan requirements for the following Fiscal Year (FY+1) Work

Plan

=  Assess availability of equipment

= Consider Mission Critical Dates and related Afloat requirements

=  Assign preliminary installation dates

=  Look for opportunities for integration

=  Ensure that installation scope is fully defined
May Provide planned installation projects for the following FY to the IA for cost estimates.
Jul IA submits cost estimates and initial schedules for the FY+1 proposed installation projects.
Aug IMA resolves all cost estimate or work scope issues for the following Fiscal Year (FY+1)
Sep IMA provides an approved Work Plan to the IA and initiates Funding Document preparations.
Oct IMA funds installations for the new fiscal year and IA commences installation planning.
Dec IA has at least started all onsite production work for the prior year Work Plan.

IMA starts identifying requirements for the next Fiscal Year (FY+1).
Mar IA has expended or returned all funds associated with the prior year Work Plan.

Another timeline, primarily used in planning afloat installations, is one that is keyed to
availability or in the case of shore installations, an installation start date. This approach is
not as useful or reliable for shore installations, because unlike ships and submarines,
shore facilities are not usually tied to availabilities. However, for those who desire a
notional timeline keyed to an installation start date, Figure 1-2 is provided. This*I
minus’ timelineis only intended as an aid for early planning and should not be
considered absolute as installations differ vastly in complexity and maturity. The Shore
Installation Process is designed for early and continuous customer involvement aiming
for excellence in customer satisfaction.
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For SPAWAR and related PEO Installations:
e The Installation Activity is normally the SSC
Installation Management Office (IMO); and
e The TSA is normally the associated Program Office
e Installation Managers are appointed by the IMA.

Figure 1-3. Organizational Relationships
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Organizational Structure and Relationships

The following paragraphs define generic roles that are used by the Shore Installation
Process. While many generic roles are described, not al roles are necessarily employed
for each installation, and some roles can be conducted by the same individuals. Figure 1-
3 outlines the basic organizational framework and relationships between the
organizations and roles described below. Solid lines indicate a directive relationship
and/or the direction of information flow. Dashed linesindicate an advisory, customer
relations, or reporting relationship. Arrows indicate the direction of these relationships.
Program requirements for C41SR Installations are normally tasked by the Office of Chief
of Naval Operations (OPNAV) to Program Managers. Program Managers develop and
field systems to meet these requirements. The majority of C41SR, Information
Technology (IT), and Space related installations are under the auspices of Program
Executive Office (PEO) C4l, PEO EIS, and PEO Space. A SPAWAR Systems Center
(SSC) normally acts asthe A for these organizations. Commander, Navy Installations
Command (CNIC) and Naval Facilities Engineering Command (NAV FAC) organizations
are primarily involved with those installations requiring construction activities. The key
interface roles within the organizational structure that support the installation process are
defined below. The Regiona Shore Installation Manager (RSIM) is the primary point of
contact between the sponsoring activity, the installing activity and the site receiving
installations within the region. The Project Engineer and On Site Government
Representative (OSGR) work directly with the installation site.

Program Manager. The Program Manager is the designated individual with
responsibility and authority to accomplish program objectives for devel opment,
production, and sustainment to meet the user’ s operational needs. The Program Manager
is accountable for credible cost, schedule, and performance. The Program Manager shall
ensure that all members of their Program Office are aware of and comply with Navy
policies and required processes including the Shore Installation Process, the Fleet
Readiness Certification Board (FRCB) requirement, and the requirement to coordinate all
site visits with the RSIM.

I nstallation Management Activity (IMA). The IMA isnormally part of the organization
that sponsorsthe installation. The IMA isusually a Systems Command (SY SCOM) or
Echelon 11 component organization. For PEO C4l, for example, PMW 790 has been
appointed asthe IMA. For PEO EIS, the IMA resides within the PEO staff. The IMA
develops regional installation strategies and provides integrated solutions through the
development and management of comprehensive work packages.

Installation Manager (IM). The IMA will appoint IMsto oversee shore installations
within ageographical area. Team SPAWAR shore installations are divided into three
Areas of Responsibility (AOR); Atlantic (LANT), Pacific (PAC), and European and
Southwest Asia Central Command (EURCENT). The IMs, previously referred to as Area
Installation Managers (AIMs), will oversee all shore installations, associated processes,
and process elements that apply to their area of responsibility. IMswill:
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e Act astheliaison between the IMA and the Installation Activities (I1A);

e Track theinstallation Plan of Action and Milestones (POA& M) to successful
completion;

e Track and coordinate the resolution of all installation-related issues;

e Anayze Work Plans to manage costs and to identify efficiencies and scheduling
issues;
e Facilitate review and endorsement of Base Electronic System Engineering Plans

(BESEPS);Interface with Fleet Commanders and other customers to identify and
resolve scheduling issues to make best use of available resources,

e Bean authoritative source on the:

—  SPAWAR Shore Installation Process as outlined in the SPAWAR Shore
Installation Process Handbook;

— Installation standards and experiences leading to successful performance of
shore installations; and

— Application of sound program or project management processes such as
developing a Work Breakdown Structure (WBS), performing critical path
analysis, establishing risk management, using Project Controls (e.g. Earned
Vaue Management (EVM) to manage performance and cost, applying system
engineering, supporting logistics and configuration management, and
enforcing statutory and regulatory defense contract management requirements.

e Provide IMA supervision and leadership in maintaining an effective shore installation
program; and

e Fully understand the roles and responsibilities of Contracting Officer Representative
(COR).

Installation Activity (IA). The Installation Activity is the organization responsible for
conducting the installation at a designated site. The Installation Activity isusualy a
Field Support Activity or Echelon 111 component organization. For example,
COMSPAWAR has directed that the Commanding Officers of SPAWAR Systems Center
(SSC) Pacific and Atlantic to centralize the planning and execution of all installations
through Installation Management Offices (IMOs) as the only authorized | As regardless of
source of funding or sponsor for SPAWAR executed installations. The lA’sIMO shall
assign the Project Engineer (PE) and other appropriate staff and levels of expertise
required to support the installation. The size and complexity of the installation
determines what personnel arerequired. A PE will be assigned to each installation or
consolidated group of installations. Other personnel may also be assigned if necessary
such as a Subject Matter Expert (SME), an On-Site Government Representative (OSGR)
and assistant project engineers. In many installations the PE will also function as the
SME and the OSGR.
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For magjor installations such as, Military Construction (MILCON) Projects and other large
installations, the 1A will assign a Project Manager who will coordinate and manage the
activities of several Project Engineers (PES) and all system installations. The Project
Manager is held accountable by chain of command to support the IMO’ s management
authority and for following the Shore Installation Process as defined in this handbook.
Often these large projects are funded from multiple resource sponsors, have multiple
mission sponsors, and have senior level specia interest. SYSCOM management support
may be necessary and may be assigned to support Echelon 111 project execution from
initiation (i.e. NAVFAC initial DD1391 planning) through all phases of the MILCON
C4I Integration Process (See Section 9) resulting in Full Operational Capability (FOC).
The assigned SY SCOM management works with the Echelon 11 IMO and assigned
Project Manager to oversee project milestones events and support required coordination
with the customer’ s senior |eadership. Responsibilities of the IA include:

e |dentifying /reviewing opportunities for consolidation or integration;

e Ensuring that all cost estimates correctly provide for al applicable SIPH deliverables
and required approvals,

e Maintaining financial accountability and appropriate controls;

e Ensuring assigned project engineers employ sound project management processes and
prepare weekly Situation Reports (SITREPS) in accordance with Appendix B;

e Reviewing and submitting installation cost estimates, BESEPs, POA& Ms, and actual
Costs,

e Electronic submission of the Shore Installation Process products to the SY SCOM
designated install ation database and repository when each deliverable is completed,
e.g. cost estimates, spend plans, POA& Ms, Site Survey reports, BESEPS, Installation
Design Plans (IDP), Signed SOV Ts, As-built drawings, and actual costs. For
SPAWAR, the designated installation database and repository is SPAWAR and PEO
Installation Date Environment and Repository (SPIDER);

e Maintaining a Time Line Summary (TLS) depicting schedule and progress for all
installations listed on the Work Plan;

e Liaison between IMA, IM, and Regional Shore Installation Managers (RSIM);

e Designation of the installation team responsible for performing the installation. Key
members of the Installation Team will normally consist of the PE, On Site
Government Representative (OSGR), Quality Assurance Evaluator (QAE), and Lead
Installer (generally a contractor). The PE will determine the appropriate staff and
level of expertise required to support the installation. The size and complexity of the
installation determines what trade specific installation personnel are required. An
Installation Team can be assigned to an individual installation or consolidated group
of installations. Other personnel may also be assigned if necessary;

10
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e Ensuring that all site visitsincluding In-Service Engineering Agent (ISEA), Subject
Matter Experts (SMEs), Fleet Support Engineering Team (FSET), and Project
Engineer (PE) visits to plan future or perform ongoing installation efforts are
coordinated through the assigned RSIM prior to conducting site visits, site surveys,
on-site production, and post installation requirements; and

e Contracting for installation services through approved vendors. For contracted
installations, the |A ensures that appropriate government oversight is available to
validate the quality of al specified vendor C4l deliverables, the installation, and the
assurance of customer acceptance.

1.45 Regional ShoreInstallation Manager (RSIM). The Regional Shore Installation
Manager (RSIM) is responsible for a defined region within a geographical area. For
SPAWAR, each AOR (PAC, LANT, and EURCENT) is broken down into regions and
each region is assigned a SPAWAR RSIM. Appendix AD provides the SPAWAR
regional breakdown. Other SY SCOMs may select a different geographical breakdown,
but the intent isthat the | A coordinate all their shore installations through RSIMs. Each
SPAWAR RSIM oversees all SPAWAR installations within their region, acting as an
ambassador for the IMA and |A as well as single point of contact for the customer to
resolve all installation issues within a given region. The RSIM provides liaison between
the customer, the IMA, and the Installation Activities conducting the installations. The
RSIM isresponsible for the quality, schedule, and cost of SPAWAR shore installations
within his or her region. ThelA isresponsible for appointing RSIMs based upon
gualification standards that are defined in Appendix C1. The RSIM and their assistants
will:

e Bethesingle point of customer contact for all installation issuesin their region;

e Overseeadl SPAWAR installations at Naval Shore Sites and Activities within their
Region, including exempt, non-exempt, and other-command-funded tasks;

e Act asaliaison between customer, IMA/Sponsor and Installation Activities (1A);

e Ensureinstalations and associated documentation are in compliance with the
SPAWAR Shore Installation Process Handbook;

e Ensurethat al installation data and products that result from the installation process
are uploaded in their native electronic form in the designated SY SCOM repositories,

e Ensure Quality, Schedule and Cost of shore installations within their Region;
e Bethe stakeholder in the development of installation consolidation/integration plans;
e Coordinate the resolution of installation related issues,

e Prepare Weekly Activity Report (WAR) summarizing installation, Command/Site
issues and concerns warranting being raised to the IM;

e Ensureall installations have FRCB approval in accordance with
NAVNETWARCOMINST 12271.1 “Policy and Procedures For The Fleet Readiness

11
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Certification Board (FRCB) Process’. Report all violationsto the A, IM, and
SPAWARSY SCOM 4.2;

Report all Shore Installation Process violationsto the A, IM, and for SPAWAR
executed installations to SPAWARSY SCOM 4.2,

Report all instances warranting stop work action to the IA, IM, and
SPAWARSY SCOM 4.2. Thisreport should identify what corrective actions are
required, and project when affected installations will be able to proceed.

Coordinate POA&Mswith the |A, IMA, and the customer;

Track installations through to task completion;

Participate in the Installation In-Brief and Out-Brief whenever feasible;
| dentify, document, and disseminate lessons learned to IA/IMA;

Be an authoritative source on the:

—  SPAWAR Shore Installation Process as outlined in the SPAWAR Shore
Installation Process Handbook;

— Installation standards and experiences leading to successful performance of
shore installations; and

— Application of sound program or project management processes such as
developing a Work Breakdown Structure (WBS), performing critical path
analysis, establishing risk management, using Project Control (EVM or other)
to manage performance and cost, applying system engineering, supporting
logistics and configuration management, and enforcing statutory and
regulatory defense contract management requirements.

Assist with education and training of PES concerning shore installation processes,
procedures, and tools;

Ensure Situation Reports (SITREPSs) are promptly submitted for every installation in
the form provided in Appendix B; and

Fully understand the roles and responsibilities of a Contracting Officer’s
Representative (COR).

Project Manager. For major installations such as Military Construction (MILCON)
projects and other large, multi-system, multi-sponsor installations, the A will usually
have both an IMO and a project lead code assigned for project end-to-end planning,
design, integration and implementation. In these cases, the IMO and lead code designated
Project Manager will work in concert to ensure project planning milestones and

install ations are executed in accordance with this document. The IMO will have
cognizance over all installation aspects of the project including installation planning,
design, production, testing, and customer turnover; while, the Project Manager is
responsible to ensure al integrated project planning milestones are met from project
conception through to project Final Operating Capability (FOC). Project Managers

12



Section 1 — Introduction Shore Installation Process Handbook

147

Version 3.0

manage and coordinate the activities of many Project Engineers. Project Managers are
senior, highly experienced, qualified project engineers with extensive project
management experience that are recognized as expertsin all aspects of the Shore
Installation Process. They are entrusted with special interest or high value projects. See
Section 9, MILITARY CONSTRUCTION (MILCON) AND OTHER LARGE
PROJECTS for more details. The Project Manager will:

o Apply the SPAWAR Shore Installation Process and applicable installation standards
and be exceptionally knowledgeable with the processes and milestone deliverables
called out in Section 9;

e Supervise and coordinate the activities of many Project Engineers as an integrated or
consolidated effort;

e |Implement and maintain a Project Control, Earned V alue Management System
(EVMYS) or equivalent, that manages and forecasts cost and schedule performance, a
detailed Work Breakdown Structure (WBS), project critical path, risk management,
engineering milestone reviews, and configuration management; and

e Fully understand the roles and responsibilities of a COR.

Project Engineer (PE). ThelA isresponsible for appointing PEs based upon
qualification standards that are defined in Appendix C2. The PE isresponsible for the
overall cost, schedule, and quality management of assigned installations. The Project
Engineer represents the |A and is responsible for various planning and coordinating tasks
described in Sections 3 through 8. When no other On-Site Government Representative
(OSGR) is assigned, the PE will also function in the OSGR role. The PE will submit
weekly Situation Reports (SITREP) as outlined in Section 7 and in the format provided in
Appendix B or the command sponsored electronic media (e.g. database, virtua network,
etc.) format so long as the same information is provided. PE will:

e Follow the SPAWAR Shore Installation Process and applicable install ation standards
to all installations assigned;

e Prepare Cost Estimates in abasic Work Breakdown Structure (WBS) in accordance
with Appendix G that regardless of sponsor or funding source take all applicable
Shore Installation Process deliverables into consideration. (Note: All SPAWAR
System Center estimates for any type of installation work regardless of sponsor or
funding source shall be reviewed by the IMO prior to forwarding);

e Prepare Spend Plans, POA&Ms, and all other installation products that are part of the
Shore Installation Process;

e |Implement and maintain a project critical path, and risk management approach;

e Takeresponsihility for the quality of all aspects of the installation process including
the safety of personnel conducting the installation;

13
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e Provide RSIMs with advance copies of all installation deliverables, e.g. BESEPs,
IDPs, SOVTs, In-Briefs, etc, for review before they are turned over to the customer;

e Upload al SIPH deliverables (in/out briefs, site survey report, BESEP, IDP, signed
SOVT, As-builts, etc) that result from the installation process in their native
electronic format to the designated repository; and

e Fully understand the roles and responsibilities of a COR.

1.4.8 Assistant Project Engineer. The Assistant Project Engineer is described as a Project

149

Engineer In Training (Apprentice). While performing the duties of an Assistant Project
Engineer, the person in this position should obtain knowledge and experience in meeting
PE qualification standards defined in Appendix C2 aswell asin:

e Basic project management concepts such as coordination of daily meetings, project
planning and execution tracking (cost, scheduling and performance), and contract
implementation and management;

¢ SPAWAR Installation Process as outlined in the SPAWAR Shore Install ation Process
Handbook; and

e Defense contract management or acting as a Contracting Officer’ s Representative
(COR).

On-Site Government Representative (OSGR). The OSGR is the person assigned by the
|A to be the on-site coordinator for the installation. If no Project Engineer is assigned,
the OSGR assumes the role of the PE. For larger, more complex installations, one or
more OSGRs may be assigned to support the PE and/or the implementation Project
Manager. The OSGR will act as the intermediary between installers (contractors or
government), the customer, and the PE. It is preferred for the OSGR to also be a
designated Contracting Officer’s Technical Representative (COTR) or atechnical
authority for the work to be performed by the contractor. Sections 6 through 8 describe
the activities performed by this person in greater detail. The OSGR should:

e Beableto apply the SPAWAR Shore Installation Process and applicable installation
standardsto all installations assigned,

e Understand the scope of the contracted installation services and deliverablesto be
made to the government and report any discrepancies or readiness i ssues;

e Validate that a Base Electronic Systems Engineering Plan (BESEP), Installation
Design Plan (IDP), and FRCB approval is obtained before on-site production
commences,

e Inform the site of team composition, arrival time, and specific purpose;

o Coordinate with the site regarding site personnel required to operate and maintain the
new system, their availability to participate in the System Operational Verification
Test (SOVT) and to receive On-The-Job Training (OJT);

14
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e Befamiliar with the Navy’s safety policies (see Appendix AC) and ensure that the
installation is conducted in a safe manner;

e Participate and coordinate in-brief and out-brief meetings with site personnel as well
as status meetings as frequently as daily or as requested by the site;

e Ensurethat frequency approval has been granted prior to activating any emitters;
e Coordinate outage and cutover requirements with all affected site personnel;

o Coordinate with the site for Public Works services, scaffolding, crane and/or rigging
services as necessary to complete the installation;

e Coordinate with the site to verify availability of connectivity and testing support; to
locate and stage installation materials; to obtain keys, badges, and escorts (if required)
to gain access to the installation area; and to obtain COM SEC and keying material for
the installation from the CM S custodian;

e Ensurethat weekly input to the SITREP is provided,;

e Ensure OJT is provided to site personnel and that the names of al personnel trained
are recorded in the Installation Completion Report (ICR) (see Appendix W);

e Ensure system documentation is delivered to the site via DD-1149 or letter of
transmittal including accreditation, logistics, operations, maintenance, and
configuration management documents;

e Conduct periodic inspections/surveillance of the installation and coordinate correction
of deficiencies and ensure reporting of all unresolved deficienciesin the SOVT;

e Provide adraft Completion Message to the site during the Out-brief;
e Coordinate disposition and disposal of residual equipment and material;

e Review IDPs, redlines, and As-builts to confirm pre and post installation
configuration;

e Ensurethat copies of all completed documentation, e.g., signed SOVT, are provided
to PE for upload to the shore repository;

e Solicit feedback (positive and negative) from the customer and report any feedback to
thelA, RSIM, and IMA to improve future installation efforts; and

e Beknowledgeable in management of DoD contracts and fully understand the roles
and responsibilities of a COR in order to help prevent unauthorized commitment of
government funds.

When addressing the concept of the OSGR, the PE must use a “Reasonable Man”
approach. In other words, the PE must think through the assignment of a specific OSGR
for each installation in a manner that makes sense to a reasonable person. The PE should
never ask the customer to be the OSGR. The |A, not the customer, is responsible for the
|A contractor’ s work performance. Some options to consider are:
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e |f severd instalations are being performed in the same area within reasonable
commuting distance, a PE could assigh one OSGR to be responsible for severa
installations as long as the Customer’ s needs for support and communication are met
and the PE maintains control and accountability for the quality of the work conducted
on adaily basis and for compliance with SIPH processes and standards.

e |f aninstallation isagreat distance away such asin aforeign country, it could be
prudent from a cost perspective to request assistance from other government
personnel that the |A may have in the area to act as the OSGR.

Lead Installer. The Lead Installer isresponsible for the hands-on management and
oversight of the installation and is usually the individual that is continuously conducting
theinstallation. The Lead Installer will coordinate installation matters with the IA,
OSGR, customer representative(s), and others as discussed during the Site Survey and
production in-briefs. The Lead Installer could be a government employee in an all
government team, but may also be a contractor. When the Lead Installer is a government
employee, he or she may take on the roles performed by the OSGR. Sections 6 through 8
contain more detailed descriptions of some of the Lead Installer’s duties.

Quality Assurance Evaluator (QAE). The QAE isassigned by the A and isa person
that has Quality Assurance (QA) training and an extensive background in the
methodology of QA asit pertains to quality surveillance (quality assurance and control)
of aninstalation. The size and complexity of the installation determines what and how
much QA isrequired. Inall cases, a QAE must meet the qualification standards defined
for PEsin Appendix C2. Theseindividuals shall ensure that all components of the
Statement Of Work (SOW) and SIPH deliverables are verified and validated.
Responsibilities of the QAE include:

e Assisting the lA in Installation Planning (Section 4) especialy in the areas of
Contract/Delivery/Task Orders development and review asit pertains to federal, state,
host nations, and local directives/regulations for the site in which the installation isto
be completed;

e Preparing Installation Management Surveillance Plans (IM SPs) based on Definable
Features Of Work (DFOW) for the type system being installed as detailed within the
contract, delivery, or task order and the System Installation Design Plan (IDP)
Drawings,

e Reviewing the Lead Installer’s Quality Control Plan to verify that items such as
names, qualifications, duties & responsibilities, work item procedures,
documentation, and Quality Control (QC) will be accomplished and advise the IA of
its acceptability;

e Monitoring quality system usage, safety (OSHA/DQOD), security violations, and
installation practices (workmanship) and reporting those findings to the |A;
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e Conducting site visits to perform Spot Checks and evaluate the process and
performance methods to provide the |A with datato assist in Contractor Performance
Assessment Reporting System (CPARS) inputs;

e Preparing summary QA reports and submitting them to the |A members; and

e Assisting in preparation of technical research, when required, or as a situation may
dictate or warrant.

1.4.12 Subject Matter Expert (SME). A SME isatechnical person with detailed system or
equipment knowledge or installation design standards knowledge. Programs, vendors, or
engineering activities may provide these experts.

1.4.13 Training Agent (TA). For training installations, thisis the office, bureau, command, or
headquarters that exercises command of, and provides support to the Navy’ s formalized
training effort.

1.4.14 Training Support Agent (TSA). For training installations, thisis the office, bureau,
command or headquarters that is responsible for supporting the Training Agent. Thisis
usually the program office. The TSA may provide material and other forms of support
within the cognizance of the office, bureau, or command involved. The TSA provides
theinitial training for the equipment/system until the Training Agent can obtain the
capability for training.

15  Special Caselnstallations

The process and deliverables described in Sections 2 through 8 of this Handbook are
intended for the typical installation task that includes all elements of hardware and
software installations to deploy afully functional system. There are some special cases
where not al process elements of the SPAWAR Shore Installation Process (SIPH) may
apply or may be simplified such as:

e Software only installations/upgrades;
e Mail out installations/upgrades;

e Engineering Changes,

e Temporary installations;

e Instalation design only tasks; and

e Extraordinarily smpleinstallations.

The Shore Installation Process is scalable. Understanding the purpose of specific
processes and resulting deliverables is essential to understanding the extent of tailoring
that would be appropriate while still satisfying the requirement or intended purpose. A
new Section 10 isincluded in Version 3.0 of the SIPH to help the PE with correctly
tailoring processes and deliverables to best fit the needs of the specific project.
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Conclusion

A tenet of the Shore Installation Processis that customer involvement early and
continuously throughout the process results in improved customer satisfaction. Another
tenet is that adherence to comprehensive, standardized, and mature processes leads to
repeatable quality and cost effective results. The Shore Installation Process Handbook
provides the standardized guidance and process for all shore system installations.
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CRITERIA FOR INPUT INTO THE INSTALLATION PROCESS

General

The Program Manager is responsible for meeting Program and Milestone Decision
Authority mandatory requirements as outlined in the Defense Acquisition System
(DODD 5000.1) and as implemented by DODI 5000.2. Thisdirective and instruction
provides guidance on all aspects of successfully developing, testing, acquiring, installing,
and supporting defense technology projects and acquisition programs. Each Program
Manager of acquisition programs or of defense technology projects must ensure that
required elements identified in DODD 5000.1 and DODI 5000.2 have been completed
prior to starting the installation process. The installation processisinitiated by promoting
an installation requirement from the Program Manager’s Fielding Plan to the IMA’s
Work Plan for a specific fiscal year. The Program Manager conducts “ Advance
Planning” activities that produce the Government Furnished Information (GFI) and
Government Furnished Material (GFM) required by the IMA and the IA to successfully
plan, design, and complete the installations. This applies to both temporary installations;
such as exercise support, concept demonstration, developmental testing, and operational
test and evaluation; and permanent installations. This section describes the minimum
criteriathat the IMA shall consider before authorizing installations for inclusion on the
Work Plan. The Program Manager should complete programmatic activities and
documentation required to successfully complete aMilestone “C” Milestone Decision
Authority (MDA) review for Acquisition Category (ACAT) I-1V and Abbreviated
Acquisition Program (AAP) programs. For technology projects, the Program Manager
shall conduct equivalent activities that are necessary in support of the installation process.
Temporary installations need to be self sufficient and tailored to meet the intentions of
each installation and they shall not remain in place longer than one year or one
deployment cycle, whichever is shortest.

The major activities discussed in this section are funding, design, testing, Fielding Plan
and Work Scope development, cost estimating, Certification and Accreditation (C&A),
spectrum certification, Electromagnetic Environmental Effects (E3) consideration,
logistics support development, and Fleet Readiness Certification Board (FRCB)
submission. The outputs of these activities are system standard drawings also referred to
as Installation Requirements Drawings (IRDs), testing certification documentation,
Fielding Plans, Work Scopes, Program Manager’s cost estimates for installation,
implementation strategies, cutover strategies, standard system System Operational
Verification Test (SOVT) plans, logistic supportability plans, Type Accreditation
documentation, and Spectrum Certification. While the activities and products described
in this section are usually completed by a Program Office, those installations not
sponsored by a Program Office must still meet statutory and regulatory requirements
discussed in this section. Other activities and products are also enablers for beginning the
installation process. Missing enablers, such as IRDs or System SOV TS, may increase
cost, risk, and/or cause delaysto the installation project. The process flow diagram
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shown in Figure 2-1 depicts the activities discussed in this section and the major outputs.
Figure 2-1 is notional and the steps depicted in the process may often occur concurrently.

2.1.1 Thereare conditions/activities that may affect the timely and cost effective execution of a
C4ISR installation of which the Program Manager must be cognizant. Some of these
conditions are controllable and some are beyond the control of the Program Manager.

2.1.1.1 Program Manager Controllable Conditions. Some conditions or activities that are
usually within the control of the Program Manager and yet have frequently caused
installation delays are:

Complete Work Scope;

Delivery of funding and equipment;

Delivery of system design drawings (IRDs) and logistics support materials; and
System or Type accreditation.

When a Program Manager provides tasking to an |A, the Work Scope must be clear and
contain all elements of the Installation that are required of the IA. The Work Scope must
communicate al of the technical and programmatic information to include any mission
critical dates. Incomplete Work Scope could result in lower quality cost estimates and
installations, missed schedules, and/or unmet expectations. Appendix D contains the
Work Scope template and instructions.

The Program Manager should ensure that the 1A receives funding in time to support the
|A contractual and planning activities as stated within the project Plan of Actions and
Milestones (POA&M). Insufficient funding or late funding affects the |A’s ability to
plan and conduct the installation in atimely and cost effective manner. The same
condition or guidance appliesto delivery of the installation equipment to the I[A. ThelA
must schedul e the installation based on several factors; one key factor is equipment
availability. The Program Manager should provide equipment delivery estimatesin the
Work Plan that are as accurate as possible. Only the |A can determineif an installation
schedule is feasible, when equipment delivery will not occur within 120 days prior to the
on-site installation.

System design drawings, e.g., IRDs, are critical to the installation design process.

Quality and timely system design drawings improve configuration management, optimize
cost, enable logistics planning, and will significantly reduce installation risk. For these
reasons, a new standard for system design drawings that are input to both shore and afloat
installation processes was defined by aLean Six Sigmateam. The IRD has replaced
standard plan drawings and is defined by SPAWARINST 4720.5. The IRD packageis
needed by the |A very early in the process to prepare a cost estimate and the Installation
Design Plan (IDP). For installation requirements not sponsored by a Program Office and
where the system design drawings do not exist, the PE needs to gather and develop the
equivalent design information to develop the IDP.

Non-availability of System or Type Accreditation is one of the most common causes of
installation delay. Program Managers need to be very proactive in ensuring that the
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security accreditation is completed at least 90 days prior to the on-site installation to
allow for FRCB processing/review and NETWARCOM approval.

2.1.1.2 External Activity Controllable Conditions. There are known and unknown conditions
that may impact installation planning and execution. For example, C4ISR installations
conducted in foreign countries may require special approvals before installations can
proceed. Thelocal base or RSIM can provide guidance in these areas. Some of these
unique planning considerations may include:

Host Nation Approval (HNA);

Mixed Commission (Italy Only);

Requirements of the Office of Defense Cooperation (ODC) (Spain and Italy);
Electromagnetic Environmental Effects (E3) requirementsin foreign countries;
Status Of Forces Agreements (SOFA); and

Specia facility or site approval requirements.

Because the site at which a C41SR systemis planned for installation isin aforeign
country, the Program Manager must remember that while it may be aUS or Allied base,
the US does not necessarily control what can be installed, modified, or removed. Inthose
cases, aHNA may berequired. The site can assist in coordinating the HNA approval, but
the installation activity must provide all the system technical data as well as provide an
E3 study.

After World War 11, the Italian government and North Atlantic Treaty Organization
(NATO) allies established a regulatory commission in Italy to facilitate the installation of
systems at NATO/US bases. In recent years, the Mixed Commission approval has
become a requirement for many C4I SR systems, especially systems with Radio
Frequency emitters. The Program Manager will most likely experience a one-year delay
in the installation process in order to obtain a Mixed Commission approval for
installationsin Italy.

While US Government personnel (military and civilian) can easily gain accessto US or
NATO basesin Spain, the Spanish Government requires special approval for US
contractors. A request for accessto aUS or NATO base by US contractors must be
submitted to the Office of Defense Cooperation in Madrid certifying that the contractors
have sufficient liability insurance with a Spanish insurance company or with an insurance
company recognized in Spain.

Foreign regulatory bodies may need proof of E3 analysis and safety in the unit of
measurement used in the country in which the C4ISR systemisbeing installed. The
Italian Mixed Commission requires that all E3 studies be conducted and submitted in
reference to the current applicable Italian Environmental/Electromagnetic Safety
regulations.
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2.3

The United States has SOFA treaty agreements with some of the countriesin which there
are US bases that dictate what can and cannot be done within the country by US forces or
personnel. Some of the agreements may limit or affect the ability of a PE or US
contractor to complete a C4lSR installation.

Special facility or site approval is sometimes required when installations on Navy
controlled property have the potential to affect the safety of people, impact the
environment, are in an airport runway flight path, or involve designated historical
buildings.

Funding

The Program Manager is responsible for ensuring that adequate funding is in place to
support the planned temporary or permanent installation of the system in order to achieve
task completion. Funding isallocated to support al program activities required to meet
installation benchmarks. The IMA should become an integral part of implementation
planning and fielding plan development and budget discussions in direct support of the
Program Manager. Installations should be transferred from the fielding plan to the Work
Plan only if the funding isidentified and available. Unfunded installations should not be
added to the approved Work Plan. The IMA isresponsible for reconciling the aggregate
costs for installations included on the Work Plan with the amount of funding required to
support the cost of the installations. Non Program Office sponsors are responsible to
ensure funding is available to correctly plan, design, install, test, and document the
installation in accordance with the Shore Installation Process.

The Program Manager obtains the installation funding through utilization of the Planning,
Programming, and Budgeting System (PPBS). The PPBSis an iterative planning and
control process that sets forth, in terms of dollars, the validated requirements for all
Department of Defense (DOD) programs. It isimperative that the IA provide actual costs
for completed installations to the Program Manager as feedback into the programming
process for the out year budgets to meet future shore installation requirements. Cost
estimates are refined and become more definitive and accurate each year as the
installation moves from the implementation plan, to the fielding plan, and finally to the
work plan. The Program Manager must ensure that the Program Objective Memorandum
(POM) includes al costs for the IMA and | A to accomplish the installations.

For SPAWAR executed installation activities, Program Office funding documents that
include a shore installation component shall be forwarded to a SPAWAR IMO for
acceptance. Sponsoring activities are encouraged to engage the SPAWAR installation
competency via IMOs and not forward installation related funding documents directly to
SPAWAR technical codes. This policy isintended to promote process consistency,
orderly implementation of product delivery, and quality assurance.

Design

The Program Manager is directly responsible for finalizing all aspects of the system
design in accordance with SPAWARINST 5400.3. Development of approved IRDsisa
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part of the Program Managers normal acquisition and project development process.

Core and as-required information is contained in the IRD as described in enclosure (3) of
SPAWARINST 4720.5. Appendix AC of the Shore Installation Process Handbook
contains information about important installation standards and requirements that the
Program Manager’ s system devel oper may also need to consider. The level of detail in
the IRD will depend upon the complexity of the system. The system design as
documented by the IRD ensures the system is designed to meet TEMPEST requirements.

IRDs are used to complement the scope of work for obtaining detailed installation cost
estimates. The IRD also provides a baseline configuration in support of conducting asite
survey and significantly reduces the time required to devel op site-specific drawings.
Some of the benefits derived are:

(@ Consistency of installations across the naval shore infrastructure;

(b) Standardization of equipment and spare parts support;

(c) Standardization of design of cable plant interfaces;

(d) Reductionin training of personnel asthey rotate from site to site; and
(e) Reduction intime for IDP development.

Testing

For permanent installations, preference is for developmental and operational testing to
have been completed before entry into the installation process. When thisis not practical,
operational risk should be reduced through extensive laboratory and on-site testing of the
first operational site. In those cases where anew system “touches’” an existing Defense
Information Systems Agency (DISA) system, additional DISA approval and testing may
also be required. The Program Manager’ s full testing philosophy and plan islaid out in
the Test and Evaluation Master Plan (TEMP) document.

Temporary installation requirements shall appear in the Work Plan to support the various
phases of development to include concept demonstrations, exercises, developmental,
integration, information assurance, interoperability, DISA testing, and operational test
and evaluation testing of hardware/software. Temporary installations may require
additional test documentation for Limited Objective Evaluation (LOE). Usually, the
primary purpose for atemporary installation is to conduct testing to gather results about
the performance of a new system or capability. Therefore, temporary installations may
require additional testing documentation other than what is contained in a normal System
Operational Verification Test (SOVT) plan.

| nteroperability and Regression Testing. The Program Manager is responsible for
performing installation interoperability and regression testing to ensure that the system
being fielded will operate with existing systems with which it will interface. All C4ISR
systems that have potential to operate with other agency systems require Joint
Interoperability Test Command (JTC) certification
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Installation Testing Criteria. The Program Manager is responsible for developing a
System Operational and Verification Test (SOVT) document and any other test
acceptance criteriarequired by the IA. SPAWARINST 3084.1 provides requirements for
format, content, and approval of SOV T documents.

Navy Network Policy Requirements. If required, the Program Manager will ensure that
the system is evaluated against existing (or proposed) Fleet firewall and Navy Marine
Corps Intranet (NMCI) policies to ensure compliance.

Fielding Plan Development

Program Managers develop Fielding Plans to prepare their programs for implementation.
For PEO C4l, shore platform integration Program Manager, PMW 790, was established
to assist the acquisition Program Manager and the technology Program Manager in
developing product Fielding Plan(s). Advance Fielding Plans focus on the long-range
aspects of the program to include budgeting in accordance with capability requirements
documentation and support of milestone B and C MDA decision pointsif applicable.
The Program Manager should ensure that Fielding Plans include:

e A comprehensive Work Scope that clearly details the proposed installation effort
and identifies the sites, special requirements/risks, and required installation dates.
The Work Scope shall be provided to the IMA and IA for use during cost
estimating. Work Scope guidance is provided in Appendix D;

e Requirements prioritization, equipment delivery dates, and funding availability.
All equipment delivery dates should be approximately 120 days in advance of the
proposed installation dates;

e Technica Training Equipment (TTE) installations. OPNAVINST 1500.76A
requires the Program Manager to complete install ations and upgrades at training
activities prior to Fleet installations. The Fleet needs qualified
operators/maintainers for new and changed systems. The Program Manager is
required to ensure that an interim training solution isin place, such as vendor
training, until the permanent training system can be provided.;

e |A Accreditation, JTC Certification, and other approvals, as appropriate 90 days
before start of on-site production;

e AnImplementation Strategy that details the deployment sequence for the
system(s) to be fielded;

e Notional power, space, and Heating, Ventilation, and Air Conditioning (HVAC)
requirements;

e A Risk Management Plan that lists potential installation and operational risks that
have been identified as part of aformal system risk evaluation. The Risk
Management Plan will detail the Implementation and Cut-Over Strategies and
other actions or procedures that the Program Manager will employ to manage the
identified risks. See Appendix E for an example of a Risk Management Plan.
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Additional information on Risk Management is contained in the DOD
publication, “Risk Management Guide for DOD Acquisition”. This document
was explicitly developed to assist DOD and contractor Program Managers,
program offices and Integrated Product Teams (IPTs) in effectively managing
program risks; and

e A Cut-Over Strategy that describes the installation procedure approach to be used.
The four possible situations that will define the Cut-Over Strategy are:

— “Hot Cut-Over” - A new system will be replacing an existing system that will
remain in operation until the new systemis activated. A complete
new/additional system is normally required for thistype of cut-over. A “Hot
Cut-Over” requiresthe | A to develop a site-specific cut-over plan that
transitions the customer/user from the existing system to the new system
without the customer’ s/'user’ s operational capability being impacted. The site-
specific cut-over plan requires early customer notification and coordination;

— “Cold Cut-Over” — An existing system will be deactivated and possibly
removed before the new system isinstalled or activated. This also could apply
when a system is deactivated and moved from one location to another. During
this type of cut-over, the customer/user loses operational capability until the
newly installed or moved system is activated;

- “Warm Cut-Over” — A hybrid Hot/Cold Cut-Over is feasible, because the
equipment may be relocated or upgraded in phases or another command may
assume the “guard” for a coordinated period of time. The customer/user
transition to the new, updated, and/or moved system is done in such a manner
that is transparent and seamless to the customer/user. In thistype of cut-over,
the customer/user does not |ose operational capability; and

— No Cut-Over Required - This occurs when the system being installed provides
anew or expanded capability for the site. In this case, no system/capability is
deactivated, de-installed, or moved.

In summary, the major outputs of the Fielding Plan are Scope of Work, Requirements
Prioritization, Technical Training Equipment, Information Assurance and Certifications,
Implementation Strategy, Cut-Over Strategy, and Risk Management Plan.

MILCON projects are generally long term efforts and require special attention and effort;
often for aperiod of six to eight years. The challenge isto provide flexible and accurate
Fielding Plans and the funding for installations associated with MILCON projects.
Extensive interaction between the multiple acquisition Program Managers, the
implementation Project Manager, CNI, NAVFAC, OPNAYV and the customer is required
to develop awell thought-out program plan that includes funding requirements for all
aspects of the C4ISR integration. Section 9 provides details on activities that support
integration planning.
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I nformation Assurance, Certification and Accreditation (C&A)

All DoD Information Systems (1S) that store or process unclassified or classified
information that is acquired, operated, or sustained require security Information
Assurance (1A) Certification and Accreditation (C&A). DoD IS are organized and
managed in the |A categories, Automated Information System (AlS) applications,
enclaves (which includes networks), outsourced | T-based processes, and platform I T
interconnections. Thisincludes the development of a new Automated Information System
(AIS) or the incorporation of AlS into the existing infrastructure, prototypes,
reconfigurations, or upgrades to existing systems and legacy systems. Certification and
Accreditation of AlS are met by completion of the documentation required for the
appropriate phase of development. The Operational Designated Approval Authority
(ODAA) will issue aletter stating a security Authority To Operate (ATO), Interim
Authority To Operate (IATO), or Interim Authority To Test (IATT) has been granted. In
the case of an IATO, the ODAA has accepted the risk and established conditions that
must be satisfied before an ATO isgranted. An IATT is granted by the ODAA to deploy
the system to an operational environment with the sole purpose of conducting tests. The
IATT isauthorized for a specified period of time in order to complete the tests. A Navy
ODAA |A accreditation decision is required in addition to other service/agency's
IATO/ATO for any installation interfacing with Navy networks.

Specia Security Officer (SSO) Navy isthe DAA for SCI systems. SSO Navy issues an
IATT to alow testing SCI systemsin an operational environment. For an SCI system to
receive an ATO from SSO Navy, the Trusted Agent conducts security testing on the
system and reports the results prior to SSO Navy DAA adjudication. Recently, the SSO
Navy DAA changed theterm IATO to an "ATO with POA&M." SSO Navy issues 30,
60, or 180 days deadlines on an ATO with POA&M to allow corrections to be made.
SSO Navy tracks and follows compliance before issuance of an ATO. SSO Navy issues
an ATO when the testing is completed without Category 1 findings and limited Category
2 findings, based on certain criteria of the specific system.

Department of Navy (DON) Chief Information Office (CIO) Memo 01-09 dated 30 Jan
2009 was issued to ensure that Platform Information Technology (PIT) systems have
appropriate | A capabilities embedded within the system and the | A objectives are
documented and validated. A PIT is not subject to the lA C&A process; although,
Platform IT is subject to the |A policies. All PIT Information Systems (1S) must have
their 1A controls documented and validated prior to operation and/or deployment and a
PIT ATO/IATO/IATT must be received from the appropriately designated PIT DAA.
Legacy and deployed PIT IS, which at the time of the policy issuance have a Navy
ODAA/Marine Corps Enterprise Network (MCEN) DAA PIT designation letter, are
required to obtain a PIT authorization to operate (ATO) within 24 months of policy
issuance.

The following are key governing documents:

e CJCSI 6510.01E, Information Assurance (IA) and Computer Network Defense
(CND) of 15 August 2007;
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e DoDI 8510.01, DoD Information Assurance Certification and Accreditation
Process (DIACAP) of 28 November 2007;

e DoDD 8500.01E, Information Assurance (IA) of 24 October 2002; and
e DoDI 8500.2, Information Assurance (I1A) Implementation of 6 February 2002.

Development Phase. During development of any AIS system, or
upgrade/reconfiguration to an existing legacy system, the Program Manager is
responsible for obtaining aformal Type Accreditation. Type Accreditation provides
approval for the operation of an information system that will be installed at multiple
locations within the same type of computing environment. Typically, Type Accreditation
is devel oped and implemented under the support of a program office at an organization,
such as SPAWAR, Naval Air Systems Command (NAVAIR), or Naval Sea Systems
Command (NAV SEA) that specializes in providing systemsto DoD operational
commands.

Operation/lmplementation Phase. The Program Manager, viathe Installation Activity,
shall deliver the system Type Accreditation package with the system to the site, thus
enabling the site to use relevant Type Accreditation information for obtaining their Site
Accreditation. It isthe responsibility of the site to obtain Site Accreditation approval.
When an existing system is relocated to a different site without modification to the
system configuration and the system is relocated into the same type of computing
environment, a new Type Accreditation may not be required; however, the Site
Accreditation will be impacted.

Program Manager Responsibility. Program Managers are responsible for:

e Planning, programming, and budgeting for accreditation & certification and
associated security measures for their AlSs throughout the entire life cycle;

e Submission of Cryptographic or Communications Security (COM SEC) equipment
validation requests for approval;

e Development and distribution of a Keying Material (KeyMat) Plan for all proposed
crypto systems;

e Development and distribution of a schedule with the National Security Agency
(NSA) for the production of supporting KeyMat and the distribution as the
“competent authority; and

Ensuring Secret and Below Interoperability (SABI) actions have taken place.

Spectrum Certification

Spectrum certification is required for all Radio Frequency (RF)-dependent systems
developed, procured, or operated by the DOD.
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2.7.3

For the Department of the Navy (DON), CNO has issued the following guidance for
complying with this requirement:

e DOD Directive 5000.1 - The DOD Directive for the Defense Acquisition System;

e DOD Instruction 5000.2 - The description of the operation of the Defense Acquisition
System;

e OPNAVINST 2400.20F (“Navy Management of the Radio Frequency (RF)
Spectrum”) - Policy guidance and procedures for Navy and Marine Corps use of the
electromagnetic (EM) spectrum;

e OPNAVINST 2450.2 - Assigns responsibilities for EM Compatibility (EMC) in the
Navy;

e SECNAVINST 5000.2C - Implements DOD Directive 5000.1, and DOD instruction
5000.2 in the DON and mandates spectrum certification; and

e MCO 2400.2B - Provides policy guidance and procedures for Marine Corps use of
the EM spectrum.

Section 4 of the National Telecommunications and Information Administration (NTIA)
Manual of Regulations and Procedures for federal RF management contains the national
and international tables of frequency allocations. These tables should be used as a
general spectrum planning tool for al Navy and United States Marine Corps
acquisition/procurement authorities buying or developing spectrum-dependent
equipment. Consideration should be given to the selection of an appropriate frequency
band for a given service (e.g., radiolocation, radio navigation, etc.). Thetablesare
available on the Web at http://www.ntia.doc.gov/osmhome/redbook/redbook.html via the
Section 4 link. All DON acquisition/procurement authorities of spectrum dependent
equipment should consider the most spectrum-efficient designs and applications.

OPNAVINST 2400.20F ("Navy Management of the Radio Frequency (RF) Spectrum,")
requires that funds shall not be obligated for the development, production, or
procurement of Communications-Electronics (C-E) RF dependent equipment (including
COTS/commercial items, Non-Developmental I1tems and Advanced Concept Technology
Demonstration systems/programs) beyond the conceptual stage until a frequency
allocation for the equipment (DD 1494) has been approved by OPNAV. An approved
DD Form 1494 is not an approval or authorization for use of specific frequencies at
particular locations or test sites. A separate frequency assignment must be obtained
through appropriate channels as defined in OPNAVINST 2400.20F.

2.7.3.1 Tofacilitate the electronic file transfer of DD Form 1494 data, the Joint Spectrum Center

has devel oped the Spectrum Certification System software. All DON activities are
directed to use this software application when developing and submitting aDD Form
1494. The software can be obtained on the web at http://www.jsc.mil .
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2.7.3.2 The Naval Electromagnetic Spectrum Center (NAVEMSCEN) is designated by Chief of
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Naval Operations (CNO) asthe single focal point for the coordination of DD Form 1494s
with the other Military Departments (MILDEPS), unified commands, the NTIA, and other
federal agencies. Additionally, each Systems Command (SY SCOM) has a central POC
for Spectrum Management and Electromagnetic Environmental Effects (E3) issues.
NAVEMSCEN and the SY SCOM POC should be consulted early in the acquisition
process to assist in the planning and use of the spectrum.

Itiscritical that all spectrum-dependent equipment planned for deployment outside the
United States and its possessions obtain appropriate Unified Commander coordination
and Host Nation Approva (HNA) to use C-E equipment on and around foreign land.
Coordination for HNA can be alengthy process and should, therefore, be started as early
as possible in the acquisition cycle.

2.7.4.1 Some foreign countries, such as Italy and Spain, have special requirements for obtaining

2.8
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HNA for the installation or to use a contractor work force. For that reason, local
authorities should be contacted to identify all country-specific special requirements.

Electromagnetic Environmental Effects (E3)

OPNAVINST 2450.2 requires that for new acquisition, new construction, and
modernization programs to achieve E3 compatibility in the operational EM environment,
E3 requirements must be invoked in the Initial Capabilities Document, Capability
Development Document, Capability Production Document, contract specifications, etc.
When a new RF emitter is planned, when an existing RF emitter isto be modified, or
when the Electromagnetic Environment is to be modified, the Program Manager must
obtain a new or updated Shore E3 review and certification for all proposed locations.
The E3 review will include Electromagnetic Interference/Compatibility (EMI/EMC) and
Radiation Hazard (RADHAZ), including Hazards of Electromagnetic Radiation to
Ordnance (HERO), Hazards of Electromagnetic Radiation to Personnel (HERP), and
Hazards of Electromagnetic Radiation to Fuel (HERF) surveys.

Site Approval

“Site Approval” isrequired for projects on Navy controlled property that will or could:
o Affect airfield safety and clearance criteria;

Have explosives safety implications;

Create an area of electromagnetic illumination;

Change the use of afacility; and

Change the land use or physical layout of an area.

Other possible site constraints may involve environmental permitting, controls placed on
historic and prehistoric resources, and endangerment to protected species. Additional
guidance on the “ Site Approval” process and other controls can be found in
NAVFACINST 11010.45 and Appendix AC of this Handbook.
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Sustainment L ogistics

The Program Manager is responsible for meeting the life cycle support requirements of
the system. DODI 5000.2 requires that the Program Manager plan sustainment activities
to include supply, maintenance, transportation, sustaining engineering, data management,
configuration management, manpower, personnel, training, habitability, survivability,
environment, safety, occupational health, protection of critical program information, anti-
tamper provisions, and Information Technology (IT) supportability and interoperability.
For systems that require follow-on Navy training, Program Managers must develop a
Training Planning Process Methodology (TRPPM) and submit an appropriate Navy
Training System Plan (NTSP) consistent with OPNAYV and Commander of Naval
Education Training (CNET) requirements. NETWARCOM has aso issued adirective
that all capability changesto Navy C41SR operational systems at designated sites shall be
recorded in the Navy’s Configuration Data M anagers Database — Open Architecture
(CDMD-0A). For sitesthat do not have an assigned Configuration Data Manager
(CDM) and do not reside in CDMD-0OA, a4790CK formis still used. Program
Managers are responsible for determining what logistic support activities are required to
sustain and optimize system readiness including:

e User Logistics Support Summary (ULSS) documentation for the system;

e Configuration Management — e.g. Configuration Management Plan (CMP),
nomenclature, system drawings, software, CDMD-OA entry, 4790CK, etc;

e Supply Support/Support & Test Equipment (S& TE) — e.g. Allowance Parts List
(APL), spare parts, specialize purpose test equipment, €etc;

e Technica Manuals - e.g. equipment technical manuals, System Operators Manual
(SOM), System Operations and Maintenance (O&M) Manual, etc;

e Maintenance — e.g. warranty information, Planned Maintenance System (PMS)
Products (MIPS'MRCs), ISEA points of contact, etc; and

e Training—e.g. NTSP, training curriculum, computer based training, vendor
training, and On-The-Job (OJT) training materials, etc.

| mplementation Support

When deploying a new system developed by a contractor, the Program Manager may
need to arrange for initial system training for the IA. When anew crypto is being utilized
for the first time, the Program Manager may need to arrange for initial crypto training.
This training enables the | A to conduct the installations and it also allows the Program
Manager to establish organic government capability that may support lifecycle support
activities. The Program Manager should also provide a standard training guide for
customer On-The-Job Training (OJT) that will be conducted during the installation.
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Fleet Readiness Certification Board (FRCB)

In order to facilitate the FRCB process, the submitter must ensure that the input criteria
addressed in Section 2.0 have been completed prior to submitting an FRCB package for
NETWARCOM approval. The current version of NETWARCOMINST 12271.1
provides policy for the FRCB process. Thisinstruction and FRCB forms and guidance
can be obtained at
https://www.fleetforces.navy.mil/netwarcom/Readiness/FRCB/default.aspx .
SPAWARINST 3090.2 implements the NETWARCOM FRCB policy for Team
SPAWAR. Thisinstruction is located at
https:.//cne.spawar.navy.mil/portal/page/portal/Enterpriss/ CNE_L anding_Page.

When an FRCB submission is for multiple installations of the same system variant,
approved type documentation isrequired. For example, IRDs are required for FRCB
submissions of multiple identical installations. However, in those cases where IRDs are
not available, the Project Engineer will either develop an approved IRD or will submit an
FRCB package for asingle installation containing an IDP for that installation.

Checklist Completion

Appendix A of this Handbook contains a checklist that can be used to aid Program
Managers, Project Managers, and Project Engineersin preparing for the Shore
Installation Process.
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3.2

3.3

WORK PLAN DEVELOPMENT AND TASKING

General

The Work Plan Development and Tasking is the first major step in the Shore Installation
process. The Work Plan and the associated Work Scopes provide tasking for al shore
installations planned for the current fiscal year plus one (FY +1). The details include site
and system identification, proposed timing/scheduling, funding information, responsible
installing activity, and a unique tracking number. The Work Plan can be utilized to
identify individual installations for possible consolidation in order to improve
efficiencies, reduce total installation cost, and minimize the impact on the customer. An
excerpt of asample Work Plan is shown in Appendix F. Each job or installation has a
unique tracking number assigned and has a defined Work Scope using the instructions
and template provided in Appendixes D1 and D2. The magjor activities of this section are
finalize requirements, determine feasibility, cost estimating and scheduling, update and
review, approval, customer coordination, and checklist completion (Appendix A). The
outputs are a requirements list and associated Work Scopes, cost estimates, notional
schedule, and ultimately the approved Work Plan. The process flow diagram shown in
Figure 3-1 depicts the sequence of events and major outputs.

Finalize Requirements

Program Offices formalize program fielding requirements in the Program Objective
Memorandum (POM) pertaining to their programs. Tabulated installation requirements
are also found in the Program Office Fielding Plans. When the installation requirement
and funding are confirmed and the Work Scope is deemed accurate and complete, it is
promoted to the proposed FY +1 Work Plan. The act of moving alist of installation
requirements and associated Work Scopes from the Fielding Plan to Feasibility Review
(see Section 3.3) initiates the Work Plan development and approval process. Prior to
moving a proposed installation requirement from the Fielding Plan into the Work Plan
development and approval process, the Program Office will address the criteria outlined
in the “Criteriafor Input into the Installation Process Checklist” (Appendix A).

Each itemized requirement is given a unique tracking number in a7 character format as
follows, the fiscal year, a dash, and a unique four digit sequential number, e.g. 09-4010.
The fiscal year represents the year of funding appropriation. Work Plans for several
fiscal years may bein various stages of completion simultaneously.

Feasibility Review

The Program Office installation representative, the IMA, and the |A, will analyze the
installation requirements to ensure:

e Unique project tracking numbers are assigned;

e Schedule drivers such as equipment and software availability are provided,;

33



ve

>
>
Q =
=S
From Fig. 4-1 %
Cost Estimate - Q. w
Work  le---- And Initial =
Scope ) Schedule [4-7 «Q E
L _— ! / o
/ \_/_ ! )
" 1 ~
1 ,' E
Work Plan ) K %
Requirement [d- - ! Cost Estimate !' N Appliovled
- ! And Schedule i Work Plan 8
1 A\ 4 '
! Need 'Yes
StaertI b Finalize ' | Feasibility Revision? Update and Approved? %
an Requirements [ |  Review Review Work S
Development Plan 3
Customer g
A Coordination =
Resolve
< Uncompleted
Items

Figure 3-1. Work Plan Development and Tasking

Work Plan
Development
Checklist
Complete?

Go to
Installation
Planning

00QPURH SS3901d UOIR|[eISU | I0US

0'€ UOSIBA



Section 3 —Work Plan Devel opment Shore Installation Process Handbook
And Tasking Version 3.0

34

34.1

35

o [nstallations areidentified by geographic region and Command;

e Beneficial Occupancy Date (BOD) (for schoolhouse installations and MILCONS)
are identified,

e Ready for Training (RFT) date (for schoolhouse installations) are identified;

e System name and financial data are complete;

e Subject Matter Experts and other Points of Contact are provided;

e Work Scope description and Installation Requirements Drawings are executable;

o [nstallation dependencies and specia requirements, if any, are noted in Work
Scope; and

e Potential opportunities for integration and consolidation are identified.

Cost Estimating and Scheduling

Using the information contained in the proposed Work Plan requirement, the Work
Scope, and the Installation Requirements Drawings, the A shall prepare the Performing
Activity Initial Estimate (PAIE) using the work breakdown structure provided in
Appendix G (Cost Estimates for Installation Projects). Aninitial installation schedule
showing start and completion dates for all installation deliverables and major activities,
e.g. site survey, on-site installation, SOV T execution, etc shall be prepared. Appendix H
provides asampleinitial POA&M. A revised and more detailed POA& M should be
prepared after receipt of funding. MILCON C4l Integration Projects require a much
more sophisticated performance tracking methodology due to their complexity, dollar
value, and often special interest. See Section 9 for more information on MILCON CA4l
Integration Projects.

Whenever a new RF emitter isinstalled, an existing RF emitter is modified, or upgraded,
or when an installation, modification, or upgrade to a non-RF emitter modifies the
Electromagnetic Environment, a new or updated Shore E3 review and spectrum
certification isrequired. The Shore E3 review and certification/recertification may or
may not require a physical Radiation Hazard (RADHAZ) Survey. The cost of the Shore
E3 review must be included in the total installation cost estimate.

Update and Review Work Plan Requirement

If the cost estimate is higher than that budgeted by the program office or the proposed
schedule does not meet the Program Office or sponsoring activity requirements, the 1A
and IMA will conduct areview with the Program Office or sponsoring activity. This
review will validate that a common understanding of the requirement exists among all
parties and it will determine if any cost, schedule, and Work Scope changes are possible.
The result of this review and any associated changes should be an approved cost estimate.
If the estimated cost and/or schedule can not be resolved, the Program Manager or
sponsoring activity may need to delay the project until additional funding can be obtained
or a better schedule opportunity is available.
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During the course of project execution, e.g. after site survey, the |A may identify
additional unknown cost or schedule drivers that will cause a change request to be
submitted to the IMA.

The IMA and IA shall also strive to maximize the number of consolidated installationsin
initial planning activitiesin order to gain efficiencies in cost, resources, and schedule, and
to minimize the impact on the customer/shore facility.

Customer Coordination

A tenet of the Shore Installation Process is that we strive to keep the customer or the
receiving/using Command aware of proposed new installation requirements. During the
initial Work Plan Development process and resulting from any subsequent changes to the
Work Plan, the RSIM plays akey role in keeping the primary shore customers aware of
the status of new proposed installation projects. Customer coordination is a continuous
process. In scheduling the installation projects, the PE should consult with the RSIM
and/or customer to determine any installation concerns or constraints such as installation
site availability or blackout dates.

Work Plan Approval

When the project estimate and schedul e are approved, the installation requirement is
approved for entry into the official Work Plan. Once posted into the approved Work
Plan, the | A is authorized to expend project designated funds to initiate installation
planning and design. On-site production work may only commence after FRCB
approval. Should an installation requirement be canceled after it is entered into the Work
Plan, it goesinto a suspended state. If funds were spent against the canceled requirement,
these funds are tracked as associated “ sunk” costs.

Checklist Completion

Appendix A of this Handbook contains a checklist that can be used to aid the Program
Manager, the IMA, IA, and Project Engineers in completing the Work Plan Development
and Tasking phase of the Shore Installation Process. It should be noted that the |A may
have started some of the actions in the Installation Planning phase before the completion
of all actionsin the Work Plan Development and Tasking phase.
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INSTALLATION PLANNING

General

The next major phase of the Shore Installation Process is planning the actual system
installation. The major activities include funding the installation project, updating and
detailing the Plan of Action & Milestones (POA&M), reviewing system specifications
and existing site configuration, conducting a site survey, and updating project planning
and cost data. The process flow diagram shown in Figure 4-1 depicts the sequence of
events and major outputs. The end products of this phase are a funding document, site
survey infout briefs, site survey report, and only when necessary arevised POA&M and
Estimate at Completion (EAC).

Fund Task

The Work Plan Development and Tasking process as explained previously in Section 3
resulted in the approved cost estimate and Work Plan tasking. Thefirst step in
commencing Installation Planning is providing funding for the approved installation
project(s). The sponsoring or funding activity shall prepare, issue, amend (as required),
and forward appropriate funding documents to the IAs. Until the required funding
documentation is received and processed, actual installation planning, design, production,
and turnover activities are delayed.

Develop Plan of Action and Milestones (POA& M)

Aninitial POA&M resulted from the cost estimation phase of Work Plan Devel opment
and Tasking. However, site and resource availability may have changed since the time
theinitial POA&M was developed, so arevision may be necessary. During the
Installation Planning phase, additional definition is required to adequately plan and
schedule all installation project activities. The PE isresponsible to prepare and maintain
an accurate project schedule and to communicate that schedule to the IMA, 1A, RSIM,
and other participating and interested organizations. Appendix H provides atemplate
POA&M and associated critical path example for atypical installation. The POA&M
and the Statement of Work (SOW) also represents Government Furnished Information
(GFI) for those installation projects requiring contractor support. Asaminimum, the
POA&M will provide schedule information that addresses the timelines and required
dates for key deliverables and activities such as:

¢ Required funding date;

e Required system equipment delivery date;
e Required FRCB approval date;

e Required IRD package availability date;

e Required System SOVT availability date;
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e Required ILS material availability date;
e Required system SOVT plan date;
e Site Survey;
e Site Survey Report;
e BESEP,
e |DP;
e Installation material;
e Platform SOVT plan;
e ILSchecklist;
e Training materials;
e Pre-installation preparations, PITCO, & shipping;
e On-siteinstalation;;
e Perform SOVT,
e |ILSmaterial turnover;
e Traning;
e Operational cutover;
e [nstallation Completion Report;
e As-built Drawings;
e Completion Message; and
e Task closeout.

Other POA&M Planning Factors. Contract lead times, complexity of integration,
shipping time, identification of long-lead time materials, required operational dates, and
battle group deployments are important factors that should be considered during the
development and approval of the POA& M.

Develop Time Line Summary (TLS) Report. ThelA providesto the IMA
comprehensive data that is used to create a TL S report that documents the schedule, cost,
and status of all installations. This is accomplished by compiling the POA&M schedule
and cost estimate data for each project into an integrated report such asisillustrated in
Appendix |. Timely and accurate PE generated SITREPs provide the IA with the
required information to keep project schedule and cost status current in the TL S report.
The TLSisthe principal tool used by the IMA to develop metricsin order to monitor and
manage installations. SPAWAR has automated this process by incorporating scheduling
and cost estimating functions into the installation database applications. SPAWAR
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SITREPs are also generated by the A database tools, thus ensuring that all schedule
updates are automatically populated into the TL S reports.

Special POA&M Eventsfor MILCONs and Training I nstallations. The POA&M for
training installations and MILCONs must include a Building Occupancy Date (BOD). In
addition, training installations must include the Ready for Training (RFT) date. The
BOD for installations is the date that the site will be available for installation. The (RFT)
for training installations is the date when the system is functional and the TSA transfers
the training responsibility to the cognizant TA.

System Requirements

The A will obtain system requirements from the IRDs, any existing IDPs, system
specifications, and any other relevant system documentation that is available. System
power, HVAC, connectivity, COMSEC, Internet Protocol (1P) addresses, ILS
requirements and other special system requirements shall be identified in preparation for
conducting a Site Survey. Requirements for consolidated or integrated installations shall
be considered.

Site Resources and Constraints

In preparation for a site survey the PE will obtain and review site Master As-built
Drawings. If Master As-built drawings are not available, it may be necessary to deduce a
more complete picture of the site from a number of separate As-built drawing packages.
The Project Engineer will make an initial assessment of what resources may be available
at the site to meet the system installation requirements. Items to be considered include
the availability of space for equipment storage, staging, and installation; cable pathways;
power; and HVAC; aswell as any site-specific communication and COM SEC resources.
If available resources are determined to be insufficient, the PE will develop a notational
plan that addresses how the facility can best be modified to meet the needs of the
installation. Constraints such as environmental conditions or station ground limitations
should be included in this assessment.

Site Survey

Often more in-depth information is needed than what can be obtained from the available
site As-built drawings. The site survey provides the PE with an opportunity to assess the
system requirements against the resources that are available at the site. It also provides
the opportunity for the PE to discuss the future installation with the site personnel and to
address any concerns and answer their questions. A key tenet of the Shore Installation
Processisthat the PE and RSIM engage early and often with the Command personnel
that will receive and operate the planned new or upgraded system capability. Proactive
and frequent coordination and communications can mitigate potential concerns and issues
that if left unaddressed may impact or delay the installation or affect customer
satisfaction.
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Site surveys shall be conducted in accordance with the requirements contained in
Appendix J. A Site Survey In-Brief shall be provided for each site survey using the
outline provided in Appendix K1 and the example provided in Appendix K2 as guidance.
A Site Survey Out-Brief shall be provided for each site survey using the outline provided
in Appendix L1 and the example provided in Appendix L2 as guidance. The results of
the site survey shall be documented in areport that shall contain all applicable
information required by Appendix J. A sample Site Survey Report is provided as
Appendix M.

Members of the Site Survey Team should be familiar with OPNAVINST 11010.20G,
Facilities Projects Instruction, and with what is defined as “ construction” and as
“equipment installation”. Construction isthe erection, installation, or assembly of a new
real property facility; or the addition, expansion, extension, alteration, conversion, or
replacement of an existing real property facility; or the relocation of areal property
facility. Theinstalation of "built-in equipment,” that is engineered and built into the
facility asan integral part of the final facility design is normally classified as
“construction”, because it is intended that this equipment be permanently affixed as a part
of thereal property facility. Some examplesinclude hard-wired systemsfor fire alarms,
public address systems, raised flooring, Heating, Ventilating, and Air Conditioning
(HVAC) systems, and electronic generators and Uninterruptible Power Supply (UPS) for
the facility. However, the installation of operational equipment that can be easily
removed without damage to the building or equipment is normally classified as “personal
property” or “collateral equipment”. When it is necessary for a PE to install supporting
infrastructure in an existing facility in conjunction with the installation of operational
equipment, such as power connections, grounding systems, HV AC equipment, voice and
data cabling, cable ways, etc, then the PE can provide these items asintegral to
supporting the operational equipment. The intent isto permit the work normal to the
equipment installations to be accomplished as an integrated undertaking. Theintent is
NOT to permit accomplishment of construction work under the guise of an equipment
installation. Current Appropriated Fund (APF) minor construction is limited to $750,000
for all projects except those that correct alife, safety, or health deficiency for which the
limitation is $1,500,000. The PE should review the latest issuance of OPNAVINST
11010.20 for current threshold limitations for minor construction and consult with the
local NAVFAC authority before committing plans to upgrade supporting infrastructure in
conjunction with an equipment installation.

4.6.2.1 Definition of “ Alteration”. A common error made by those experienced with shipboard

installation policies and proceduresisto refer to a shore “ equipment installation” as a
shore “ateration”. A shore“alteration” is actually defined as the work required to adjust
the load bearing walls of an existing real property facility so that it can be more
effectively adapted to or utilized for its designated purpose. A shore “alteration” is
classified as“ construction” and is therefore the wrong language to use when coordinating
an “equipment installation” with shore facility personnel.
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Revised Estimate at Completion (EAC)

Upon completion of the site survey, the |A shall assessif the project cost estimate is still
accurate. When necessary, the 1A shall prepare arevised EAC based on data obtained
and conclusions reached during the survey. The IMA will review the estimated
installation costs to ensure that they are within the scope of proposed efforts and
adequately address the intent of tasking requirements. If necessary, the IMA will direct
changes of scope and negotiate the EAC with the lA. The IMA will also review available
funding and determine whether the installation can proceed as planned.

Update POA& M and TimeLine Summary (TLS)

The PE will update the previously prepared POA&M and TL S so that any revision to the
schedule for all installation activities is accurately defined. All changes that impact
installation completion dates are to be approved by the |A in coordination with the IMA.

Checklist Completion

Appendix A of this Handbook contains a checklist that can be used to aid Project
Engineersin planning shore installations. The |A or RSIM may also use this checklist as
atool to determineif all necessary planning activities have been completed. It should be
noted that some of the actionsin the Installation Design phase may have already
commenced before all actions in the Installation Planning phase were compl eted.
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INSTALLATION DESIGN

General

Developing the installation design, testing, and training documentation is the next major
phase of the Shore Installation Process. The design phase produces the most critical and
technical documentation. The process flow diagram in Figure 5-1 depicts the sequence of
events and major outputs. The end products are a BESEP, a spectrum assignment and
updated Shore E3 review (for new or modified RF emitters or when the Electromagnetic
Environment is modified), IDP, SOVT document, and a Cut-Over Plan. The unique
project identifier or “tracking number” assigned during the Work Plan development shall
be referenced on all documents and reports. With the exception of installation drawings
and SOVT documents, which will be addressed later in this section, the document
deliverables shall use the common file naming convention of “document type-tracking
number- date”. Appendix C3 provides the qualification standards required for the
approval of IDPs.

Installation design must take into account whether the * equipment installation” will
require any work normally classified as “construction” per OPNAVINST 11010.20.
Some, but not al, infrastructure modifications to existing facilities may be allowed when
the work isintegral to the equipment installation, such as power connections, grounding
systems, HVAC equipment, voice and data cabling, cable ways, etc.

Coordination for local requirements such as site approval and Host Nation Approval
(HNA) can be alengthy process and should, therefore, be started as early as possible.
Some foreign countries, such as Italy, have special requirements for obtaining HNA to
use RF emitters on their soil. For that reason, the RSIM and local authorities should be
contacted to identify all country specific specia requirements.

When performing a SPAWAR installation at atraining facility, additional requirements
are mandated as outlined in Appendix N and as explained in Section 5.4.

Review Installation Design Standards and Guidance

Common engineering standards and guidance that installation PEs and OSGRs should
know are discussed in Appendix AC. These standards should be available for reference
and are to be used to govern the design and installation of electronic systems. The
documents discussed in Appendix AC cover most, but not all types of installation work.

NAVFAC Guidance. Shore facilities come under the purview of CNIC (Commander,
Naval Installations Command) and NAVFAC (Naval Facilities Engineering Command).
Project engineers should be familiar with the contents of NAVFAC INST 11010.45,
which covers Site Approval, Specia Projects, and Cultural Resources. Project engineers
should also be aware of the Unified Facilities Criteria (UFC) and of the Unified Facilities
Guide Specifications (UFGS). The UFC and UFGS are joint documents devel oped
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concurrently between the U.S. Army Corps of Engineers (USACE), the Naval Facilities
Engineering Command (NAVFAC), the Air Force Civil Engineer Support Agency
(AFCESA), and the Nationa Aeronautics and Space Administration (NASA). Appendix
AC has additional summary information on these documents, and NAVFAC has awealth
of information at www.navfac.navy.mil.

Spectrum Assignment and Electromagnetic Environmental Effects (E3)

When a new RF emitter isinstalled, afrequency assignment is obtained. OPNAVINST
2400.20F provides information on the requirement and approval process. The PE should
accomplish this action through the frequency manager assigned for that local
command/location.

An E3 study and certification is required whenever anew RF emitter isinstalled, an
existing RF emitter is modified or upgraded, or when an installation, modification, or
upgrade to a non-RF emitter modifies the Electromagnetic Environment. The
certification/recertification may or may not require a physical RADHAZ Survey. The
requirement for the E3 study and certification is documented in the following
instructions:

e NAVFACINST 11010.45. Thisinstruction specifies procedures for site approval
required for selected shore installations as outlined in Section 2.9. This
instruction requires site approval for any project that creates or is proposed to be
in an area of electromagnetic illumination or involves electromagnetic
transmission. Installations of thistype are required to have a safety certification
in order to obtain site approval. Safety certification includes HERP, as well as
HERO and HERF, and EMI. SSC Atlantic is the reviewing authority for HERP,
HERF, and EMI for al shore stations except those within the Pacific Naval
Facility (PACNAVFAC) geographical region. Installations on facilities within
this region must be reviewed by SPAWARSY SCEN Pacific. Dahlgren Division,
Naval Surface Warfare Center is the reviewing authority for HERO.

e OPNAVINST 5100.23G. Thisinstruction requires a surveyed safety certification
of all shorefacilities having RF emitters. The certification is required to ensure
all RF sources have been evaluated, safe separation distances have been
determined, warning signs posted and any other safety measures have been
defined. When new RF emitters are added or existing ones are modified, a
theoretical or calculated safety evaluation is required to maintain certification. A
re-certification is required via an instrumented site survey or desktop analysis
every 3, 5, or 10 years depending on the number and types of RF emitters on the
base. SSC Atlantic isthe certifying authority for all shore stations except those
within the PACNAVFAC geographical region. Facilities within the
PACNAVFAC geographical region must receive certification from
SPAWARSY SCEN Pacific. Complying with the E3 study and Spectrum
Certification requirement ensures that the installed systems are in compliance
with NAVFAC and OPNAYV requirements before the systems are turned over to
the customers
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The local NAVFAC should be notified when an E3 study and/or Spectrum
certification/recertification isrequired. Thelocal NAVFAC facility will normally
request that the E3 study be performed. However, because atypical E3 study could take
as long as 90 days from receipt of funding, Project Engineers should contact and fund
the E3 Certification Authorities as soon as the E3 study requirement is known. If thisis
done, the E3 testing/certification can begin early in the installation design process. This
will allow the testing/certification to be completed prior to the request of information by
thelocal NAVFAC and will avoid delays in the installation schedule.

Installations at shore stations within foreign countries may require additional HERP and
EMI analysis and/or testing to obtain installation approval from the host country. As
with any HNA, this process can be lengthy as well as costly; therefore, installation
planning, budgeting, and scheduling should take these additional requirementsinto
account. Some foreign countries, such as Italy, have specia requirements for obtaining
HNA to use RF emitters on their soil. The reviewing authorities can assist with
identifying these requirements and determining cost and scheduling considerations.

BESEP Development

Installation Activities (IAs) are required to coordinate an installation agreement between
the A, the site receiving the installation, and all other parties that are affected or have
responsibilities associated with the installation. 1n some circumstances, there will be
occasions where the PE is unable to obtain an agreement with the customer on the
approved approach for an installation. These issues can vary over awide range of topics
and concerns. PE’s should report these issues to the |A and the IMA to facilitate the
development of aplanthat isagreeable to the IA, IMA and the customer.

The document used to record an installation agreement with all shore activities except
schoolhouses is a Base Electronic System Engineering Plan (BESEP). With the
accelerating evolution of new technologies and capabilities, BESEP development and
approval practices are streamlined to support faster implementation cycles. This
handbook provides guidance that streamlines prior BESEP practices while till
accomplishing the main purpose of the Installation BESEP, which isto document the
agreements made between the Installing Activity/PE and the Site and to enumerate
who/what organization is responsible for implementing those agreements. The BESEP
will be prepared by the PE, a draft will be reviewed by the RSIM, the site, and all those
organizations affected or having responsibilities associated with the installation. The
final coordinated BESEP is released by a designated release authority at the IA no less
than 30 days prior to the installation commencing.

BESEP Format. BESEPs are official documents released by those having Command
release and/or signatory authority. The two accepted formats for an Installation BESEP
are Naval message or Naval letter with enclosures. The choice of using either “record
traffic” option shall be coordinated between the PE and the customer. The specified
content as described in the following paragraphs shall be followed for both formats. The
BESEP will define the installation plan as well as the physical, mechanical, electrical,
safety, testing, training support, and operational transition requirements of the
installation. It isimportant that the BESEP clearly and succinctly define how associated
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commands are affected and the actions or responsibilities that are expected by all
participating activities. In short, it documents the agreement of principal commands on:

e What isto beinstalled;

e Who will provide the equipment to be installed;

e Whoisresponsible for each part of the installation; and
e What is affected by thisinstallation?

5.4.2 BESEP Contents. The content for either aMessage BESEP or a Letter BESEP is
identical. While a Message BESEP is preferred, the size and complexity of the
installation may dictate the use of a Letter BESEP with brief enclosures. The areas or
subjects that will be included when preparing a BESEP are:

e Scope and Purpose of the Installation (Sponsor statement of need);
e System Description;

e Installation Sites and Location Details;

e Facility Requirements (e.g. power, HVAC, minor construction);
e Environmental and Safety Concerns,

e Security Requirements;

e Communications Connectivity;

e System Timing and Synchronization;

e System Testing, Transition, and Operationa Cut-Over;

e Logistics Support, Test Equipment, Training Requirements,

e Removal and Disposal;

e Other Special Considerations; and

e Actionsor Responsibilities Assigned to Involved Activities.

Appendixes O1 and O2 contain sample Message and L etter BESEPS to be used for all
shore sites except training sites.

5.4.2.1 The opening paragraph of the BESEP should include a brief description of the project
scope and purpose of the installation including areview of the historical requirement
leading to the establishment of the project. The purpose of this paragraph isto identify
the need that is met or the capability that is provided by thisinstallation. This paragraph
will also define the limits of any planned construction, alteration, disestablishment, or
demolition of facilities aswell as the modification or disposal of existing electronic
systems or equipment.

5.4.2.2 The system should be described in broadest terms that will convey an understanding of
what isbeing installed. For example, it would be sufficient to describe an installation as
“EHF SATCOM Terminal and required interfaces, consisting of the Communications
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Equipment Group (CEG), High Power Amplifier (HPA), Antenna Group (AG), and the
Remote Terminal Control Unit (RTCU). EHF SATCOM Terminal interfaces include
electrical power, cooling water, dry air, alarm system, baseband equipment, and
terrestrial extensions.”

5.4.2.3 When describing the installation site and location details, use brief descriptions and
common locators. It isnot necessary to describe the geographic location in great detail.
The installation location should be given in terms of base/site name, building number,
room number, and spaces and cabinets affected. If necessary, afloor elevation and/or
duct plan may be included as an enclosure.

5.4.2.4 Facility requirements such as structural, power, lighting, HVAC, and other physical
plant aspects will be defined in the BESEP as appropriate. The BESEP should state the
impact to and the intended solution for any floor loading, raceways and cable ducts,
structures, power panels, Uninterruptible Power Supply (UPS), HVAC system, or other
physical plant problem. If asite’s existing resources are not sufficient for the project’s
requirements, the PE will need to address the issue with the A, IMA, and the customer
to obtain an agreement on how to upgrade the existing facility. This agreement needs to
be documented in the BESEP. Review OPNAVINST 11010.20 and consult with the
local NAVFAC on whether the upgrade will be allowed if completed as an integral
support for the system installation.

5.4.2.5 Environmental and safety concerns are very important and must be identified in the
BESEP. Any potential hazard to the safety of personnel, equipment, or software must
be identified along with any possible environmental effects that could result during the
installation or operation of the system. Examples of some safety issues to be considered
are:

e Presence of asbestos and/or lead;

e Proper ventilation, especidly if installers will be working in manholes or other
spaces where dangerous gases can accumul ate;

e Electromagnetic Radiation (EMR), HERP, HERO, and HERF concerns;

e New or updated Shore E3 review and spectrum assignment that is required due to
installation of a new RF emitter, modification or upgrade to an existing RF emitter,
or an ingtallation, modification, or upgrade to a non-RF emitter that modifies the
Electromagnetic Environment;

e Compliance with electrical safety code requirements;
e Requirementsfor Fire Watch; and

e Agreements with the facilities manager and Fire Marshal for any site-unique
requirements for fire and safety inspections.

Depending on the installation, a Safety Criteria Certification (SCC) can be required.
Safety certifications could include Explosives Safety Certification, Electromagnetic
Radiation (EMR) Safety Certifications, and Airfield Safety Certification. When a safety
certification is not applicable to the installation, the BESEP should state that, based on a
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technical review by the cognizant command(s), no explosive, EMR, or airfield safety
hazards are anticipated. When safety certifications are required based upon the criteria
specified in NAVFACINST 11010.45, the BESEP should identify what certifications are
required. In general if asafety hazard is anticipated, the BESEP must describe this
hazard aong with the recommended/planned steps for its elimination.

5.4.2.6 The BESEP will address security requirements pertaining both to the systems being
installed and to the site itself. These security requirements would include:

e Physical Security;

e COMSEC,

e Transmission Security (TRANSECQC);
e [INFOSEC; and

e TEMPEST.

5.4.2.6.1 The BESEP should state the following physical security requirements:

e Classification level of the information processed by the equipment;
e Special security requirements affecting site operations or the method of installation;

e Facility upgrades that are required to meet physical or communications security
requirements,

e Security clearance required of the installation personnel; and

e Need for site escort requirements for installation personnel.

5.4.2.6.2 COMSEC/TRANSEC requirements will be addressed in the BESEP. The CNO
Validation Number should also be provided. A clear statement of need aswell asa
schedule will be provided in the BESEP for the affected site’'s CM S Custodian to take
appropriate action. As stated in Section 2.6.3, the Program Office is responsible for
submitting the U.S. and Coalition COM SEC/TRANSEC validation request to OPNAYV.
The site's CM S custodian shall request the required equipment from DCMS by
referencing CNO validation message.

5.4.2.6.3 Required Accreditation actions should be identified in the BESEP. If Type
Accreditation exists, the BESEP should state that it will be provided. If no Type
Accreditation exists, the Site Accreditation will need to be updated and receive ODAA
approval before the installation can proceed. A copy of the Accreditation package must
be submitted to DISA for NIPRNET/SIPRNET connection approval. If required, the
BESEP should request the site to submit a TEMPEST Requirements Questionnaire
(TRQ). See Appendix P for asample TRQ.

5.4.2.7 Any connectivity required in support of installation testing and normal operations will
be identified in the BESEP. If existing connectivity was identified and agreed upon
during the site survey, the BESEP will identify the connectivity and describe which
system or testing requirements this connectivity will support. The BESEP should
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specify what resources such as multiplexer or router ports, cable strands, and station
patch panel ports are reserved for the installation. Required new terrestrial connectivity
should already have been identified in the Site Survey Report (see Appendix J).
However, the BESEP will repeat the new connectivity requirement including the
required technical circuit data. See Appendix O2, enclosure 3 for an example of the
technical information normally expected in identification of new terrestrial connectivity
requirements. The siteis normally responsible for submitting the FTSR and obtaining
the new connectivity. FTSR information can be found at DISA’s Web site at
http://www.ditco.disa.mil/corporatelibrary. Connection approval to NIPRNET and
SIPRNET is obtained through the Connection Approval Process (CAP) as described at:
https://iase.disa.mil/documentlib.html - CAPDOCS.

5.4.2.8 Timing and synchronization issues must be addressed in the BESEP to document system
requirements such as signal type (i.e., 1 PPS, 5 MHz, 100 kHz), number of and type of
connections to new and existing equipment, and impacts to existing equipment and
systems. Specific details of the timing and synchronization system are arequired part of
the IDP. If new timing and synchronization equipment, or an expansion to existing
equipment is required, it must be done in a manner that meets all known requirements
and facilitates future expansion plans.

5.4.2.8.1 The use of commercial Course and Acquisition (C/A) Global Positioning System
(GPS) receiversis not authorized for timing and synchronization functionsin
accordance with Chairman Joint Chiefs of Staff Instruction (CJCSI) 6130.01D, dated 13
April 2007. All new GPS-based timing and synchronization installations shall bein
compliance with Selective Availability/Anti Spoof Module (SAASM) requirements.

5.4.2.9 System testing, transition, and operational cut-over requirements will be identified in the
BESEP. Special requirements to support the SOVT at either the receiving site or remote
activitieswill be described. Site personnel should be requested to participate in and
witness the performance of the SOVT. If operationswill transition from an existing
system to the newly installed system, the BESEP should identify those special
considerations or actions that must be taken by the site or other participating activities.
Thefinal step in the installation is the cut-over of the system(s) to operational status.
The BESEP will identify any special plans, steps, or additional personnel requirements
necessary to support initial operations.

5.4.2.10 Logistics support, test equipment, and training requirements necessary for a successful
installation and system turnover will be identified in the BESEP. For example, the
BESEP would normally identify the general purpose test equipment the site is expected
to have available in order to support the installation as well asthe life cycle of the
system. The BESEP should also identify requirements for special purpose test
equipment and confirm agreement of those who will provide that equipment. If training
isto be conducted on-site, the BESEP should state the number and type of personnel to
be trained and request the facilities required. If there are special storage or
transportation requirements for the installation materials, the BESEP should state what
they are and who will provide them.
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5.4.2.11 Removal and disposal requirements and plans should be included in the BESEP. If a

local Defense Reutilization and Marketing Office (DRMO) is available, the PE needs to
identify for the site what assistance the PE may need to turnover decommissioned
equipment and cable to DRMO. If alocal DRMO is not available, the PE will need to
make arrangements for packing and shipping of the decommissioned equipment and
cable back to SPAWAR for disposal. It isnot lawful to abandon cable in cableways or
under raised floors at the site. All installation contracts shall require that
decommissioned cable be removed and prepared for disposal.

5.4.2.12 Other special considerations may be included in the BESEP such as requirements for

frequency alocation authorization, network addresses, special access, continuity of
operations, and requirements for anew or updated Shore E3 review and spectrum
certification, or site support. The process of integrating multiple installations may create
special needs or problems. When appropriate, the BESEP will address these special
needs. For example, asignificantly large consolidated installation may create the need
for anew UPS, an upgrade to the station’ s power distribution system, a building
expansion, or even an upgrade to the outside cable plant. Specia support from the site,
public works, NAVFAC, or another activity may be needed.

5.4.2.13 Assignments of responsibilities to participating government activities will be detailed

54.3

5.5

in the BESEP. Contractor responsibilities will be listed under those of the government
agency managing the contract. Schedules for actions requiring completion at a specified
time prior to or after the installation commences will be stated in the BESEP.

Approval and Distribution. The fina coordinated BESEP will be sent to all Commands
affected by the installation or with responsibility to perform arole in support of the
installation at least 30 days prior to the installation commencing. Asaminimum
NETWARCOM, SPAWARSY SCOM, the local NAVFAC Facilities Engineering
Command, SSC LANT, SSC PAC, and the sponsoring organization, e.g., PEO C4l, PEO
EIS. A draft copy of the BESEP shall be provided to the Commands previously with
sufficient lead-time to allow for review, comment, and concurrence. The BESEP will be
revised to address comments received prior to release and distribution. The BESEP
process seeks concurrence rather than approval. BESEP formal release is only
authorized by those having been designated in writing with the authority to release
record message or letter correspondence on behalf of the originating command.

TSIP Development

The document used to record an installation agreement with schoolhousesis a Training
System Installation Plan (TSIP). The TSIP requirement as defined in OPNAVINST
11102.2 is applicable to installation or modification of training systems (e.g. Technical
Training Equipment (TTE), Training Devices (TD), simulators, and logistic support)
that are used to establish and sustain formal training at training commands. The TSIP
identifies the plan for a specific installation, identifies the Training Support Package
(e.g. spares, test equipment, tools, technical manuals, curriculum, software, etc), obtains
approval to install, identifies facility requirements, and formally transfers ownership of
the training system through athree (3) phase approval process. Depending on the
complexity of the installation project, the OPNAVINST 11102.2 definesthe TSIP
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process as taking from 8 months to 6 years. Equipment only installation projects (i.e. no
construction) are projected as taking from 8 to 14 months. PEs can anticipate that
projects for which there is no facility impact such as software only installations, field
changes, and equipment only installations into existing cabinets for which sufficient
power, HVAC, and station ground already exists should be achievable in 8 months.
Installations with minimal facility impact such as those installations that may include the
installation of additional cabinets for housing electronic equipment and for which no
facility modifications are required such as the addition or expansion of power or HVAC
distribution systems and for which no construction, alteration, demolition, addition,
expansion, or extension to floors, walls, ceilings, fire suppression, and other built-in real
property is required may take as long as 14 months. It isessential that continuous,
ongoing coordination between the Training Support Agent (TSA) (normally the Program
Manager), the Training Agent (TA), and the Installation Activity (1A) and/or their
designated representatives be maintained throughout the process.

The TSA shall notify the TA during system acquisition to assist in identifying available
gpace. The TSA shall prepare a Training Change Proposal (CP) Form in accordance
with OPNAVINST 11102.2, enclosure (2), Figure 7 and submit the completed form to
the TA for concurrence viae-mail. Upon TA concurrence the TSA shall task an
Installation Activity to conduct an initial site survey and begin installation design work
to facilitate the development of the TSIP.

TSIP Format. The prescribed format for the TSIP isin document format. See
Appendix N for the TSIP document template. The document includes aformal signature
page for each of the three TSIP process phases.

TSIP Number. A unique 14 digit number is assigned to each TSIP document. The first
digit in this number represents the SY SCOM. SPAWAR is assigned the letter “E”. The
letter “E” isfollowed by adash, afour digit consecutive number is obtained from
SPAWAR 4.3 (e.g. 0001), another dash, and the 7 digit installation tracking number
assigned by SPIDER (e.g. 09-6010) resulting in E-0001-09-6010 as the TSIP number.

TSIP Contents. The required content for the TSIP isdefined in OPNAVINST 11102.2.
The TSIPisreleased as atotal plan that includes all three phases. All currently available
data shall be included each time the TSIP is published. In other words, following the
site survey, all data elements contained in all phases are provided to the extent feasible.
Asaminimum, the Phase | portion of the TSIP shall be signed and the document
distributed immediately following the site survey in the place of the Site Survey Trip
Report (see Appendix M). The Phase Il portion of the TSIP must be finished, signed,
and the document redistributed prior to the on-site installation commencing. When all
data elements are known and complete for equipment only installations, both Phases |
and Il should be finished, signed, and the document distributed in order to accommodate
amore rapid deployment. Phaselll of the TSIP document is completed following the
completion of the installation and at close of the installation project.

The Installation Design Documentation (IDD) is defined by the OPNAVINST 11102.2
as an integral component of the TSIP. IDD includes the Installation Design Plan (IDP)
drawings and associated procedures for the test and check out of the facility support and
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training equipment. The OPNAYV instruction does not require a specific format for this
documentation. It isthe intent of the OPNAV instruction to avoid duplication of data
and effort while maintaining minimum data requirements that effectively support
installation and transfer of a Naval training capability. SPAWAR prepared IDD shall
conform to SPAWAR requirements for IDPs and System Operational Verification Test
(SOVT) plans. Include any drawing depictions such as floor plans and elevations that
may serve to amplify the TSIP dataat Phase|. Include approved IDPsand SOVT plans
at Phase |1. Include approved As-built drawings, asigned SOVT, and an Installation
Completion Report at Phase I11. Appendix N provides a detailed template for the TSIP.

Approval and Distribution. The TSIP document shall be prepared by the PE and
reviewed by the RSIM, TSA, and TA. Each phase of the TSIP is signed approved by the
TSA and the TA. Distribution is electronic viaemail to all those associated with the
installation. Approved copies are uploaded into the SY SCOM designated repository by
the PE and by SPAWAR 4.3 to the Navy Knowledge On-line (NKO).

Installation Design Plan (IDP) Development

The PE is responsible for the development and the coordination of obtaining an
approved IDP. An IDP shall be developed for every installation that has a hardware
component in accordance with the format and content described in Appendix Q.
Drawing number guidance is contained in Appendix Q. If there are any additional
guestions regarding the assignment of drawing numbersto IDPs, the PE shall direct their
guestionsto the IMO for clarification.

An IDP isadrawing package containing all of the information needed to allow installers
to successfully complete and troubleshoot an installation. The IDP shall specify
methods and materials in enough detail to enable trained installers to complete an
installation that meets all applicable requirements. The use of notes containing
statements such as “Installation shall meet the requirements of the National Electric
Code (NEC)” does not absolve the devel oper of thisresponsibility. Ideally, the IDP
should enable trained installers to efficiently complete the installation without referring
to any other documentation. If any other documentation is required, the IDP devel oper,
PE, or OSGR (possibly the same person) should ensure that it will be readily available at
the installation site. The IDP should also contain drawings that are traditionally
provided for troubleshooting. Block Diagrams and Circuit Diagrams are drawings that
usually fit into this category.

I nstallation Requirements Drawing (IRD). IRD packages are arequired standard for
systems that will deploy to multiple sites or platforms. The IRD standard isfound in
SPAWARINST 4720.5. Once an IRD package has been devel oped and approved for
either the system or for a subsystem, then the IRD shall form the basis of the
development for all IDPs used to install that system or subsystem. Approved IRDs are
available in the SPAWAR PEO Installation Data Environment and Repository
(SPIDER).

Requirementsfor the Use of Electronic Media. IDPs shall be developed in AutoCAD
and distributed in an AutoCAD .dwg format. To maintain compatibility (fully readable
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and editable), it isrecommended that drawings be saved in the oldest version of
AutoCAD available for ordering through the Navy and Marine Corps Internet (NMCI)
program. (See CLIN 0023 applications at https://www.homeport.navy.mil.)

Requirements for Drawings Prepared by an Architect-Engineer (A-E) for Minor
Construction.

Federal Acquisition Regulations Part 36 prescribes policies and procedures peculiar to
contracting for construction and Architect-Engineer (A-E) services. Contracted
construction work and A-E design services should only be performed through a contract
that complies with FAR Part 36. Part of this requirement includes registration of
designers and the inclusion of the following clause in the contract.

“ Architects or engineers registered to practice in the particular professional field
involved in a State, the District of Columbia, or an outlying area of the United States
shall prepare or review and approve the design of architectural, structural, mechanical,
electrical, civil, or other engineering features of the work.”

A-E drawings shall be signed by a responsible person of corporate status in the architect-
engineer firm and stamped with his/her registration seal when the seal is authorized by
the country where the project isto be constructed.

Definition of Master As-built Drawings. Creating As-built drawings from redlined

I DPs has been the accepted practice for many years. However, the definition of what
As-built drawings contain has not been consistently understood or implemented. Many
PEs obtain new drawing numbers and create new installation drawings for each upgrade
to an existing system. As-built drawings then that are based solely on these new
installation drawings fail to update the original As-built drawings. This practice has
resulted in multiple As-built drawing packages (different drawing numbers for the same
system) that only reflect a portion of the entire system and at different pointsin time.
Even when all the As-built drawings are individually analyzed, the customer as well as
future PEs often cannot identify the correct as-is configuration of the entire system. This
flawed practice has over the years had a significant impact on configuration
management and sustainability at Navy shore facilities.

A single As-built drawing package that documents each system in itstotality and is
continuously revised with each subsequent system upgrade is the shore installation
design process. To bring better clarity to the process, this document is defining As-built
drawings that result from the original installation of that system to be considered the
“Master” As-built drawings and from that time forward any PE conducting a shore
installation that modifies the existing system configuration shall use the redlined IDP
resulting from the upgrade to update the Master As-built drawings. When valid Master
As-built drawings exist, revision to those drawings shall congtitute the only acceptable
As-built deliverable. Each Master As-built drawing revision shall document the system
in itstotality and thus only one As-built drawing set per system shall be continuously
revised and updated for the life of a system at a specific shore site. Appendix Q
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provides additional information on Master As-built drawings and how they are identified
and maintained throughout the installation process.

Approval of IDP and As-built Drawings. All shore IDPs and As-builts shall bein
accordance with the design, drawing, and installation standards discussed in Appendixes
Q and AC and when an approved IRD is available, the IDP/As-built shall conform to the
IRD to maximum extent possible. PEs shall contact the lA’sIMO for current drawing
approval guidance. The approval processis used to certify that drawings are technically
accurate, compliant with design and installation standards, and conform to standardized
drawing format requirements. Only personnel with athorough knowledge of the design,
drawing, and installation standards shall be given the authority to approve IDPs and As-
built drawings. Appendix C3 identifies qualification standards for those who approve
installation drawings.

The drawing Title Block isvery similar to IRDs. Like IRDs, it includes an Approval
Block that has provision for signature by “PE/ISEA”, “Reviewer”, “ Approval”, and fina
“APPD FOR SPAWAR”. The“Approva” entry isfor acompetent system subject
matter expert and the “APPD FOR SPAWAR” entry is reserved for those authorized to
approve installation drawings for the IA. Final approval requires both approval
signatures attesting to the validity of the system and installation design, as well as
compliance with design, drawing, and installation standards.

Navy Digital Data and Record Management Program Requirements for Drawings.
The Navy’s digital data policy requires SY SCOMs and PEOs to maintain technical data
such as drawings in an Integrated Digital Data Environment (IDDE) that encompasses
the entire organization. The Navy’s Record Management Program specifies document
type and duration retention requirements. For As-built type drawings the retention
requirement is until the system is no longer deployed at that site or the drawings are
otherwise no longer required to support that system. The intent of these policiesisfor
the technical data and other valuable information to be visible, available, and usable by
those authorized individuals who need it for future work or downstream processes.

IDPs and As-built drawings shall be maintained in their native AutoCAD “.dwg” format
in the SY SCOM designated repository. A copy of each drawing revision (e.g., Rev —,
Rev A, Rev B, etc.) shall be kept in electronic form in the repository. To record final
approval in the repository, a Memorandum of Record shall be signed by the approval
officias, scanned into digital form (PDF format), and maintained with the IDP and As-
built drawings in the repository (see Appendix Q2 for an example). Master As-built
drawings are identified as masters when they are uploaded into the repository and thus
will automatically appear in aMaster Site Index that facilitates future retrieval and
reuse.

System Operational Verification Test (SOVT) Development

The SOVT Document is used to implement the SOVT process and to record the results
of that process. It isrequired for every shore installation, whether large or small. Asper
the SPAWARINST 3084.1, SOV Ts are defined as either System or Plaform SOV Ts.
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The System SOVT istypically a program office prepared document that reflects the
common or standard test procedures to be used for a specific variant. The Platform
SOVT isasite/installation specific SOVT that is tailored from the System SOVT. In
cases where the System SOVT does not exist refer to SPAWARINST 3084.1 and the
IA’sIMO.

SOVT Process Purpose. The purpose of the SOVT processisto test the newly installed
system/equipment or modification and demonstrate to the site that it is ready for
operational use, because it has been properly installed and works asintended. The
proper installation of the system is demonstrated by conducting tests and inspections.
The SPAWAR SOVT test strategy isa*“staged” or building block approach, where each
subsequent test stage builds upon known test results from previous test stages. The
SOVT will contain sufficient detailed testing to fully exercise the system and the
equipment capabilities including built-in redundancy.

SOVT Standardized Format and Content. The format and content of SOV T Document
shall be standardized in accordance with SPAWARINST 3084.1.

Project Engineer Responsibility For SOVT. The PE isresponsible to ensure that the
system/equipment and al interfaces are fully operational and that all other systems
impacted are also operational. A Subject Matter Expert (SME) from the In Service
Engineering Agent (ISEA) may be assigned by the PE or the | A to develop the Platform
SOVT document beginning with the standard System SOV T document if oneis
available (See paragraph 2.4.2). While someone other than the PE may develop and
then later execute the SOVT asthe SOVT Manager, the PE is still responsible for all
aspects of the installation and will ensure that the SOVT developer has a copy of the
IRD or IDP, and makes use of the standard System SOVT. The Platform SOVT
document shall meet the format and content requirements of SPAWARINST 3084.1.
The PE is also responsible for coordinating any cutover requirements including cutover
strategy in advance with the affected commands. For example, when operational circuit
downtime is necessary, the PE is responsible to obtain approval for the downtime well in
advance and the PE also formally documents that agreement in the installation BESEP.

Approval of SOVT Documents. All SPAWAR SOV T documents shall be approved in
accordance with reguirements specified by SPAWARINST 3084.1.

Repository Requirements for SOVT Documents. Approved Platform SOVT documents
are to be retained in the SY SCOM designated repository in accordance with
SPAWARINST 3084.1. Signed/completed Platform SOV Tswith all testing results are
also retained in the SY COM designated repository. Status and closeout of corrective
actions shall be reported in PE SITREPs and uploaded into a discrepancy tracker, which
for SPAWAR is SPIDER.

Cut-Over Plan Development. Cut-Over Planswill be based upon the Cut-over Strategy

developed by the Program Office as outlined in Section 2 of this handbook and may be
any of the following:
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— “Hot Cut-Over” - The new system will be replacing an existing system that
will remain in operation until the new system is activated. A complete
new/additional system is normally required for thistype of cut-over. A “Hot
Cut-Over” requiresthe | A to develop a site-specific cut-over plan that
transitions the customer/user from the existing system to the new system
without the customer’ s/'user’ s operational capability being impacted. The site-
specific cut-over plan requires customer notification and coordination;

— “Cold Cut-Over” - Existing system will be deactivated and possibly removed
before the new system isinstalled or activated. This also could apply when a
system is deactivated and moved from one location to another. During this
type of cut-over, the customer/user |oses operational capability until the newly
installed system/moved system is activated;

— “Warm Cut-Over” - The customer/user transition to the new/updated/moved
system is not performed as a*“Hot Cut-Over,” but in amanner that is
transparent and seamless to the customer/user. In thistype of cut-over, the
customer/user does not lose operational capability. For example, equipment
may be relocated or upgraded in phases or another command may assume the
“guard” for a coordinated period of time; and

— No Cut-Over Required - This occurs when the system being installed
provides a new or expanded capability for the site. In this case, no
system/capability is deactivated, de-installed, or moved.

When aHot or Warm Cut-Over strategy is planned for an installation, a documented and
formal Cut-Over Plan will be developed. The Cut-Over Plan should include arecovery
and fall-back contingency plan. The PE, with site input and concurrence, will develop a
Cut-Over Plan that informs all concerned parties of the cut-over schedule and the order
in which the connections should be made, broken, and checked. The Cut-Over Plan
should include arequirement to label all disconnected wires and cables so that old
connections can be restored if new connections do not work. When a cutover is required
to complete an installation, a Cut-Over Plan shall be incorporated into the SOVT or
provided as a separate document that is referenced in the SOVT.

5.8 On-The-Job Training Materials Development

While OJT is not intended to replace more formalized training, the PE will ensure that
OJT is provided as part of the installation. Normally, OJT does not exceed threeto five
days. The purpose of this OJT isto familiarize site personnel with the location of
equipment, spares, cabling, and basic operation and maintenance of the
equipment/system. Identification of the SMEs and trainers, scheduling and personnel
training requirements, and devel opment of training materials for OJT completion are
some of the actions to be addressed by the PE. If the PE or the Site has reason to believe
that OJT will not be sufficient, the PE and/or the Site shall communicate these concerns
tothe IMA. The IMA shall determineif alternative training such as Program Office
sponsored vendor training can be obtai ned.
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ILS Checklist Development

The PE will obtain or develop an Integrated Logistics Support (ILS) Checklist using
Appendix W as aguide to what ILS materials are normally considered. As part of
turnover, discussed in Section 8, the PE shall incorporate the ILS checklist into an
Installation Completion Report (ICR) for the purpose of formally turning over the ILS
materials to the customer.

Pre-Installation Test and Checkout (PITCO) Procedures

A PITCO provides alevel of confidence that the equipment/system that will be
delivered for installation is fully operational. The main advantage to conducting a
PITCO isto reduce on-site production/testing time and mitigate risk. The cost-
effectiveness and necessity for a PITCO is dependent upon the demonstrated level of
quality of the system/equipment providers, the potential cost that would be incurred to
replace defective equipment found during installation, and operational impact resulting
from installation delays. The Program Manager is normally responsible for ensuring
PITCO isaccomplished on all applicable equipment and systems. When required,
PITCO procedures should be formally prepared and areport showing the results of the
PITCO should be included with the equipment when it is shipped to the installation site.
Appendix S shows a sample PITCO report.

Ordering and Tracking Installation Material

The PE isresponsible for ensuring that the source for all equipment and material
required for the installation is identified during the Installation Design phase and
correctly documented in the Master Parts List inthe IDP. If items are to be supplied by
a Program Office, those items should have been identified in the IRD Master Parts List
as Supplied With Equipment (SWE). All partsidentified in the IRD Master Parts List as
Installation Activity Furnished (I1AF) are the responsibility of the IA and PE to
obtain/procure. All IAF material should be ordered during the design phase as soon as
the IDP Master Parts List is approved. Long lead items should be identified early and
ordered as soon as possible in advance of the rest of the installation materials. The PEis
responsible for ensuring that all IAF material is ordered, tracked, and inventoried with
the rest of the project installation material. Part of the PE’s SITREP report includes the
status and any issues associated with installation materials.

Verify Scheduling and Financial Requirements

Installation Schedule. Often the project documentation completed during the
Installation Design phase will take longer than any other installation preparations. Prior
to completing the Installation Design phase, the PE should review the POA&M schedule
to ensure that no scheduling conflicts have arisen such as military exercises, site
availability or blackout dates, availability of key personnel, late delivery of installation
material, or availability of special installation equipment or test and checkout
equipment. Schedule changes shall be coordinated with everyone associated with the
installation and appropriately reported in the weekly SITREP. Often the receiving Site
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will schedule other work, personnel leave, classroom training, etc., around the project’s
original schedule. No change to the installation schedule is authorized without the
approval of thelA’sIMO.

I nstallation Estimate at Completion (EAC). With the completion of the documentation
developed during the Installation Design phase, the PE knows considerably more about
the cost requirements of the installation. The PE and the 1A should review the install
cost estimate to determineiif it is still correct. If arevised EAC isrequired, the 1A will
advisethe IMA. If thereisaforecasted cost increase, the IMA must approve the
increase; negotiate a reduction in scope; or lower cost by some other means.

Checklist Completion

Appendix A of this Handbook contains a checklist that can be used to aid Project
Engineersin designing shore installations. The IA or RSIM may also use this checklist
asatool to determineif all necessary design activities have been completed. It should
be noted that some of the actions in the Pre-Installation phase may have already
commenced before all actions in the Installation Design phase were completed.
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PRE-INSTALLATION

General

Pre-installation tasks are those steps that must be completed prior to performing an actual
installation of hardware or software. Failure to complete this prior-planning phase could
result in unnecessary expenditure of resources, project delays, and a potentially flawed
instalation. The maor pre-installation activities are Installation Team Preparation;
Prefabrication and PITCO; Installation In and Out Brief Preparation; Verify Equipment,
Material, and Site Preparations; and Final Installation Preparations. These activities are
outlined in the flow diagram shown in Figure 6-1. Outputs of the Pre-installation phase
are aready instalation, SOVT and OJT team; pre-fabricated system components; tested
and functional equipment; an Installation In-Brief and Out-Brief; staged and inventoried
installation and logistics material; completed site preparations; confirmed receipt of all
shipped material; and if changed a revised POA& M/Schedule.

Prepare Installation Team

It isimportant to ensure that the installers are fully prepared to accomplish the installation
prior to arrival on-site. Based on areview of acomprehensive Work Scope and the IDP
and a determination of the extent of the work to be conducted, the PE will determine the
installation, system testing, and OJT expertise and quantity of team members required for
the installation.

Safety Preparations. Another check of federal, state, local directives, the Site Survey
Report, the BESEP, and the IDP should be made for safety issues such as hazardous
materials or exposure to RF/microwave fields, high voltage, etc. The Project Engineer
will verify that all members of the installation team, both government and contractor, are
field-experienced and have received the proper safety training. If not, the PE and Lead
Installer (contractor lead) shall arrange for the necessary training.

Quality Preparations. When the installation team consists of contractor personnel, the
contract or task order shall include a requirement to provide the government with a
Quality Management System (QMS). The QMS is the documented process that the
contractor intends to use to manage the quality of the contracted deliverables. The PE
should review the contractor’s documented QM S process to ensure it supports the
specific installation. The PE can request assistance from IA personnel that are designated
Quality Assurance Evaluators (QAE). See paragraph 1.4.11 for an explanation on QAE
roles and responsibilities. The QM S shall include Quality Control Documentation (QCD)
tailored specifically to the conduct of shoreinstallations. Prior to beginning installation
production work, the PE will review the contractor Lead Installer’'s QCD. When
necessary, the QAE will assist the PE by holding a Quality Assurance (QA)/ Quality
Control (QC) meeting to discuss QA procedures and controls. In this meeting the
contract’s Lead Installer should be prepared to explain details of the QM S and how this
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system will handle control of production, review and submittal of documentation
deliverables.

Security Clearance and Travel Preparations. The PE shall ensure that security
clearance information for each member of the installation team is sent to the site 30 days
in advance of theinstallation. When foreign travel is required, the PE shall ensure that a
foreign travel request is completed and submitted to appropriate overseas organizations
(e.g. embassies). The PE shall also ensure that necessary transportation and housing
arrangements have been made by the installation team. Finally, foreign travel shall aso
be coordinated 30 days in advance with the RSIM.

Prefabrication and Pre-Installation Test and Checkout (PITCO)

Prefabrication Preparations. Cables, rack foundations, equipment, and other special
materials will be prefabricated and tested, where practical, prior to sending the
installation team to the site. The PE will be responsible for prefabrication and testing.
Prefabricated cables will be marked with labels that correlate to the IDP cable numbering
scheme as detailed in Appendix Q. It may be best to fabricate some cables on-site or
terminate only one end of the cable during prefabrication. Best engineering practices will
be employed to ensure all itemsincluding cablesfit correctly at the time of installation.

PITCO Preparations. For all system equipment for which it has been determined that a
PITCO isrequired, the PE will ensure that this action has been completed and
documented. In many instances, the PITCO will have been previously performed by
SMEsworking for the Program Manager. In this case, the SME will develop aPITCO
report, and include a copy of the report with the equipment shipment, and appropriately
tag all equipment. When this processisfollowed anew PITCO isnot required. A
sample PITCO report and equipment tag are shown in Appendix S. For new installations,
asystemlevel PITCO ispreferred. For upgrade type installations, a component or sub-
component PITCO maybe more feasible. When equipment and software are required to
be integrated, documentation is needed to show correct configuration. The PE will need
to ensure that al system components are still working properly after the integration.

Develop Installation In-Brief and Out-Brief

The PE shall prepare the Installation In-Brief in accordance with Appendix V and a draft
installation Out-Brief in accordance with Appendix X. The briefs will be prepared using
Microsoft PowerPoint or other comparable/suitable software. The intent isto leave hard
copies of the briefing material with the customer. Provide an advance copy of the In-
Brief and Out-Brief to the RSIM for review and concurrence.

Verify Equipment, Materials, and Site Preparations

Equipment and Material Preparations. The PE will ensure that three sets of the
approved | DP drawings are prepared for the installation. See paragraph 7.8.6 on redlining
IDP requirements. The PE will ensure that all equipment and material asitemized in the
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IDP Master Parts List has been received, inventoried and staged for shipment. The PE
will coordinate with the applicable Program Manager or IMA to ensure that all required
logistics support material is also received, inventoried, and staged along with the
installation material for shipment.

Site Preparations. When site preparation work is required prior to the commencement of
the installation, the PE will verify that it has been completed before the installation team
travelsto the site. Typical site preparation work may include building or site
modifications, the installation of generators, HVAC equipment, telephone switches, or
preparations related to a minor construction or MILCON project.

The PE shall also verify that the required connectivity and cryptographic materials
including keying material are available before shipping the installation material and
sending the installation team to the site. All final preparations should be complete to
activate the required connectivity (including SPIRNET and NIPRNET connectivity). If
applicable a Telecommunications Service Order (TSO) should have been issued, and the
established connectivity should have passed required Quality Control Checks. See DISA
Circular 310-130-1 at DISA’s Web site http://www.ditco.disa.mil/corporatelibrary.

No later then 30 days prior to shipment of material and equipment, the PE will coordinate
with the site-receiving officer to ensure that the site is ready to accept and store these
items until the installation begins. If the site cannot accept the equipment, the PE will be
required to make alternative storage arrangements. The PE should ensure that the
receiving officer is notified of any equipment/material requiring special handling.

Shipping Preparations.

The PE will have the appropriate logistics personnel prepare installation material for
shipment and determine appropriate means of safely transporting and tracking the
material to the site. The PE shall ensure that the installation tracking number as well as
the statement that the shipped itemisto be held for the designated OSGR or Lead
Installer is recorded on all shipping containers and shipping documents to facilitate
identification at the site storage facility. The PE’s contact information should also be
recorded on the shipping containers and shipping documents. Copies of all shipping and
receiving documents (e.g. DD-1149) are provided to the installation team for tracking
purposes.

Final Installation Preparations

Prior to departing for the installation site, the PE shall conduct afinal installation
preparation review to mitigate on-site installation production risks.

The PE and/or OSGR will confirm that key site personnel are aware of the team’'s
composition, arrival time, and specific purpose. The PE and/or OSGR will work with the
site to identify the site personnel designated to operate and maintain the new system, to
participate in the SOVT, and to receive the OJT. Any scheduling conflicts that may have
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arisen since the site survey briefings will be identified at thistime. Final verification of
Host Nation Approvals (for overseas installations) should also be conducted.

The PE will confirm availability of any outside agencies (e.g., ships or other shore sites)
that will support any aspect of the installation. The PE will also identify and coordinate
with other organizations or technical support personnel as needed for verifying/certifying
the system as operational. The PE will ensure that OJT preparations are complete. This
will include the coordination of any assigned OJT teams, as well as the forwarding of
student materials.

Before proceeding to a site with the installation team, the PE and/or OSGR will verify
that Fleet Readiness Certification Board (FRCB) approval was received. The PE will
notify the RSIM of the project readiness or any problems or delays. The PE will also
confirm with that the installation materials and equipment are on-site. The PE will
update the SITREP with the current status and any issues.

The PE will make any changes necessary to the POA& M/schedule and forward it to the
|A for approval. ThelA will make any applicable changesto the TLS and forward the
TLStotheIMA. All schedule changesimpacting aMission Critical Date (MCD) in the
Work Plan will require immediate IMA notification and approval.

The PE shall submit monthly financial reportsto the IA. If the PE's EAC of the
installation has increased, the IA will report the increase to the IMA. Unlessthe IMA or
the sponsoring Command has a different threshold policy, any deviation greater than +/-
5 percent (not to exceed $20,000) from estimated cost at completion shall be reported to
and approved by the IMA.

Checklist Completion

Appendix A of this Handbook contains a checklist that can be used to aid Project
Engineersin planning and completing Pre-Installation tasks. The A or RSIM may also
use this checklist as atool to determineif all necessary Pre-Installation activities have
been completed before starting on-site production work.
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INSTALLATION PERFORMANCE

General

After the planning, procurement, and preparations are completed the actual installation
can begin. Theinstallation resultsin an installed system that has been groomed or
prepared for the SOVT.

Personnel Safety Requirements

Every Project Manager, PE, and OSGR shall be very familiar with the subject of safety
and shall consider on-the-job safety as his or her top priority. The Project Manager, PE,
and OSGR shall be familiar with the Navy’s overriding safety instruction, OPNAVINST
5100.23G, Navy Occupational, Safety, and Health Program Manual. OPNAVINST
5100.23G covers many aspects of safety and provides additional references for more
detail. Although OPNAVINST 5100.23G isthe Navy’s overriding safety instruction, the
Project Manager, PE, and OSGR should also be familiar with the local command’ s safety

policy.

All Navy contracts should require contractors to have safety training. However, the
Project Manager, PE, and/or OSGR should not assume that the safety training is
sufficient to ensure a proper observance of safety procedures. The Project Manager, PE,
and OSGR should be constantly observant to ensure that the installation is conducted in a
safe manner.

Major Safety Considerations

Some, but certainly not all, of the safety considerations that shall be observed during
C4ISR shoreinstallations are:

Energized Circuits or Power Panels.

Energized work is one of the most dangerous jobs that an installation team may be asked
to perform. When working on equipment that is connected to an energized power panel,
the normal practice isfor the circuit from which the equipment is powered to be off and
properly locked or tagged out, in accordance with station procedures. Working on live
equipment/circuits/panelsisthe last alternative work practice to consider. Only when it
isallowed by local Command, can the installation team perform work on energized
equipment, circuits, or power panels with strict adherence to mandated safety
requirements. Personnel performing thiswork and in the area near the work must have
received the specified training, protective gear, proper tools, and proper authorization in
writing by the authority have jurisdiction as required by OSHA 1910 and 1926, Unified
Facilities Criteria (UFC) 3-560-01, and NFPA 70E. All energized work for the Navy is
required to have job specific procedures approved, in writing, by the Commanding
Officer/Executive Officer and considered necessary to support acritical mission, prevent
human injury, or protect property. Only properly trained workers can perform this work
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after determining that the job can be done safely based on assessment of the hazard,
identification of required safe work practice, outfitting with protective equipment, and
having all written procedures and authorization to perform the task completed. See
details of electrical safety requirementsin Appendix AC and referenced standards.

Fire Watches. If welding or any other process that produces heat is required during an
installation, a*“fire watch” is required to ensure that fires do not occur and that the
installation areais under control. In many cases a Hot Work Permit may be required.
The Base Fire Department can provide information about the presence of flammable
material or the requirement for a Hot Work Permit.

Radiation Hazards. All installers shall be aware of all potential sources of radiation.
When work is planned in an area where RF radiation could possibly be encountered, all
potential radiation sources must be de-energized and the circuits must be locked and
tagged to prevent potential RF exposure.

Asbestos. When an installation is planned that could affect the physical site,
consideration shall be given to whether asbestos may be present. Asbestos has been
proven to cause cancer and shall be handled only by persons trained in asbestos removal.
If an asbestos concern exists, contact the command’ s Safety Manager or facilities office
to determine if an asbestos survey has proved or disproved the presence of asbestos. If
this proves to be inconclusive and a concern still exists, request that the site conduct an
asbestos test to confirm or disprove the presence of asbestos.

Polychlorinated Biphenyls (PCB). Many transformers contain PCBs that have been
proven to cause cancer. If work on an existing transformer is required, care should be
taken to avoid damage to the transformer that could cause the PCBsto leak out. If aleak
IS seen, contact the Safety Manager to arrange for proper cleanup.

Hazardous Materials. The Safety Manager should be able to provide alist of hazardous
materials that exist on the site. If hazardous materials do exist, the Safety Manager
should be able to provide a Material Data Safety Sheet detailing the appropriate
hazardous materials handling procedures. Material Data Safety Sheets shall be provided
to the Safety Manager for all hazardous material taken to the site.

Confined Space Entry. Confined, unventilated spaces could contain dangerous gas build
up. If work in aconfined space is required during an installation, contact the Safety
Office for testing to ensure that the space does not contain toxic gas. Installers should not
work alone in confined, unventilated spaces.

Weight Handling. Weight handling equipment shall have a current certification for the
weight to be handled during the installation. All persons operating weight-handling
equipment shall be trained and certified to use the equipment. Installers should be trained
in the proper method to lift and move material by hand.

68



Section 7 — Install ation Performance Shore Install ation Process Handbook

7.3.9

7.3.10

7.3.11

7.3.12

74

7.5

7.5.1

7.5.2

7.5.3

754

Version 3.0

First Aid and Cardiopulmonary Resuscitation (CPR) Certification. All personnel
working on an electrical/electronic installation shall have a current first aid and CPR
certification.

Personal Protective Equipment (PPE). Installers shall be properly trained in the use of
any PPE that is required to be used during an installation.

Personal Protection Requirements. Each installation site should be evaluated to
determine whether the installers must be protected from bodily harm. Installers should
use earplugs in areas with excessive noise and eye, head, and foot protection as needed.

Reporting. All safety mishaps resulting in injury must be reported in accordance with
OPNAVINST 5100.23G.

Performance of I nstallation

Anoutline of installation phase is shown in (Figure 7-1). The major stepsin this phase
are described in the paragraphs that follow.

Conduct In-Brief

Thefirst step in the installation phase isto conduct an In-Brief. An outline and example
showing the major topicsto be covered is provided in Appendix V.

The purpose of the In-Brief isto introduce the key members of the installation team,
review what equipment or systems will be installed, review the schedule, discuss
potential impacts the install may have on the facility and security, request whatever
assistance is required to successfully complete the installation and system turnover, and
review the installation team and customer responsibilities as stated in the BESEP. Key
members of the installation team will normally consist of the PE or an OSGR, and Lead
Installer (generally a contractor). The RSIM will also attend, if possible. Recommended
participants from the site and region include site Safety Officer, CMS custodian, Security
Officer, PWO, Logistics/Supply Officer, Facilities Officer, Plans Officer, Electronic
Maintenance Officer, Operations Officer, Communications Officer, and Officer In
Charge (OIC) / Commanding Officer or command designated representative.

Thein-brief shall include a discussion of working hours, the order in which tasks will be
accomplished, any required downtimes, and the cut-over schedule (if applicable). Factors
that could affect the installation schedule should also be discussed at thistime.

The site should be made aware of both permanent and temporary impacts that the
installation will causeto site facilities. The site may be aware of the final impact(s), but
the site should also be warned of any temporary impacts that may affect the workspace,
such as the temporary removal of floor tiles that may affect normal personnel access.

The site should be informed of the security clearance levels of installation personnel and
the areas that will require access. Installation personnel shall have a security clearance
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level that minimizes the disruption to the site and the use of escorts. If the installation
will result in additional classified circuits and equipment being installed, the site should
also be made aware of these circuits and/or equipment and any intended special access or
use during the installation.

A good practice isto review the assigned responsibilities from the BESEP. Many
misunderstandings can be avoided by thoroughly preparing the roles and responsibilities
section of the BESEP and by reviewing them again with the customer in advance of
starting the installation.

Coordination and Liaison

The PE must coordinate with a number of key personnel and participating organizations
in order to ensure a successful installation. The PE or OSGR should communicate status
and issues both before and at least weekly during the installation to the RSIM. During
the installation phase, the OSGR will conduct status meetings with the appropriate site
representative daily, or as requested by the site. If applicable, the responsible regional
frequency coordinator must be contacted in order to coordinate frequency availability.
Additionally, liaison must be made between the Fleet Commander, any Joint Commands
affected, aswell as any other participating organizations to ensure that proper approvals
and support are available to successfully complete the installation.

Cut-over and outage times must be scheduled with the site. The PE or OSGR will
coordinate for al Public Works (PW) services, scaffolding, crane and/or rigging services
necessary for the completion of the installation.

The PE or OSGR shall coordinate with participating organizations to verify the status of
interfaces for testing support. If required, ship and shore site support must be identified,
prepared, and available to support system end-to-end testing.

Administration

Upon arrival at the site, the PE or OSGR and Lead Installer will locate and stage the
installation equipment and material. The equipment and material will usualy have been
shipped to the site' s receiving officer with instructions to hold the itemsin reserve for the
designated PE, OSGR, or Lead Installer. Building accessibility for the installation
material must also be confirmed.

The PE or OSGR should also begin coordination with the site’ s Security Office. Keys,
clearances or badges, escorts, combinations, and any other item or information required
to gain access should be obtained. Confirmation should be made that clearance messages
or visit requests were received for all members of the installation team.

The PE or OSGR should verify that the established connectivity for thisinstallation has
passed required Quality Checks (see DISA Circular 310-70-1).
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COM SEC requirements were first identified to the site CM S custodian during the site
survey. The BESEP formalized the specific COM SEC requirements to include the CNO
Validation Number. The PE aso verified the availability of required COMSEC material
during the pre-installation stage. The PE or the OSGR will confirm with the local CMS
custodian the availability of all required COMSEC materials and ensure that required on-
site personnel are available to support the installation effort on all matters relating to
COMSEC. The OSGR will coordinate with Communications personnel and the CMS
custodian to schedule the delivery of COM SEC and loading of the keying material when
needed.

The PE or OSGR will coordinate administrative actions for the SOVT Team. This
includes verifying receipt of visit requests, coordinating security access, verifying
arrangements for test equipment or other special requirements, and coordinating
installation status with the SOVT Team to ensure they arrive at the proper time.

Conduct Installation

During the installation the PE or OSGR will conduct status meetings with the appropriate
site representatives daily, or as requested by the site. These meetings should occur often
enough to satisfy the site’ s organizations need for status information. When the PE is not
on-site during the installation, the OSGR will also submit aweekly activity report to the
PE. The PE isresponsible for preparing weekly SITREPs and forwarding them to the
IMA, 1A, RSIM, customer, and all other participating organizations. A template for the
Weekly SITREP can be found in Appendix B. ThelA’sIMO isalso responsible for
providing a monthly financial report to the IMA or sponsor activity indicating the
estimated cost at completion of the installation project. If the EAC hasincreased, the A
will report the increase to the IMA. Any deviation greater than 5 percent (not to exceed
$20,000) higher than the previously approved estimate shall be reported to and approved
by the IMA.

7.8.1.1 Installation Reporting Process. Figure 7-2 shows the flow for the following installation

status reports:

e Project Engineer’s SITREP Report. (See Appendix B for template); and
e RSIM WAR. (See Appendix B for template);

Information velocity and problem area identification are paramount. At a minimum, the
first SITREP is due six months prior to planned production start and monthly thereafter
until one month prior to planned production start. At this point, the PE's SITREP is
required weekly until the installation is complete. These reports will be color-coded
(Green, Yellow, and Red) to indicate status and will be submitted via E-mail. The subject
line of the E-mail shall indicate whether the overall statusisred, yellow, or green. If any
report item (see Appendix B) isred then the overall statusisred. If no report items are
red, but there are one or more yellow report items then the overall statusisyellow. Only
when all report items are green will the overall status be considered green.
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Similarly, the RSIM will develop aregional Weekly Activity Report (WAR) using the
information in the PE SITREP reports and other information that the RSIM is able to
obtain concerning the installations in the region. The RSIM report shall be in the format
shown in Appendix B. The RSIM’s WAR is akey installation process report used by
NETWARCOM, the SY SCOM, the IMA, and the |A to identify key issues and needed
actionsin each of the regions.

When the installation is an upgrade to an existing system, the PE or OSGR or an
installation team member, along with station forces will perform a Pre-Installation
Baseline Test (PRBT) (also sometimes referred to as Pre-Installation Check-Out (PICO))
to establish afunctional baseline of the existing system. If any equipment or portion of
the system that will be retained isidentified as not functional, the PE or OSGR will
coordinate with the site to obtain repair actions. A Baseline Test Messageis
recommended, but required to formalize results of the baseline test. See Appendix T for
asample message. The installation team should compare the existing equipment to the
equipment shown in the install ation drawings and note any differences.

Theinstaler isnormally responsible for removing replaced equipment. This process
includes the removal of the equipment and all unused cabling, racks, cabinets, and
foundations. Care should be taken during the removal of classified material to ensure
proper controls and safeguards are maintained at al times. Normally, theinstaller is
responsible for moving the removed material to a site designated location. Equipment
and materials designated for disposal are usually sent to a Defense Reutilization and
Marketing Office (DRMO) if one existslocally. If alocal DRMO does not exist or if the
old equipment or materials are to be recycled or salvaged, the OSGR will need to
coordinate shipping to the IA or to an aternate location designated by the Program Office
or sponsoring organization. Instructions for disposal of special equipment or material
should be coordinated with station forces.

Power and equipment cabling shall be completed as defined during the site survey. This
task includes running the cables inside the available cableways or ducts between
equipment and frames. |If existing cableways do not have enough room left to
accommodate the needs of the installation, (see Appendix AC for code requirements) the
instalerswill install additional cable trays or ducts as needed. Each end of each cable
should be terminated on a terminal block or with a connector.

Cosmetic actions do not affect operations, but are required to give the installation a
professionally finished appearance. Cableswill be systematically dressed and secured
with cable ties inside of the cabinets. Each end of the cable shall have a professionally
printed or engraved label indicating the location of the cable. In addition:

e All equipment, power panels, and cabinets/racks affecting the installation should be
properly labeled;
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e Cabinets/racks shall have a prominent label showing the originating power panel and
breaker number;

e Existing handwritten labels affecting the installation should be replaced with
professionally printed or engraved labels;

e Loose ends of cable ties should be removed;

e FHoor tilesthat were damaged as aresult of the installation or that affect the
professional appearance of the installation should be replaced;

e Blank panels should be installed; and
e Debris should be removed.

All labeling details will be included in the IDP (see Appendix Q of this handbook). The
Lead Installer and OSGR will ensure that cosmetic actions are completed.

Often due to circumstances beyond the installation team’ s control, installations cannot
always be performed exactly in accordance with the approved design documentation.
Deviationsto the IDP will be annotated in red on three sets of drawings. Redline
drawings shall be updated daily. Thisisthe preferred method of documenting
configuration changes. Other changes to configuration settings not necessarily residing
in the IDP will also be documented. For example, strapping, switch setting, software
setup information, and firewall settings will be documented and duplicate printouts and
electronic copies of al configuration settings are required. Once servers are up and
running, a backup tape should be made and stored. When the installation has been
completed, one set of the redline drawings should be left with the site, one set should be
retained by the contractor to prepare the As-Built drawings, and one set should be
retained by the PE for reference and review of the As-Built drawings.

The PE shall ensure that qualified personnel are available to install software and verify
software loads. As systems have become more complex this effort has become a major
part of system installations. Most software installations should have been performed at
the pre-installation stage during PITCO. If software |oads were not previously performed
and verified, ahighly skilled specialist may be required at this stage of the on-site
installation.

System QA and Checkout

Prior to conducting the SOV T, a series of inspections will occur to verify that the quality
of the overall installation is acceptable. The OSGR, Lead Installer, and subject matter
experts will conduct a physical inspection, safety check, security check, continuity check,
system groom/pre-SOV T, and post-installation troubleshooting.
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7.9.1.1 Thefirst check isaphysical inspection. This action verifies that the equipment/system
was properly installed, that the equipment and cabinets have proper grounding, that the
labeling is complete, that all required physical connections have been completed, and that
the installation has a professional appearance. Cabinets/racks should have a prominent
label showing the originating power panel and breaker number.

7.9.1.2 The second check, sometimes referred to asa* cold check” of the system, involvesa
check of the continuity of wire and/or fiber-optic cables. Normally, the cold check is
completed against the circuit diagrams of the IDP with each cable highlighted or marked
off as each check is completed.

7.9.1.3 The third check is a system groom/pre-SOVT. The system is turned on and each piece of
equipment is checked for correct operation, software loads are verified, and diagnostics
are conducted if available. Verify that prior existing equipment identified as faulty
during the PRBT has been repaired and is now fully functional.

7.9.1.4 During or after each check, post-installation troubleshooting will be completed to resolve
identified deficiencies. Upon completion of the inspection and checkout, the OSGR
should have a high degree of confidence that the customer will witness a successful
SOVT.

7.10 Checklist Completion

Appendix A of this Handbook contains a checklist that can be used to aid the PE in
planning and compl eting Installation tasks. The IA or RSIM may also use this checklist
asatool to determineif all necessary Installation activities have been completed before
starting System Turnover work.
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SYSTEM TURNOVER

General

The final phase of the Shore Installation Process covers those activities that occur after
the installation, ending with final customer acceptance. The major activities occurring
during this phase of the Shore Installation Process are the SOVT, the Cut-Over, Training,
ILS turnover, Installation Completion Report, Out-Brief, post installation administration,
and project closeout. Figure 8-1 shows the process flow for this step.

Conduct Security/Safety Walk-Through

The OSGR, Lead Installer, and Site Personnel will conduct a security/safety walk-
through to certify the security and safety of the installation, to identify security/safety
discrepancies, and to assign corrective action. The OSGR will annotate all discrepancies
requiring correction in the SOVT document.

Conduct SOVT

The SOVT isthe formal document used to test and document that the installed
system/equipment isfully operational. The OSGR, SMEs, and site personnel will
perform the SOVT in accordance with the SOVT document. The SOVT Team will
conduct system-level testing of interfaces and functions as defined in the SOV T
document, ensuring system operational functionality is demonstrated to site personnel
who will witness successful completion of the SOVT by signing the SOV T document.

Arrange and Conduct Training

The OSGR will ensure that OJT is provided to site personnel and that it covers operation
and maintenance features of the installed system. The OSGR will ensure that OJT is
scheduled to provide timely training to site personnel. OJT Certifications will be
provided, as applicable, to all site personnel successfully completing the OJT. Record the
names of the site personnel to receive the training in the Installation Completion Report
(ICR) in accordance with the template provided in Appendix W.

Type Accreditation Package

The OSGR will ensure that the Type Accreditation package for an AIS systemiis
delivered to the site/local DAA so that Site Accreditation can be completed. I1n addition
to requiring thisinformation for the Site Accreditation, the Site needs the Type
Accreditation package for submittal to DISA for NIPRNET/SIPRNET connection
approval. Record turnover of the Information Assurance documentsin the ICR in
accordance with the template provided in Appendix W.

L ogistics Support and Configuration Management

The OSGR will ensure that all logistics support documentation material isdelivered. All
equipment, spares, and documentation will be accepted by authorized site personnel,.
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tracked using a DD 1149, and noted in the ICR in accordance with the template provided in
Appendix W. In addition, it is the responsibility of the installation team to prepare a CDMD-OA
Validation Report for NETWARCOM Managed Sites. A current listing of NETWARCOM
managed sites can be obtained from the IA’s IMO or SPAWAR 4.2. For sites that do not have
an assigned Configuration Data Manager (CDM) and do not reside in CDMD-OA, a4790CK
formisstill used

8.7

8.8

881

8.8.2

Cut-Over

When aHot or Warm Cut-Over strategy (see Section 2.5) has been planned for an
installation, a Cut-Over Plan will be developed. The Cut-Over Plan should include a
recovery and fall-back contingency plan. The OSGR and site personnel will be
responsible for executing the Cut-Over Plan. The Cut-Over should be integrated into the
SOVT document when feasible. Actual Cut-Over to operational statusisthe
responsibility of site personnel with support provided by the SOVT team.

Out-Brief

The PE and the OSGR will conduct the installation Out-Brief to the site. The RSIM will
attend, if possible. The PE will normally invite the list of attendees that attended the In-
Brief. The Out-Brief will explain the systems and capabilities that have been installed
and will summarize the results of the SOVT. All outstanding discrepancies will be
explained and action items will be assigned to the appropriate authority, with expected
completion dates. Security and safety issues will be briefed, pointing out any
personnel/equi pment dangers such as new Radiation Hazards, software upgrades required
to protect against viruses, and intrusion detection measures. The results of the On-The-
Job Training (OJT) and IL S turnover will also be discussed. The completed Installation
Completion Report (ICR) (Appendix W) will also be provided for signature acceptance
of theinstallation. A template and an example for an Out-Brief can be found in Appendix
X.

The OSGR will provide adraft Completion Message during the Out-Brief. A template
for a Completion Message can be found in Appendix W. Whileit is preferred that the
installation Completion Message be the final acceptance by the site with all discrepancies
resolved, it is acceptable for the site to send a conditional acceptance listing the
remaining unresolved deficiencies in the Completion Message.

Training Site Installations. After completion of the SOVT certifying that the installation
and testing has been satisfactorily completed, the TA will perform whatever tests and
pilot courses that the TA deems to be necessary to prove that the curriculum and training
installation meetsthe TA’ srequirements. In addition, the PE will deliver the completed
OPNAY 4790 CK documentation to the TA. After the TA tests and pilot courses are
completed, the TA will:

e Send a Completion Message signifying final or conditional acceptance of the training
installation and indicated Ready for Training status. If the system is Ready for
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Training, but has deficiencies or issues that must be resolved prior to final
acceptance, those deficiencies should be listed in the message. Ultimately the TSA is
accountable for ensuring deficiencies are resolved either by the PE or by the TSA.

o After al installation deficiencies have been resolved, the TA will signify the
installation is fully acceptable and Ready for Training by signing phase 111 of the
TSIP document. For training site installations, the signed phase |11 TSIP includes an
ICR within the TSIP Appendix B.

The Project Engineer or OSGR will solicit feedback from the sites/customers receiving
installations regarding the installation itself, in an effort to improve future installation
efforts. Thisfeedback will be forwarded to the RSIM (if not present) as well asto the 1A
and IMA.

Post-I nstallation Administration

The PE shall enter all outstanding deficiencies into the SY SCOM designated installation
database and shall work to resolve and track them until resolution. The PE shall report
weekly to the RSIM on the status of all outstanding deficiencies. Upon completion of the
outstanding deficiencies, the PE will arrange for final site acceptance of the installation
and report the completion to the RSIM.

For the purposes of Configuration Management, the PE will submit final approved As-
Built drawingsto the site, the |A, and the IMA within 60 days after the completion of the
instalation. If Master As-Built drawings are available, they shall be updated and this
update shall constitute the As-Built deliverable. See Section 5.6.4 for a definition of
Master As-Built drawings. The As-Built drawings should be provided in hard copy for
use by the site and also soft copy, if available/practical. Delivery of fina As-Built
drawings shall be viaa DD-1149 or a Letter of Transmittal to formally document
delivery. Thefinal As-Built drawings shall represent the final as-is configuration
including incorporating al corrections and changes marked on the redlined copies of the
IDP that was provided to the site upon the completion of the installation.

The lA will finalize the actual installation costs and upload the actual cost of the
installation into the SY SCOM designated installation database (for SPAWAR itis
SPIDER). In addition, the |A will make available to the IMA asummary of installation’s
final cost broken down by the format outlined in Appendix G.

Some time after the installation, the RSIM shall contact the customer to get follow-on
feedback concerning theinstallation. The RSIM will combine this data with similar
feedback received from the Lead Installer, the OSGR, and the PE. The RSIM wiill
include a post-installation report as part of the weekly RSIM WAR. In thisway, lessons
learned can be incorporated into future installation efforts.
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Installation Task Closeout

The PE will coordinate the return of all excess installation materials to the appropriate
activity, update the SY SCOM designated installation database, and upload all project
installation documents to the SY SCOM designated repository before the installation
project is closed.

After al installation-related charges have been paid, the PE shall return all excess funds
tothelA. ThelA shall identify excess fundsto the IMA.

I nstallation Completion

Aninstallation will be considered complete when all itemsin paragraphs 8.8, 8.9, and
8.10 are complete, all installation issues/discrepancies have been resolved, and the
customer sends the Completion Message. If after 2 weeks the customer has not sent the
Completion Message, the PE will contact the customer and request this transmission.

If the customer has not sent the Completion Message within 30 days after the Out-Brief
has been completed, the PE will send a Completion Message notifying the customer that
the install ation has been completed. If there are any outstanding issues or discrepancies
for the installation, such as As-Built drawings, they will be noted in the Completion
Message along with actions planned and the expected completion date. Under this
condition, the installation will be considered completed when all issues/discrepancies
have been resolved.

Checklist Completion

Appendix A of this Handbook contains a checklist that can be used to aid Project
Engineersin planning and completing System Turnover tasks. The |A or RSIM may also
use this checklist asatool to determineif all necessary System Turnover and post-
installation activities have been completed before closing out the project.
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9.0 MILITARY CONSTRUCTION (MILCON) AND OTHER LARGE
PROJECTS

9.1 Purpose

The purpose of this section isto provide an overview of special processes and actions that
are required to install electronic systemsin large multi-sponsor, multi-system, shore
C4ISR/IT projects. These projects could be C4ISR/IT integration projects for MILCON,
Command Centers, Operations Centers, or Master Telecommunications Facilities. The
elements described in this section are in addition to the processes outlined in Sections 3
through 8. A more detailed description of the MILCON C4ISR/IT Integration Processis
contained in Appendix Y.

9.2  Background

Sections 3 through 8 of this Handbook describe the normal Shore Installation Process for
single or consolidated installations of medium size and complexity and relatively short
duration. On the other hand, MILCON Projects and large scale integrated projects
involving significant facility alterations that usually extend over longer duration and
require project requirements identification and additional management structure,
coordination, planning, documentation, customer and NAVFAC interface These special
projects may include Command Center relocation and renovation projects.

The Naval Facilities Engineering Command (NAVFAC) isin charge of Navy
requirements for the MILCON Process that can take up to eight years from initial
NAVFAC requirement to C4ISR/IT Initial Operational Capability (10C). These large
“brick and mortar” construction projects are budgeted through the DOD Program
Objective Memorandum (POM). However the C4ISR/IT systems that are to be housed
within the MILCON building are planned, programmed, and resourced by multiple
Resource Sponsors and Program Offices separately from the MILCON POM. These
sponsors can be Mission Sponsors, like Navy Network Warfare Command, or Program of
Record (POR) sponsors from one or more Program Executive Offices (PEOs). Often a
Mission or Resource Sponsor will task a SPAWAR Echelon 11 field activity to act asthe
C4ISR/IT Project Office; responsible to develop and execute an integrated design of all
the C4ISR/IT systems destined for that facility. The intent is that the end-user receives a
facility that has fully integrated and interoperable C4ISR/IT capability designed,
organized, and installed to satisfy the users operational and human interface
requirements.

Sometimes the different technical terminology and the associated definitions used by
SPAWAR and NAVFAC planners can lead to confusion. Close cooperation and
communications with NAVFAC plannersis required to ensure MILCON requirements
are properly documented, understood, and met. For example, the word “installation” is
often used by SPAWAR to refer to the act of installing equipment within a building, ship,
or some other platform. This same word “installation” is often used by NAVFAC to refer
to abuilding or command. Theterm “Information Technology” or IT is often used by
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NAVFAC plannersto refer to unsecure or secure telephone and data networks, whereas
SPAWAR often uses the term “ C4ISR” to refer to a broad definition of any equipment or
system, standalone or networked, that provides Command, Control, Communications,
Computers, Intelligence, Surveillance, and Reconnaissance information processing
services, which for SPAWAR includes telephony and network programs.

MILCONSs are normally initiated through the completion of aNAVFAC managed DD
Form 1391. After the MILCON is approved for Navy budget submission, the MILCON
project architects/engineers require technical and programmatic information early in the
design process in order to correctly specify environmental, grounding, power, and other
facility parameters. Identification of these requirementsis usually accomplished by
preparing a MILCON BESEP also referred to as a Site Requirements Package (SRP). See
Appendix Y for detailed guidance on preparation of MILCON BESEPS or SRPs.
Examples of project requirements that must be provided include:

e Physical spacefor C4ISR/IT equipment
e Critical and non-critical electrical power
e Heating, Ventilation and Air Conditioning (HVAC)
e Lighting

e Grounding systems

e Environmental

e Physical security

e Fire protection systems

e Lightning suppression

e Computer Decking

MILCON C4I SR Integration Process

Over time, SPAWAR has devel oped a step-by-step, event driven approach to integrating
NAVFAC s MILCON Process with the SPAWAR C4ISR/IT Installation Process. The
combined process is a unique, more complicated case of the Shore Installation Process,
and is depicted in Figure 9-1. This diagram shows the relationship between the NAVFAC
MILCON Process and the Shore Installation Process. Thisintegrated MILCON and
Shore Installation Process is referred to as the MILCON C4ISR/IT Integration Process.
SPAWAR 4.0 is the technical authority and process owner for the MILCON C4ISR /IT
Integration Process and is responsible to maintain clear process guidance. This guidance
is published in this section and Appendix Y.

CAISR/IT facility design and integration work is required to support the MILCON
process to ensure that the facility infrastructure is correctly designed and built to support

84



Section 9 —MILCON and Shore Installation Process Handbook
Other Large Projects Version 3.0

931

the intended C4ISR/IT requirement. Thisinitial design and integration work is critical to
developing an integrated and high performance warfighting facility.

All DOD CA4ISR/IT systems going into aNavy MILCON are required to use the Shore
Installation Process to plan, design, and install their individual systemsinto a Navy
MILCON. Some MILCONSs have had over 100 separate C4ISR/IT systems integrated
into the new building. These separate and discrete systems usually come from many
different Program Offices, PEOs, SY SCOMSs, and/or other federal departments. A single
Echelon I MILCON C4ISR/IT Integration Program Management Office is designated to
perform the integrated design coordination and program management with multiple
product producing program offices participating. Each sponsor of a C4ISR/IT system
must coordinate requirements, budget and schedule of their systems with the designated
MILCON C4ISR/IT Integration Program Management Office. For example, SPAWAR
4.0D acts as the overall program coordinator or MILCON C4ISR/IT Integration Program
Management Office for SPAWAR HQTRs assigned projects and PMW 790 performs this
function for PEO C4l assigned projects.

In the early phases of the overall MILCON C4ISR/IT Integration Process, the C4ISR/IT
integration program office (Echelon I1) and the designated Echelon 111 implementation
project office will support NAVFAC with technical and programmatic expertise to define
and trandate the C41SR/IT requirements into the technical details required by those
constructing the building. The final phase of the processis a detailed and integrated
version of the standard Shore Installation Process where the multiple systems are
installed, tested, and cutover in predefined systematic order. This minimizes disruption
to the warfighter, supports system dependencies, and logically develops an integrated
CAISR/IT infrastructure.

C4I SR/IT Requirements | dentification. Prior to implementing the MILCON C4ISR/IT
Integration Process, a preliminary dialog with the customer should begin to determine the
customer’ s requirements and plans for the new building. These requirements include
those that clarify standard operating procedures, facility organization, and technical
aspects associated with the C4I1SR/IT overall implementation that needs to be considered
in order to meet mission and human interface requirements. For MILCONS, this means
as soon as the local NAVFAC DD Form 1391 building requirement is started, the
Mission Sponsor should initiate a project charter to identify the scope of work, who are
the stakeholders, and which organizations have programmatic, engineering, installation,
oversight, support and execution responsibilities. A MILCON BESEP should be started
early in planning process to address C4ISR/IT facility design requirements. SPAWAR
requirements identification personnel must work closely with NAVFAC personnel to
insure al building and C4ISR/IT systems including network requirements are met. A
more detailed discussion of the requirements identification and long range planning
processis contained in the discussion of Phase | in Appendix Y.
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In addition to technical and operational requirements that were previously
identified/addressed by Programs of Record for each system, these mgjor C4ISR/IT
Integration Projects have additional installation-related or integrated facility capability
requirements. Requirements that will not be met by the already programmed and
validated C4ISR/IT systems must be validated by OPNAV as new or additional
requirements.

C4ISR/IT Design. The C4ISR/IT Design follows and parallelsthe NAVFAC MILCON
Process and is designed to gather and present the C4ISR/IT requirements so that their
impact can be planned for during the construction design. The greatest single challenge of
this phase is to develop an integrated C4I1SR/IT system and network infrastructure for a
NAVFAC construction project. This includes documenting the functional interfaces of all
networks and systems that will be housed within the facility. As with Requirements

| dentification, close coordination with the NAVFAC building design team is especially
important. For a more detailed discussion of the design process, see Appendix Y, under
Phases |1 and I11.

C4ISR/IT Installation and Full Operational Capability (FOC). PhasesIV and V in
Appendix Y provide more detail covering system installations, testing and turnover of
large multi-system, multi-network projects. These phases should closely follow process
guidance provided in Chapters 1-8 of this document. The primary difference between
single and multi-system installations is the added requirement for increased system
integration, dependency analysis, and coordination across a large team by multiple
stakeholders. System installation planning is much more rigorous, requiring more
detailed and integrated planning, design, test, and transition documentation.

Risk Management. Every project includes elements of risk that may impact cost,
schedule, and/or performance. It isthe responsibility of the MILCON C4ISR/IT
Integration Program Manager (Echelon I1) and the implementation Project Manager
(Echelon 111) to:
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e |dentify the risks associated with the implementation of the Major Project.
e Establish the level of probability of occurrence and potential impact to the project.

e Develop aRisk Mitigation Plan to manage or eliminate the risk and/or impact to
the project.

e Maintain the Risk Mitigation Plan that will be reviewed during each planned
review of the MILCON C4ISR/IT Integration Process and during the installation
phase. See Appendix E of this manual for amore detailed description of risk
mitigation requirements.

¢ One simple method of quantifying how much risk aproject is carrying is by
determining how much a specific risk occurrence would cost in dollars and
multiply that value by the probability of occurrence. The resulting product can
then be summed with all other risks to measure how much risk aproject is
carrying at any given time. Thisvalueis useful when used in conjunction with the
“Project Control” cost and schedule performance measurements discussed below
and in Appendix Z.

9.3.5 Project Controls. There aretwo basic types of Project Control methods used with
MILCON and Other Large Projects such as Command Centers; Earned Value
Management Systems (EVMS) and Cost/Schedules Control Systems (C/SCS). All Major
or Special Interest Projects require one or the other of these control systems. The Project
Control system is managed by the designated MILCON C4ISR/IT Integration Program
Management Office at the Echelon 11 level. Process implementation is performed by the
Echelon 111 Project Office. Project Control systems are discussed in more detail in
Appendix Z.
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10.0 TAILORING INSTALLATION DOCUMENTATION

10.1 Purpose
The purpose of this section is to describe how installation documentation can be tailored
to meet the needs of different types of installations. The purpose of tailoring is to ensure
that:

e Resources expended to produce documentation for any installation arein
reasonable proportion to the size and complexity of the installation.; and
e Only needed documents will be produced.

10.2 Installation Categories
This section defines the categories used to guide the tailoring of installation
documentation. These categories will be compared to those previously defined within
Appendix D for Work Scope preparation.

10.2.1 Shore Work Scope Form Defined I nstallation Categories. The Shore Work Scope Form
instructions are provided as Attachment A to Appendix D1. The categories defined in
this attachment are:

e SITEALT

e Field Change (FC)

e Engineering Change (EC)

¢ Non-Permanent Change (NPC)

10.2.2 Permanent Installations. A permanent installation is an installation that will remainin
place and operational for more than one year.

10.2.3 Temporary Installations. Temporary Installations are the same as the Non-Permanent
Change Installations described in Appendix D1 (Work Scope Form Instructions). This
Section breaks temporary installations down further into several sub-categories which
will be discussed later in this document.

10.2.4 Installation Categoriesfor Tailoring Shore Documentation. The installation categories

for tailoring shore installation documentation are defined in the following subsections.
Under no circumstances shall an installation project be broken into smaller projects for
the purpose of changing the category of an installation. The following installation
categories are the ones used as column headings in Tables 10-1 and 10-2. Table 10-1isa
matrix that can be used to determine the documentation requirements for “permanent”
installations. Table 10-2 was devel oped to summarize the documentation needs of
temporary installations.
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10.2.4.1 Software Only. Software Only installations are installations during which software, but
no hardware, isinstalled by SPAWAR personnel or contractors. Thistype of installation
would fit into the category of Engineering Change on the Work Scope form.

10.2.4.2 Software Mailout. Software Mailout installations are installations during which
software, but no hardware, isinstalled by station forces personnel or their support
contractors. Thistype of installation would fit into the category of Engineering Change
on the Work Scope form.

10.2.4.3 Field Change. SPAWAR personnel or contractors may or may not be involved with
the installation of Field Changes. Attachment A of Appendix D1 defines afield change
as“A mechanical, electronic or electrical modification made to asingle electronic
equipment or system. The FC is confined to modifying an existing single nomenclature
equipment or single nomenclature equipment within a system. Field Changes must meet
the following conditions:

e Change cannot affect form, fit or overall function of the equipment/system.

e No additional power, heating, ventilation, or air conditioning (HVAC) is
required.

e No changein externa cabling or interfaces to other equipments/systems can
be implemented as part of the FC.

¢ No software only changes

Examplesinclude: RAM upgrades, circuit card component change, and equipment
module replacement”

10.2.4.4 Technology Refresh. Technology Refresh are installations during which hardware is
installed, by SPAWAR personnel or contractors, to replace existing hardware that has
become, or will soon become obsolete or unsupported. Thistype of installation could fit
into the category of Engineering Change the Work Scope form. Technology Refresh
installations must meet the following conditions:

e Change cannot affect form, fit or overall function of the equipment/system.

e No additional power, heating, ventilation, or air conditioning (HVAC) is
required.

e No changein externa cabling or interfaces to other equipments/systems can
be implemented.

¢ No software only changes

10.2.4.5 Hardware Removal. Hardware Removal installations will remove hardware from a
site. Part of thistype of project will typically require the installation of some installation
materials (like new floor tiles, blank panels, etc.) to restore the condition of the affected
site. A Hardware Removal installation cannot be created by breaking up alarger project.
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10.2.4.6 Temporary I nstallation. Temporary Installations are the Non-Permanent Change
(NPC) Installations defined in Attachment A to Appendix D. Because temporary
installations vary widely in their scope. This category is broken down into the following
subcategories.

a. Minor Impact Temporary Installations. Temporary Installations that will only
install not more than three pieces of equipment requiring atotal of no more than
600 watts of power and requiring only standard 120 volt electrical and standard
PC or networking connections (keyboard, video, mouse, USB, R}45, 100Base
FX) connections are Minor Impact Temporary Installations.

b. Medium Impact Temporary Installations. When atemporary installation has
connection or power requirements that will not allow it to be categorized as a
minor impact temporary installation, it can be classified as a medium impact
temporary installation as long as the following requirements are met:

1) Total power required islessthan 16 amperes at 120 volts single-phase
power.

2) Tota square feet of floor space required to hold non-desktop human
interface equipment is less than eight square feet.

3) No morethan six square feet of desk space is required for human interface
(keyboard, laptop, monitor, console, etc.) equipment.

4) No outdoor building modifications are required. (e.g. antenna mounting
bracket installation, holesin walls, etc.)

5) No additional electrical circuits are required.

c. Major Impact Temporary Installations. When atemporary installation does not
fall into either the Minor or Medium categories described above, the temporary
installation is classified asa Mg or Impact Temporary installation.

10.2.4.7 Typical Installation. Typical Installations are installations that do not fit into any of the
other categories described in this section. They fall into the SITEALT category defined
in Appendix D1. Most of the Shore Installation Process was devel oped with this type of
instalation in mind. Thisinstallation type usually requires the installation of both
hardware and software.

10.2.4.8 Major Installation. While Sections 3 through 8 of this Handbook describe the standard
Shore Installation Process, Section 9 provides additional guidance and requirements for
large scale installation projects frequently associated with MILCONSs. Since tailoring of
the Shore Installation Process is not applicable for these major installations, they will not
be addressed.

10.3 Determining Which Documents Should Be Prepared.

Determining the required installation documentation for a project is accomplished by
determining the Installation Category using the definitions provided above in Section
10.2 and by using the matrixes provided in Tables 10-1 and 10-2 to determine which
documents are required. Once the required documents are identified, the documents may
also be tailored in accordance with the guidance provided in Section 10.4.
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10.3.1

10.3.2

Category Determination and Assignment. Thefirst step in the tailoring processisto
identify the category to which the installation belongs. In borderline cases when the
category to which the project belongsisin doubt, the installation shall be considered to
belong to the category requiring the most documentation. The category assignment shall
be specified by the PE and forwarded to the IMO for review and approval. The IMO
shall keep arecord of the “Installation Category for Tailoring Shore Documentation”
assigned to each project and enter the category for each project into the SY SCOM
designated database once the capability is available.

Using Tables 10-1 and 10-2 to Determine Documentation Requirements. Table 10-1is
amatrix showing the installation documentation requirements for the different categories
of permanent installations. Table 10-2 isamatrix showing the documentation
requirements for the three different categories of Temporary (or Non-Permanent Change
(NPC)) Installations. Once the appropriate Installation Category has been determined,
one can go to the column in Table 10-1 or 10-2 headed by that category’ stitle to find out
which installation documents (listed on the left side of the table) are required. Statements
in cellsin Table 10-1 shall be interpreted as follows:

e A*YES’ by itsalf in amatrix location (an individual Microsoft Excel cell) means that
the document listed to the left of that location isrequired for all installations that
belong in the installation category identified by the column heading for that location.
If theword “YES” isfollowed by an “If” statement in parenthesis, the documentation
only needsto be prepared if the condition identified by the “If” statement is true for
the specific installation under consideration.

e An“IFAPPLICABLE’ in amatrix location means that the document listed to the left
of that location shall be prepared if the document applies based on the details of the
instalation. For example, if no antennas are installed or affected by an installation
categorized as“ Typica”, the Antenna Layouts and Elevations (listed under IDP
Productsin the Installation Process Product column) are not applicable to that
installation. In the case of technology refresh installations, all types of drawings
prepared for the previous installations of the system are applicable, and should be
updated as required to reflect the new itemsinstalled. In most cases this only requires
changing the nomenclatures from that of the old hardware to that of the new.

e A “NO’ by itself in amatrix location means that the Installation Process Product
listed to the left is neither required or recommended and should normally not be
prepared for this type of installation identified by the column heading.

e An“IFUSEFUL” and “RECCOMMENDED” in amatrix location means that the
document may be useful and desired, but the Project Engineer may determine if this
document is needed. For example, in the case of “ Simplified Block Diagrams’, they
can be very useful for training and troubleshooting purposesif the systemis
somewhat complex. A Pre-Installation Baseline Test message is recommended, but
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104

104.1

not arequired deliverable resulting from a Pre-Installation Baseline Test (PRBT),
sometimes referred to as a Pre-Installation Check Out (PICO).

“(If site survey is held)” appearsin matrix locations to indicate that a document is only
necessary if asite survey isto be held. 1n some cases, the installing activity may have
good enough records or knowledge of asite to eliminate the need for asite survey. In
these situations, documentation associated with conducting a site survey is not required.

Document Tailoring

Once the required documents have been identified, the following guidance can be used to
tailor the documentation for installations that do not fall into the “Typical” or Mg or
Installation categories.

General Tailoring Discussion For BESEPS. The main purpose of a BESEP isto
document agreements between the Installation Activity that will perform an installation at
asite, the organization or organizations responsible for operating and maintaining the
site, the organization funding the installation, and other stakeholders. BESEPs are
typically not required for Software Mailouts or Field Change installations because the
installation work in these types of installations is typically performed by station forces
and the actions that must be taken are spelled out in the instructions accompanying the
software or field change kits. BESEPs are required for al other installation types and
when on-site participation is required from a SPAWAR Installation Activity for Field
Change or Software Mailout installations. Letter BESEPS with attached drawings may
be used for the more complex installations. Section 5.4.2 of this handbook lists the
subjects that must be addressed in every BESEP. If a subject isobviously not pertinent,
the subject may be listed with the word “NONE” following it as shown below:

EVIRONMENTAL SAFETY CONCERNS: NONE
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Table 10-1. Installation Documentation Requirements Matrix for Permanent Installations Sheet 1 of 2

INSTALLATION PROCESS SOFTWARE SOFTWARE FIELD TECHNOLOGY TYPICAL HARDWARE
PRODUCT ONLY MAILOUT CHANGE REFRESH INSTALLATION REMOVAL
INSTALLATION INSTALLATION
SHORE WORK SCOPE FORM YES YES YES YES YES YES

FRCB DOCUMENTATION

TYPICALLY YES. SEE LATEST FRCB INSTRUCTIONS FOR GUIDANCE.

SITE SURVEY PRODUCTS

YES (If site survey is

YES (If site survey is

YES (If site survey is

YES (If site survey is

In-Brief held) NO NO held) held) held)
YES (If site survey is YES (If site survey is |YES (If site survey is [YES (If site survey is
Out-Brief held) NO NO held) held) held)
YES (If site survey is YES (If site survey is |YES (If site survey is [YES (If site survey is

Report held) NO NO held) held) held)

BESEP OR (FOR TRAINING FACILITIES) TSIP YES ONLY IF SPAWAR PERFORMS YES YES YES
I

IDP PRODUCTS
Drawing Tree NO NO NO NO IF APPLICABLE IF APPLICABLE
Functional Interface Diagram (FID) NO NO NO NO IF APPLICABLE IF APPLICABLE
Site Master Index NO NO NO NO IF APPLICABLE IF APPLICABLE
Installation Master Drawing NO NO NO YES YES YES
Master Parts List NO NO NO YES YES YES
Technical Data Summary NO NO NO YES YES YES
Floor Plans and Elevations NO NO NO YES YES YES
Antenna Layouts and Elevations NO NO NO IFAPPLICABLE IFAPPLICABLE IFAPPLICABLE

IF USEFUL OR PRE-

Simplified Block Diagrams NO NO NO EXISTING IF USEFUL IF USEFUL
Cabling Block Diagrams NO NO NO YES YES YES
Cable Running Sheets NO NO NO YES YES NO
Cross Connect Records NO NO NO IFAPPLICABLE IF APPLICABLE IF APPLICABLE
Distribution Frame Layout NO NO NO IFAPPLICABLE IF APPLICABLE IF APPLICABLE
Circuit Diagrams NO NO NO IFAPPLICABLE YES NO
Labeling Details NO NO NO YES YES NO
Patch Panel Layouts NO NO NO IFAPPLICABLE IF APPLICABLE IF APPLICABLE
Power Distribution NO NO NO IFAPPLICABLE IF APPLICABLE IF APPLICABLE
Cable Routing Layouts NO NO NO NO IF APPLICABLE IF APPLICABLE
Mechanical Assembly and Mounting
Details NO NO NO RECOMMENDED YES NO
Miscellaneous Installation Details NO NO NO YES YES YES
Aucxiliary Cooling Diagram NO NO NO IF APPLICABLE IF APPLICABLE IF APPLICABLE
Aucxiliary Dry Gas Diagram NO NO NO IF APPLICABLE IF APPLICABLE IF APPLICABLE
RF Transmission Line Diagram NO NO NO IF APPLICABLE IF APPLICABLE IF APPLICABLE
Synchro Data Transmission Drawing NO NO NO IF APPLICABLE IF APPLICABLE IF APPLICABLE
Miscellaneous System Configuration
Details IF APPLICABLE IF APPLICABLE IF APPLICABLE IF APPLICABLE IF APPLICABLE IF APPLICABLE
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Table 10-1. Installation Documentation Requirements Matrix for Permanent Installations Sheet 2 of 2

INSTALLATION PROCESS SOFTWARE SOFTWARE FIELD TECHNOLOGY TYPICAL HARDWARE
PRODUCT ONLY MAILOUT CHANGE REFRESH INSTALLATION REMOVAL
INSTALLATION INSTALLATION

PITCO REPORT NO NO NO RECOMMENDED RECOMMENDED NO

SITUATION REPORTS (SITREPS) YES YES YES YES YES YES

PRE-INSTALLATION BASELINE TEST MESSAGE[{RECOMMENDED NO RECOMMENDED RECOMMENDED RECOMMENDED NO

INSTALLATION IN-BRIEF YES YES YES YES YES YES

INSTALLATION OUT BRIEF YES YES YES YES YES YES

SOVT YES YES YES YES YES NO

ILS CDMD-OA or 4790 CK YES YES YES YES YES YES
TYPICALLY NO, TYPICALLY NO, DEPENDS, SEE
YES IF A DRAWING YES IF A DRAWING TAILORING

AS-BUILT DRAWINGS IS AFFECTED. NO IS AFFECTED. YES YES GUIDELINES

INSTALLATION COMPLETION REPORT YES YES YES YES YES YES

COMPLETION MESSAGE YES YES IF APPLICABLE YES YES YES

Note 1.
reguirement.
Note 2.
SIPH.
Note 3.
Note 4.

See Table 10-2 for requirements for temporary installations.
CDMD-OA isrequired for all changes at NETWARCOM designated sites.

SOVT Requirements are defined by SPAWARINST 3084.1. No provisionism

a1e in this policy for waiving the SOVT

Requirements for MILCON and other large installation projects are not covered here, but are covered by Section 9 of the
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Table 10-2. Installation Documentation Requirements Matrix for Temporary Installations Sheet 1 of 3

INSTALLATION PROCESS

SINGLE MINOR IMPACT

CONCURRENT MINOR

MEDIUM IMPACT

MAJOR IMPACT

PRODUCT TEMPORARY IMPACT TEMPORARY TEMPORARY TEMPORARY
INSTALLATION INSTALLATIONS INSTALLATION INSTALLATION
SHORE WORK SCOPE FORM YES YES YES YES
I
FRCB DOCUMENTATION TYPICALLY YES. SEE FRCB INSTRUCTIONS FOR GUIDANCE.
I
SITE SURVEY PRODUCTS
YES (If site survey is |YES (If site survey is
In-Brief NO NO held) held)
YES (If site survey is | YES (If site survey is
Out-Brief NO NO held) held)
YES (If site survey is |YES (If site survey is
Report NO NO held) held)
BESEP OR (FOR TRAINING FACILITIES) TSIP |YES YES YES YES
I
IDP PRODUCTS
Drawing Tree NO NO NO IF APPLICABLE
Functional Interface Diagram (FID) NO NO NO IF APPLICABLE
Site Master Index NO NO | NO IF APPLICABLE
Installation Master Drawing NO NO NO YES
Master Parts List NO NO NO YES
EQUIVALENT INFO EQUIVALENT INFO |EQUIVALENT INFO
Technical Data Summary NO REQUIRED REQUIRED REQUIRED
Floor Plans and Elevations NO FLOOR PLAN ONLY. YES YES
Antenna Layouts and Elevations NO NO IFAPPLICABLE, IFAPPLICABLE
Simplified Block Diagrams NO NO NO NO
Cabling Block Diagrams NO NO YES, SEE NOTE 2. |YES
Cable Running Sheets NO NO NO (If info on circuit [YES
Cross Connect Records NO NO NO IF APPLICABLE
Distribution Frame Layout NO NO NO NO
Circuit Diagrams NO NO IFAPPLICABLE, YES
Labeling Details NO NO NO YES
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Table 10-2. Installation Documentation Requirements Matrix for Temporary Installations Sheet 2 of 3

INSTALLATION PROCESS

SINGLE MINOR IMPAC |

CONCURRENT MINOR

MEDIUM IMPAC |

MAJOR IMPAC

PRODUCT

TEMPORARY
INSTALLATION

IMPACT TEMPORARY
INSTALLATIONS

TEMPORARY
INSTALLATION

TEMPORARY
INSTALLATION

IDP PRODUCTS (CONTINUED)

Patch Panel Layouts NO NO NO IF APPLICABLE
Power Distribution NO NO. SEE NOTE 1. NO. SEE NOTE 1. |NO. SEE NOTE 1.
Cable Routing Layouts NO NO. SEE NOTE 1. OR EQUIVALENT |OR EQUIVALENT
Mechanical Assembly and Mounting
Details NO NO NO NO
Miscellaneous Installation Details NO NO NO NO
Auxiliary Cooling Diagram NO NO IF APPLICABLE IF APPLICABLE
Auxiliary Dry Gas Diagram NO NO IF APPLICABLE IF APPLICABLE
RF Transmission Line Diagram NO NO IF APPLICABLE IF APPLICABLE
Synchro Data Transmission Drawing |NO NO IF APPLICABLE IF APPLICABLE
Miscellaneous System Configuration
Details NO NO IF APPLICABLE IF APPLICABLE
PITCO REPORT NO NO RECOMMENDED RECOMMENDED
I
SITUATION REPORTS (SITREPS) YES YES | YES YES
| I
INSTALLATION IN-BRIEF VERBAL ONLY VERBAL ONLY VERBAL ONLY YES
INSTALLATION OUT BRIEF VERBAL ONLY VERBAL ONLY VERBAL ONLY YES
SOVT YES YES YES YES
ILS CDMD-OA OR 4790CK NO NO NO NO
IFANY IF ANY
IF ANY PERMANENT PERMANENT PERMANENT
AS-BUILT DRAWINGS NO CHANGE IS MADE CHANGE IS MADE [CHANGE IS MADE
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Table 10-2. Installation Documentation Requirements Matrix for Temporary Installations Sheet 3 of 3

INSTALLATION PROCESS SINGLE MINOR IMPACT | CONCURRENT MINOR | MEDIUM IMPACT | MAJOR IMPACT
PRODUCT TEMPORARY IMPACT TEMPORARY |  TEMPORARY TEMPORARY
INSTALLATION INSTALLATIONS INSTALLATION | INSTALLATION
INSTALLATION COMPLETION REPORT YES YES YES YES
COMPLETION MESSAGE YES YES YES YES

86

Notel. Theinstallation of any long-lasting infrastructure improvements (such as new electrical power outlets and LAN
drops) needed to support atemporary installation shall be fully documented in accordance with the requirementsin
Appendix Q the SIPH. A long lasting improvement is any improvement designed to remain after the removal of the
temporarily installed equipment.

Note2. Logisticsturnover isrequired if site will take custody of any material or receive training in order to provided operations
and maintenance support.
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10.4.2 General Tailoring Discussion for Site Surveys. In-brief and out-briefs must be
conducted for any site survey. A written site survey report is required for any site survey.
If the site is so well documented and well known by the installing activity that no site
survey is necessary, no site survey documentation is required.

10.4.3 General Tailoring Discussion for IDPsand SOVT Documents. The main purpose of the
IDPisto ensure that all required material and equipment is planned for and to enable
installersto efficiently and successfully install. 1DPs are also used to create As-Built
Drawings whose purpose is to document the existing configuration and to aid in
troubleshooting and maintenance. SOV T documents are used to document the successful
testing of the installed system. Thetailoring of IDPs for the different installation
categoriesis addressed in the following sections.

10.4.4 Specific Tailoring Discussions for “ Software Only” Installations. The software
configuration of the entire system must be documented. It should be documented in the
SOVT document, but may be documented in the IDP. The documentation must include
both the version level of the software and any software configuration information
required to make the system work.

10.4.4.1 Software I nstallation Site Surveys. A site survey isnormally not required for a
software installation. However, when a site survey isrequired, the In-Brief, Out-Brief,
and Site-Survey Report must be in writing and be uploaded into the SY SCOM designated
installation repository.

10.4.4.2 Software I nstallation | DPs and As-Builts. AnIDP isnot required for a software
installation. However, when software configuration information appears in the existing
As-Built drawings for the affected system, these shall be revised as required to reflect the
new softwareto be installed. If the Miscellaneous System Configuration Details need to
be revised, the Installation Master Drawing must be revised also when the installation is
complete to show the new revision level of all drawings for the system installation.

10.4.4.3 Software I nstallation Testing. SPAWARINST 3084.1 provides minimum software
installation testing requirements. SOV T documents shall also be sent or made available
for download for software mailout installations.

10.4.4.4 Software | nstallation Configuration Documentation. According to SPAWARINST
3084.1, the configuration of the system under test should be recorded. For a software
installation the documented configuration should also show each software licenses and
whereitisinstaled. Thislist should clearly distinguish between operational software,
management software, and diagnostic software.” An inventory of the files containing the
system software configuration data can be recorded. These files should include the state
of installed servers, (The server system state includes the registry, the COM+ Class
Registration Database, and boot files.), clients, switches, virtual private network (VPN)
devices, and firewalls. The actual files containing the configuration data shall be burned
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onto four identical encrypted CD-ROMs. Two CD-ROMs will be provided to the
receiving activity, and two will be provided to the SOVT Manager.”

10.4.4.5 Software I nstallation Logistics. It isimportant that the Installation Completion
Report (ICR) record that Station Forces are supplied with backup copies of the updated
software and with detailed step-by-step instructions for restoring system software to the
latest configuration should the system software be lost or corrupted. Software mailouts
must also include more detailed step-by-step installation instructions so that the station
forces that operate and maintain the system can successfully load the software with no
additional training being provided.

10.4.5 Tailoring Discussion for Technology Refresh Installations. 1n general, the
documentation provided for a technology refresh installation should be edited versions of
the documentation provided with the original equipment installation that is being
refreshed. If the original installation of the system was not documented properly, some
reverse-engineering will be required to create the required documents.

10.4.5.1 Technology Refresh Installation Site Surveys. 1n anideal world, site surveys would
not be required for technology refresh installations because most of the required
information would be available in the As-Built drawings, and the remaining information
could be obtained by correspondence with site representatives, RSIMs, etc. However, if a
site survey is held for a Technology Refresh Installation, written formal in-briefs and out-
briefs must be presented, and a written site survey report produced.

10.4.5.2 Technology Refresh Installation IDPs. The concept behind the technology refresh IDP
isthat key drawings (with information critical for installers during this type of
installation) must be formally prepared prior to the installation while drawings that are
not generally used by the installers (during this type of installation) can be redlined to
show nomenclature changes and the other changes that need to be incorporated into the
final as-built drawing package. New Floor Plans and Elevation drawings and Cable
Block Diagrams, with before and after views, are required to clearly show what
equipment is being installed and what equipment is being removed. New labeling details
are required to direct the creation of new labels and to indicate what labels need to be
removed. New Miscellaneous Installation Details are required to show the grounding
details that apply to the new equipment being installed. On the other hand, the existing
Power Distribution diagrams may not be affected at all (if new power runs are required
then the installation does not fit into the Technology Refresh category) or they may only
require minor changes such as changes to equipment nomenclatures and in the amount of
power required that can be handled as red-lines to the original As-Builts.

10.4.6 Tailoring Discussion for Temporary Installations. The documentation requirements for
Temporary Installations are less stringent than the requirements for typical installations.
The following paragraphs discuss the differences. However, the installation of any long-
lasting infrastructure improvements (such as new electrical power outlets and LAN
drops) needed to support atemporary installation shall be fully documented in
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accordance with the requirements in Appendix Q of the SIPH and the below relaxed
requirements shall not apply. A long lasting improvement is any improvement designed
to remain after the removal of the temporarily installed equipment.

10.4.6.1 Temporary I nstallation BESEPs. BESEPs for temporary installations that do not
require the installation of additional permanent resources shall, after concurrence has
been received from the site, document that the site has agreed to provide the required
resources (space, power, security, air-conditioning, personnel (if required)) needed to
accommodate the temporary installation.

10.4.6.2 Relaxed Requirements for Temporary I nstallation I1DPs. 1DPsfor temporary
installations do not need to meet the formatting requirementsin Appendix Q of the SIPH.
When required, drawings may be provided in the form of files readable with standard
NMCI Microsoft Office software or NMCI Adobe Acrobat software instead of as
AutoCAD drawings. Floor plans and other drawings also do not need to be scaled
drawings.

10.4.6.2.1 Relaxed Requirements for Standalone Minor I mpact Temporary I nstallations.
Standalone Minor Impact Temporary Installations do not require an IDP if the site has
agreed to provide the resources (space, power, security, air-conditioning) needed to
accommodate it, this is documented in the BESEP, and no other temporary installations
will be occurring at the same time. If the installation will take place at the same time as
other temporary installations planned for the site, this rule does not apply. In these cases
the temporary installations should be part of a consolidated installation.

10.4.6.2.2 I1DP Requirements for Grouped Minor I mpact Temporary I nstallations. When more
than one Minor Impact Temporary Installation isto occur at a Site at the same time, the
IDP must include atable or listing that provides the data needed to complete a Technical
Data Summary table in accordance with SIPH Appendix Q. The IDP needsto:

List all equipment provided for all of the concurrent temporary installations and provide
the data needed to compl ete the non-ship power requirements columns, the Average Heat
Dissipation column, and the Uncrated Dimensions columns of the standard Tech Data
Summary Table shown in the attachments to SIPH Appendix Q1. The temperature and
humidity data columns shall be completed whenever datais available from the
manufacturer or the Government. The crated dimensions column shall be completed if
storage or transportation of large crated equipment (over 75 pounds crated weight) or
large quantities of crated equipment (Over ten items) isrequired at the site. The
meanings of the columnsin the Technical Data Summary are described in detail in the
IRD standard.

Include afloor plan or table identifying each piece of equipment and software to be

installed by manufacturer and part number and showing where each piece of equipment
will be located.
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10.4.6.2.3 I DP Requirements for Medium I mpact Temporary I nstallations. The IDP for a
Medium Impact Temporary Installation must include:

A table or listing that provides the data needed to complete a Technical Data Summary
Table in accordance with SIPH Appendix Q1.

A Cabling Block Diagram that provides all of the technical information required in
Cabling Block Diagrams according to SIPH Appendix Q1.

Wiring information for all cables other than standard PC cables (keyboard, video, mouse,
USB, R}45).

An elevation drawing showing the dimensions of all temporary racks (includes stacked
equipment transit cases).

A floor plan drawing (does not need to be to scale) or a document explaining how signal
and power cables will be routed so that cable and power runs will not present a safety
hazard. For example, if atemporary rack of stacked transit cases will be installed next to
an existing row of equipment bays and beneath existing cable trays that will be used to
route cables between the temporary and existing equipment, then a statement to this
effect would be sufficient. The statement should provide enough information to specify
the exact location of the temporary rack.

10.4.6.2.4 1DP Requirements for Major | mpact Temporary I nstallations. The IDP for aMajor
Impact Temporary Installation must include all of the information required for Medium
Impact Temporary installation and:

Drawings that meet all of the requirements of SIPH Appendix Q1 to cover all temporary
electrical power wiring and any cable pathways (conduits, ducts, cable trays, J-hooks,
etc.) to beinstalled to support the installation. (Drawings are always required for new
permanent electrical power run installations.)

A floor plan drawing (does not need to be to scale) showing where al equipment isto be
temporarily installed. This drawing does not need to be an AutoCAD drawing.

10.4.6.3 Relaxed Requirements for Temporary I nstallation SOVT Documents. SPAWARINST
3084.1 does not make provision for waiving SOVT requirements for temporary
installations. However, if the temporary system is standalone (does not impact or
interface with any operational system) and it will be operated and maintained by
SPAWAR employees for the entire temporary period, aformally approved SOVT
document is not necessary. However, a document containing test proceduresis still a
best industry practice that should be observed. In cases where the temporary installation
poses arisk to existing operations, aformal SOVT is required to ensure that existing
networks/circuits are not being adversely affected. While the system istemporarily
installed, additional testing should occur as required to collect data needed to judge the
utility/effectiveness of the installed system. If the custody of any material isto be turned
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over to station forces, even temporarily, Installation Completion Report should provide a
complete inventory of the material turned over. A completion message isonly required if
the site is required to accept responsibility for the operation or maintenance of the system
during the temporary period.

10.4.7 Tailoring Discussion for Removal “ I nstallations’ . The documentation requirements for
Removal Installations depend largely upon whether —and for how long — the site will
remain in operational use. IDPsfor sitesthat will remain in use can be quite extensive to
ensure that the removal of equipment is performed properly (only the right equipment
and cabling is removed) and to ensure that the configuration of the site is accurately
depicted in the final As-Built drawings. IDPs are not required if the site does not need to
remain operational after the equipment removal. If the site will only remain operational
for less than a year after the equipment removal occurs, redlined As-Built drawings can
be substituted for final as-built drawings.

10.4.7.1 Site Surveys. Formal written In-Briefs and Out-Briefs are required for Site Surveys
when site surveys are performed for Removal installations.

10.4.7.2 Removal IDPsfor Sites Remaining in Operational Use. The concept behind the
Removal IDP for sites that will remain operational isthat key drawings (with information
critical for installers during this removal process) must be formally prepared prior to the
installation while drawings that are not generally used by the installers (during this type
of installation) can be redlined (to show nomenclature changes and the other changes that
need to be incorporated into the final as-built drawing package). New Floor Plans and
Elevation drawings and Cable Block Diagrams are always required to clearly show what
equipment, cable pathways, and cabling are being removed and what is being added.
Both “Before” and “ After” views are required. These drawings should include any blank
panels required to cover holes left by removed equipment and any new floor tiles needed
to cover holes in the floor resulting from the removal of racks or cabinets. If duct and
conduit are being removed, Cable Routing Layouts with before and after views are also
required. The Cable routing Layout Parts List in this case shall include any hardware
needed to plug holes |eft in the remaining cable pathways or holes left in walls or floors
due to conduit or duct removal. Thisincludes any firestopping material needed to meet
building or electrical code requirements. If power circuits are to be removed (only by
gualified personnel using the proper safety equipment), the power distribution drawings
should indicate all required changes with afinal view showing the final configurations
including al changes needed to balance the remaining power load. Drawings like FIDs,
Circuit Diagrams, Cable Running Sheets, and Simplified block diagrams do not need to
be part of the IDP provided to installers, but affected drawings for any part of the system
that remains need to be corrected as part of the as-built development process.

10.4.7.3 Removal IDPsfor SitesNOT Remaining in Operational Use. The concept behind the
Removal IDP for sites that will not remain operational is that enough information must be
provided to ensure that all concerned can know exactly what is and what is not to be
removed. This can be accomplished through the use of drawings, marked-up
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photographs, text descriptions, or any combination of these. AutoCAD drawings that
meet SIPH requirements are not required in this case. In all cases, the information
provided shall state that abandoned cables and electrical wiring shall be removed as
required by the National Electrical Code.

10.4.7.4 Removal | nstallation As-Built Drawings. Removal As-built drawings are not required
for sites that will not remain in operational use after the equipment isremoved. If the site
will remain operational for less than one year after the removal takes place, red-lined As-
Builts are required, but final As-Builts (with all changes incorporated in AutoCAD) are
not. If the sitewill remain in operational use for more than a year after the equipment
removal takes place, “Final” finished As-Builts—with all changes incorporated — are
required.

10.4.7.5 Removal I nstallation SOVT Documents. A formal SOVT is not required for removal
installations unless existing operational interfaces could be affected by the removal and
therefore need to be checked after removal to verify that existing operations have not
been harmed. SPAWARINST 3084.1 shall be followed if SOVT isrequired. A draft
completion message should be provided to the site.

10.4.8 Tailoring Discussion for Relocation of Equipment Installations. Relocation of
Equipment Installations can be looked at as a Hardware Removal Installation at one site
combined with a Typical Installation at another site. Only one BESEP isrequired. The
number of Site Surveys and IDPs depends on whether the relocation keeps the equipment
in the same building under the same organization or if the equipment must cross
organizational or geographic boundaries. Relocation projects that require equipment to
change buildings should have separate SPIDER tracking numbers for each site. If for any
reason only one tracking number is assigned, SPAWAR 4.2 will assign a special drawing
set number for the removal IDP (The Drawing Set Number is a seven digit number
starting with the number 2 followed by the six-digit installation Tracking Number (TN)
for that specific installation. 1f another number is needed for aremoval IDP, the drawing
set number for the removal will typically be an “R” followed by the tracking number, and
the one SPIDER tracking number shall be used for creating the installation IDP drawing
number. For example, if arelocation installation was only assigned Tracking Number 10-
9990, then the drawing number for the Installation Master Drawing covering the
installation part of the project would be 020-000-2109990, while the removal part of the
project would have an Installation Master Drawing with the drawing number 020-000-
R109990.

10.4.9 Tailoring Discussion for Engineering Change and Field Change I nstallations. The
Engineering change category is covered by the Technology Refresh and Software Only
Installation Categories previously discussed within this document. Field changes are not
typically performed by Installation Activity personnel. When they are, a BESEP must be
prepared (as shown in Table 10-1) to document the responsibilities of al participantsin
theinstallation. IDPs are not needed for field change installations.
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APPENDIX A —CHECKLISTS

Criteriafor Input Into The Installation Process CheCklist ..o A-2
Work Plan Development And Tasking Checklist .........cooovveeeiieie e A-4
Installation Planning CheCKIISE ..........ouiiiiiee e A-6
Installation DeSIgN ChECKIISt .........couiiii et ens A-8
Pre-Installation ChECKITSE.........cuoiiieiee et nns A-9
Installation Performance CheCKIiSt ..........ccoiiiiiiniee e A-11
System TUrNOVEr CRECKIISE ..o e A-13
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CRITERIA FOR INPUT INTO THE INSTALLATION PROCESS CHECKLIST

Complete
Element Y/N Notes

FUNDING

Funds are currently available to complete thisinstallation

DESIGN

System design completed and documented with complete
IRD drawing package

TESTING

All lab testing is complete

Acceptance testing is complete

JTC testing is complete

Standard System SOVT is developed and approved

The software is accredited, validated, or approved, as
appropriate, for installation by all cognizant parties
(Program Office, JTC, DISA, etc)

FIELDING PLAN DEVELOPMENT

Theinstallationisin the FY fielding plan validated by the
Program Office

Detailed Work Scope Form (Appendix D) is complete

System power, space, and Hesating, Ventilation, and Air
Conditioning (HVAC) is documented

Technical Training Equipment isidentified

Cut-Over Strategy is developed

Risk Management Plan is devel oped

The equipment delivery dates are validated and are
consistent with proposed installation dates

CERTIFICATION/ACCREDITATION

SIP and SSAA are prepared and sent to CA and ODAA

Approved Accreditation (IATO/ATO) isvalid beyond
installation period?

Are copies of approved Accreditation Documents ready
to be sent to the site?

The crypto validation form is submitted

Crypto user training is budgeted (if applicable)

The system was evaluated against existing (or proposed)
Fleet Firewall policies

Spectrum Certification is obtained

The Keymat Plan is developed and keymat material is
pre-positioned with NSA

ELECTROMAGNETIC ENVIRONMENTAL
EFFECTS (E3)

E3 compatibility in the intended operational environment
isachieved

SITE APPROVAL

Check for “Site Approval” requirements; e.g. airfield
safety, explosives safety, electromagnetic illumination,
historic or pre-historic resources, protected species, etc.
See NAVFACINST 11010.45 and Appendix AC. Notein
Work Scope Form that Site Approval isrequired
deliverable.
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CRITERIA FOR INPUT INTO THE INSTALLATION PROCESSCHECKLIST
(Continued)
Complete
Element Y/N Notes

SUSTAINMENT LOGISTICS

ILSP and UL SS are complete and approved for this
program.

A Configuration Management Plan is approved,
nomenclature assigned, system drawings devel oped and
approved, and a CDMD-OA Work File submitted
(4790CK for sites not in CDMD-OA).

Supply Support/Support & Test Equipment planning
activities are complete

System Technical Manuals are complete and available

System maintenance planning activities are complete

Navy Training System Plan (NTSP) is complete and
interim training preparation activities are complete

IMPLEMENTATION SUPPORT

New System/Crypto training for 1A (if applicable) was
provided

A Standard System Training Guide designed for customer
OJT isdeveloped

FLEET READINESS CERTIFICATION BOARD

Preparations for Fleet Readiness Certification Board
(FRCB) approval are in progress including the
submission of an FRCB case form.
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WORK PLAN DEVELOPMENT AND TASKING CHECKLIST

Complete
Element Y/N Notes

FINALIZE REQUIREMENTS

Identify all installation requirements for the fiscal year
plus one (FY +1)

For each requirement, fully define the installation project
by completing a detailed Work Scope (Appendix D).
Provide the following data el ements:
Identify and Assign status of Work Plan Requirement:
- Unique project tracking number, e.g. 07-6050
- New requirement (add)
- Update requirement (change)
- Cancel reguirement (suspend)
Identify Location:
- Area, e.g. Pacific
- Region, e.g. Pecific Far East
- Navy Base City, e.g. Yokosuka
- Command Name, e.g. NAVCOMMSTA Y okosuka
- Command UIC, eg. 70278
Identify Project Requirement Information:
- System name, e.g. EHF SATCOM
- System nomenclature, e.g. AN/USC-38
- Installation description, e.g. Engineering Change 01
R1 updates legacy and MDR Appliqué NESP
terminalsto TCPP Rev J70 to utilize UFO 11 and
Polar 3 satellites.
- Tasking description, e.g. Complete Work Scope
Form available (See Appendix D)
Identify Key Points of Contact:
- Program Office, e.g. PMW 170
- Performing Activity, e.g. SSC San Diego IMO
Identify Financial Information:
- Fiscal year, eg. FY07
- Subhead, e.g. 52NR
- Program Office estimate, e.g. $8,000
I dentify Schedule Planning Information:
- Equipment/system availability, e.g. 08/01/06
- Mission Critical Date for operations or for training (if
applicable), e.g. 03/16/07
- Program Office desired installation start and end, e.g.
02/01/07 — 02/15/07

VALIDATE FEASIBILITY

For each requirement, validate that All applicable data
elements requested in Finalize Requirements are provided

Determine if acompleted Work Scope was provided

Validate that Installation Requirements Drawings are
complete and available to support cost estimating

Review installation dependencies and special
deliverable/service requirements. Is request feasible?

Validate that an FRCB case form was submitted
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Determine if potential opportunities for integration or
consolidation exist and so note

COST ESTIMATING AND SCHEDULING

For each requirement provide the following information:
Identify Key Points of Contact:
- Performing Activity code, e.g. 4251
- Subject Matter Expert, e.g. 5321
- Project Engineer, e.g. Joe Brown
Identify Financia Information:
- Performing Activity Initial Estimate, e.g. $17,916
I dentify Schedule Planning Information:
- Building availahility, i.e. Building Occupancy Date
(BOD), e.g. 02/10/07
- Performing Activity (PA) funding reguired date, e.g.
10/13/06
- PA Site Survey planned start and end, e.g. 10/24/06 —
10/27/06
- PA IDP planned start and end, e.g. 10/31/06 —
01/19/07
- PA BESEP planned start and end, e.g. 01/08/07 —
01/12/07
- PA Production planned start and end, e.g. 02/12/07 —
02/26/07
- PA SOVT planned start and end, e.g. 02/26/07 —
03/10/07
- PA As-built planned start and end, e.g. 03/13/07 —
03/30/07
- PA Installation project planned completion, e.g.
04/20/07

Regardless of sponsor, SPAWAR PEs must validate with
IMO that estimates correctly reflect entire Work Scope
and all expected SIPH deliverables prior to forwarding.

UPDATE AND REVIEW WORK PLAN
REQUIREMENT

IMA and IA review initial Cost Estimate and planned
schedule. Does Performing Activity/Code estimate and
schedule indicate that both Program Office, i.e.
Sponsoring Activity, and Performing Activity have the
same understanding of the requirement?

Does Program Office need to clarify and/or reduce Work
Scope?

Can Performing Activity/Code revise estimate and/or
schedule?

Is Program Office, i.e. Sponsoring Activity, going to
cancel requirement?

Does Program Office, i.e. Sponsoring Activity, approve
the initial or revised estimate and schedul €?

CUSTOMER COORDINATION

Initiate customer coordination. Does intended site have
any blackout dates? Isthere any non-SPAWAR
installation that could interfere during planned installation
schedule?

WORK PLAN APPROVAL

Record “ Approved Estimate” amount, e.g. $17,916
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INSTALLATION PLANNING CHECKLIST

Complete
Element Y/N Notes

FUND TASK

Develop Funding Document

Issue Funding Document

Amend Funding Document (as required)

DEVELOP POA&M

| dentify required operational dates

| dentify required funding date

|dentify required IRD date

Identify required standard system SOVT availability date

Identify required equipment delivery dates (EDD)

Identify long-lead time materials

Identify required ILS availability date

Identify required FRCB approval date

Synchronize shoreinstall schedule with BG/ARG

Develop detailed installation schedule that includes
Installation Planning, Install Design, Pre-Installation
Tasks, Perform Install, and System Turnover (include
EDT of long-lead materials)

Submit arevised schedule if necessary to A and IMA

Develop Time Line Summary

SYSTEM REQUIREMENTS

Review Work Scope

Obtain and review IRDs

| dentify system space, power, HVAC, communications,
COMSEC, Timing and Sync, system testing and cutover
requirements, and other special requirements.

Identify any required support system equipment

SITE RESOURCESAND CONSTRAINTS

Obtain and review site Master As-built Drawings

| dentify space, power, HVAC, communications,
COMSEC, Timing and Sync, and other required
resour ces.

Review possible constraints such as environmental,
station grounding system, antenna platform, access ways,
TEMPEST facility zoning, etc.

SITE SURVEY

Coordinate Site Survey with site and RSIM

Conduct In-Brief with site personnel. Obtain asite
personnel Point of Contact list.
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INSTALLATION PLANNING CHECKLIST (Continued)

Complete
Element Y/N Notes

Conduct detailed site survey. Review space, power,
HVAC, communications, COMSEC, other special
requirements including antenna coverage survey and E3
study as applicable. Complete Appendix J checklist.

Establish agreements with site/others to accomplish
reguirements identified during the site survey.

Establish agreement for a system testing and cutover plan

Identify need and plan to provide Type Accreditation
Package (including SSAA) for use by site

Identify all NIPRNET / SIPRNET connection
requirements and responsibility for completing
Connection Approval Process (CAP) for new
reguirements.

Conduct Out-Brief with site personnel

Distribute Site Survey Report

REVISED ESTIMATE AT COMPLETION (EAC)

Review cost estimates previously provided against site
survey data. Coordinate revised estimate with 1A and
IMA if necessary.

Review Installation Activity new EAC (if applicable)

Review Site Survey Report against work tasked (ie. Work
Scope). Remove any ambiguities and negotiate estimate
cost if applicable.

Review available funding

UPDATE POA&M AND TLS

Review previously produced POA&M & TLS and update
asrequired. Any change to installation completion date
must be approved by IMA.
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INSTALLATION DESIGN CHECKLIST

Complete
Element Y/N Notes

REVIEW INSTALLATION DESIGN STANDARDS

Review Appendix AC for design and installation
standards and requirements that are applicable to this
project’ sinstallation design.

SPECTRUM ASSIGNMENT & E3

When new RF emitters are installed, a frequency
assignment must be obtained.

If an RF emitter isinvolved with thisinstallation review
the Electromagnetic Environmental Effects (E3)
requirements found in OPNAVINST 5100.23E and
NAVFACINST 11010.45.

DEVELOP BESEP

Review Site Survey Report, system requirements, and site
resources and constraints.

Prepare draft BESEP including detailing all
agreements/responsibilities with other organizations.

Distribute draft BESEP to activities with assigned
responsibilities

Incorporate valid comments. PES should work with the
RSIMs to successfully resolve all BESEP issues before
transmitting the final version.

Individual with Command release authority sends final
BESEP no later than 30 days prior to installation

DEVELOP IDP

Starting with IRD as basis, develop IDP in accordance
with Appendix Q.

Ensure special requirements such as Environmental
Protection and Personnel Safety requirements are
addressed as notesin the IDP.

IA conducts rigorous review.

Authorized approval officials approve drawings certifying
that the drawings are technically correct and drawings
format and content conform to standards specified in
Appendixes Q and AC.

PE uploads approved IDP documents to approved
SY SCOM document repository

DEVELOP SOVT

Starting with system SOVT as basis, develop site specific
SOVT in accordance with SPAWARINST 3084.1.

Detail procedures for any specia utility or
communication outage and obtain site personnel
concurrence in advance.

Detail cutover requirements and procedures and obtain
site personnel concurrence in advance.

IA conducts rigorous review.

Authorized approval officials approve SOVT certifying
that the test plan istechnically sufficient and document
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INSTALLATION DESIGN CHECKLIST (Continued)

format and content conform to standards specified in
SPAWARINST 3084.1.

PE uploads approved SOVT documents to approved
SY SCOM document repository

DEVELOP TRAINING MATERIALS

Prepare On-the-Job Training materials. If available use
the standard System OJT Training Guide as basis.

DEVELOP ILSCHECKLIST

Develop an ILS Checklist in format shown in Appendix
W using information obtained from the associated
program office and/or task requirements.

DEVELOP PITCO PROCEDURES

If applicable prepare Pre-Installation Test and Check Out
procedures for testing system/equipment.

ORDER INSTALLATION MATERIALS

Order and track receipt of all installation materials as
indicated on the IDPs Master Parts List

VERIFY SCHEDULING AND FINANCIAL
REQUIREMENTS

Review POA&M for schedule changes

Coordinate schedule changes with all affected parties
especially the site. All changesto the final installation
completion date must be approved by the IMA.

Review EAC for changes

Coordinate any EAC changes with |A

|A obtains approva from IMA for forecasted cost
increases

A-9




Appendix A — Checklists Shore Installation Process Handbook
Version 3.0

PRE-INSTALLATION CHECKLIST

Complete
Element Y/N Notes

PREPARE INSTALLATION TEAM

Determine number of installers required

Task contractor

Identify contractor Lead Installer

Coordinate install ation team responsibilities

Identify SOVT team members

| dentify training team members

Ensure all Government and Contractor personnel have
received current installation safety training. Ensure all
members are aware of project specific safety issues.
Arrange for safety training if necessary.

Coordinate communication and facility services required
for SOVT and training

Coordinate with outside commands for site support as
required

Ensure clearances for all team members are sent

Verify transportation into host nation

Make travel and lodging arrangements

PREFABRICATION AND PITCO

Complete equipment prefabrication

Perform cable prefabrication

Prefabricate foundation

Conduct PITCO

Prepare software

Integrate equipment and software

Conduct system level checks as required

Provide PITCO report, including system level test reports
and configuration data as required

DEVELOP INSTALLATION IN-BRIEF AND OUT-
BRIEF

Prepare an installation In-Brief and Out-Brief IAW
Appendix V and X

VERIFY EQUIPMENT, MATERIALS, AND SITE
PREPARATIONS

Prepare 3 copies of the approved IDP

Inventory and stage all equipment, installation materials,
and ILS materials for shipment.

Verify all site preparation completion status.

Verify availability of communication connectivity and
cryptographic materials (including SIPRNET/NIPRNET
connectivity)

Verify MILCON or Minor Construction status
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PRE-INSTALLATION CHECKLIST (Continued)

Complete
Element Y/N Notes

preclude proceeding to the Installation performance phase

| dentify packing, handling, shipping, transportation, and
any other special requirements for shipment of install
materials

Identify and coordinate with shipping receiving officer at
site

Prepare DD-1149's and ship all installation materials

FINAL INSTALLATION PREPARATIONS

Verify HNA approval

Verify frequency approval

Verify site approval

Verify PM/ISEA has prepared a CDMD-OA work file or
a4790CK form.

Verify FRCB approval received. No on-site production is
allowed without NETWARCOM’s FRCB approval.
Furthermore, RSIMs have been empowered to cease any
production work that is found to not have FRCB

approval. Do not expend travel resources without first
verifying that FRCB approva has been received.

Notify RSIM of install status

Coordinate availahility of trainees

Verify schedule. All schedule changes impacting Mission
Critical Dates require immediate notification and
approva by IMA. Update POA&M and TLS.

Verify EAC. Forecasted cost increases requirement IMA
approval.

Provide copy of installation readiness checklist to IMA
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INSTALLATION PERFORMANCE CHECKLIST

Complete
Element Y/N Notes

INSTALLATION SAFETY

Insure all Government and Contractor personnel have
current installation safety training and adhere to safe
installation practices

CONDUCT IN BRIEF

Isthe In Brief scheduled?

Are there security impacts?

Are there facilities impacts?

Are key personnel identified?

COORDINATION AND LIAISON

Coordinate visit with RSIM

Coordinate with regional frequency coordinator

Liaison with Navy command and Joint command

Schedule Cut-Over and outage time

Coordinate crane and rigging services

Coordinate public works and scaffolding services

Verify status of al interfaces (special communication)

Coordinate ship and shore site support

ADMINISTRATION

L ocate the install material and equipment

Confirm building accessibility

Deliver equipment and material

Verify Telecommunications Service Order isin place

Coordinate with BCO (host nation communications)

Complete badging and clearance for all workers
CRYPTO: Verify availability of COMSEC/ TRANSEC
key. Verify labeling/marking for classification. Ensure
required on-site personnel are available to support.
Coordinate with CMS custodian for delivery of KeyMat.

Coordinate administrative actions for SOVT team

INSTALLATION REPORTING

Establish PE Installation SITREPs:

¢ 6 monthsto 1 month prior to the installation: Monthly

¢ 1 month prior to the installation until the installation is
completed: Weekly

CONDUCT INSTALLATION

Conduct daily meetings

Perform a baseline test on existing equipment

Remove old equipment and recycle or dispose of as
required

Prepare foundations
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INSTALLATION PERFORMANCE CHECKLIST (Continued)

Complete
Element Y/N Notes

Complete cabinet and egquipment mounting

Complete all power and equipment cabling

Perform software |oads

Complete cosmetic actions

Update redline drawings daily

Document configuration revisions as required

Provide weekly progress reports

SYSTEM QA AND CHECKOUT

Testing and QA performed?

Ensure that all existing systems are tested

Verify software builds

Conduct a cold check of system before SOVT

Conduct post installation troubleshooting
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SYSTEM TURNOVER CHECKLIST

Complete
Element Y/N Notes

CONDUCT SECURITY/SAFETY
WALKTHROUGH

Inspect for security discrepancies

Inspect for safety discrepancies

COMMENCE SOVT

Perform SOVT testing

Conduct end-to-end demonstration of equipment and
subsystems

ARRANGE AND CONDUCT TRAINING

Arrange for training

Conduct training

Sign and distribute OJT certificates

TYPE ACCREDITATION/CERTIFICATION

Type Accreditation Package (including SSA) provided to
thesite DAA

LOGISTICS SUPPORT AND CONFIGURATION
MANAGEMENT

Deliver spares

Provide applicable Allowance Parts Lists to the supply
officer and Electronic Maintenance Officer (EMO)

Provide copies of approved ILS documents, such as
ILSP, SP/ULSS, PMS, MRC, technical manuals,
warranties, training guides, software licenses

Provide any special test equipment

Provide Technical Support Agent (TSA) POCs and help
desk information

Provide redline drawings, draft of SOVT, and major
equipment list

Provide completed 4790 CK and/or CDMD-OA Work
File.

Provide signed copy of ILS checklist

CUT-OVER

Execute Cut-Over Plan (as applicable)

Sign SOVT

OUT BRIEF

Conduct security and safety brief

Conduct Out-Brief

Sign Installation Completion Report (ICR)

Obtain Completion Message

POST-INSTALLATION ADMINISTRATION

Resolve and report all outstanding deficiencies from
installation. Enter deficiencies to tracking database.

Conduct the negotiated on-line observation period
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SYSTEM TURNOVER CHECKLIST (Continued)

Complete
Element Y/N Notes

Update Master As-Built drawings within 60 days after the
completion of the installation and distribute to the site,
IA, IMA and post to the designated SY SCOM installation
document repository

Collect actua cost data

Obtain final acceptance letter or message

Ensure all installation deliverables are uploaded to the
designated shore repository

INSTALLATION TASK CLOSE OUT

Send an Installation Completion Message if the Site has
not sent one within 30 days after the Out-Brief

Return excess installation materials

Update configuration database (CDMD-OA) and/or 4790
CK asrequired

Update Work Plan and Time Line Summary

INSTALLATION COMPLETION

PE has copy of signed DD-1149 or letter of transmittal of
the customer acknowledging receipt of al logistics
related material, spares, equipment, drawings and
supporting installation documentation (e.g. technical and
operations manuals)

The customer completion message has been received or
the PE has sent the completion message to the customer

All outstanding installation issues, including SOV T
issues, have been resolved

All Out Brief and Installation Task Close Out items are
complete
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APPENDIX B1- WEEKLY SHORE SITUATION REPORT (SITREP)

Subject:  Color of Overall Project Status Weekly Shore SITREP For
Installation Activity Name, TN: ## - ###, Installation Name

Report Date: (today’ s date)
Installation L ocation: (site location)
Project Engineer: (name of assigned PE)

Project Status: (Color Coded Green, or Red)

ltem/Area Status
Overall Task Assessment

Schedule

Funding

Planning/Engineering

System Documentation from I SEA (i.e. BESEP, System drawings,
SOVT, etc)

Contracts

Hardware Materials

Software Load

ILS Package (including training)

As-built Drawings

Customer Satisfaction

Color Coded Ratings:
Green: Highlevel of confidence, no major issues

Some concerns, or reservations, that the installation is in danger/delays may occur.
Red: No confidence in the installation being completed on time without exceptional action.

FRCB Status: REQ Y/N, SUB (Date), 04 (Date), 05 (Date), PEO (Date), Approved/Disapproved (Date)

Task Description: Brief overall description of the overall scope of work.

Operational Capability Provided: Should be abrief Description of what capabilities the command or site
will receive as aresult of thisinstallation.

Status: Should be aquick snapshot of what is currently going on with the project. Briefly explain any current Red
or Yellow issues or any other issue of consequence along with planned or recommended action.

Key | ssues: Detail description of significant issues or problems that were briefly mentioned above in “ Status”.
Maintain a historical log of all issues and their current status/resolution. At completion of installation, transfer any
incomplete work items/ discrepancies identified in the SOVT to thislog. Continue to report progress through to
completion. When installation is complete, incomplete work items are finished, and al deliverables are uploaded in
the Shore Repository, submit afinal SITREP reporting project as complete/closed.
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Planned Event

Planned
Start

Planned
End

Revised
Start

Revised
End

Actual
Start

Actual
End

Funding Required

Funding Received

Site Survey

Develop BESEP

Develop IDP

Equipment/Material Required

Procure Material

Planning & Design Documentation
Uploaded into Shore Repository

On-Site Production

SOVT

Training

Cutover Date

ILS Delivered

Completion message

As-Built drawings delivered to site

Signed SOVT & As-Builts
Uploaded into Shore Repository

Installation Project Complete

Site POC & Phone #: (name and phone number of principle site POC)

PE Email & Phone #: (contact information)
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APPENDIX B2 - SPAWAR REGIONAL SHORE INSTALLATION
MANAGER (RSIM) WEEKLY ACTIVITY REPORT (WAR)

Region: (identify region)
Shore Weekly Activity Report
RSIM: (name of RS M)

Report For Week Ending: (dated for end of reported week, i.e. Saturday)

A. Installation Issues:
1. (Identify project Tracking Number (TN) and project title)

a. Issue (brief statement of the problem)

b. Discussion (more detailed as required to include any impact to customers,
installation, or operational status)

c. Recommendation or Corrective Action (possible solutions)

d. Site POC’s (title, phone, and email address of principle site POCs)

B. RSIM |ssues:

1. (Identify R9M concerns and issues that are not associated with a specific installation,
but impacts overall RS M region or several installations. Example“ PE’sin region XYZ
require SPH training”)

a. I'ssue

b. Discussion
c. Recommendation or Corrective Action

C. Installations: (Alisting of all jobsin regioninthe RSM WAR report is optional.)

Region
=t Planned Start | Planned End
Tracking Command Name System/Install Group Date Date Comments
Number

NONE
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APPENDIX C1-REGIONAL SHORE INSTALLATION MANAGER
(RSIM) DESIRED QUALIFICATION STANDARDS

1 Introduction

This document describes the qualification standards for personnel acting as a Regional
Shore Installation Manager (RSIM). SPAWAR uses RSIMs as the single point of
customer contact for installations within specific regions. The Shore Installation Process
isdesigned so that other “non-SPAWAR” activities can also use it to execute and manage
their shore installations. It is advantageous for the Navy in general and for user
Commands specifically, to have consistency in process, deliverables and in how shore
facilities receive new and upgraded C41SR systems. Other installation activities may find
it advantageous to assign RSIMs from their own organizations to oversee specific
geographical regions and to represent their entire claimancy during performance of any
and all shore installations under their cognizance. SPAWAR employees can only
become RSIMs through appointment by the SPAWAR System Center Atlantic and
Pacific Installation Management Offices (IMO). The intent behind this document isto
describe the desired knowledge and experience that a RSIM should possessin order to
perform the responsibilities assigned by the Shore Installation Process Handbook.
RSIMs are tasked to be authoritative on the Shore Installation Process Handbook,
installation standards and experiences leading to successful installations, and sound
project management methodology. Since RSIMs are also ambassadors for the entire
SPAWAR organization and are seen as key SPAWAR contacts by our Navy user
customers, RSIMs should demonstrate skill and finesse in their dealings with others. The
following should be considered desired qualifications and used to aid in the RSIM
selection process as well as used by the newly appointed RSIM in setting individual
training objectives. The qualification elements are separated into three separate categories
in the following sections.

2 Regional Knowledge

RSIMs should have in depth knowledge of the region where they will serve and of the
regional points of contact, rules, and regulations. This knowledge is needed for RSIM
coordination and management to properly consider local conditions and rules that will
maximize the efficiency and the degree of customer satisfaction with which installations
are conducted while operating within the guidelines of the Shore Installation Process and
Navy policies. Thisincludes knowledge needed (at all key sites and activities within the
region) to ensure full coordination with key individual s throughout the installation
process. Itisalso useful for helping to avoid potential conflicts between new and
existing installations and for making optimum use of existing assets. Discerning factors:
a. Years spent working as an installation designer, project engineer, supervisor, or
instaler in the region.
b. Y ears spent monitoring installations in the region accomplished by a contractor
(e.g. asaBLII OCONUS monitor)
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c. Number of different organizations or different facilities within the same
organization (e.g. NCTS, DISA, SUBGRU, and METOC) for which the candidate
planned or directly supervised or monitored successfully completed installations.
d. Individual’ s reputation with key customers within the region.

3 General Knowledge of the Shore Installation Process

and Installation Standards

The Shore Installation Process Handbook defines the RSIM as an authoritative source for
the Shore Installation Process and installation standards and experiences that lead to
successful performance of shoreinstallations. In order to be this authoritative source,
RSIMs need to have had practical experiences applying the shore installation processin
performing and managing shore installations. RSIMs should continually seek to expand
and update knowledge of the installation processes and standards through formal training
and practical experience opportunities. A RSIM should possess knowledge and
experience for the majority of the following processes and standards:
a. Shore Installation Process Handbook
b. Fleet Readiness Certification Board
c. SPAWAR installation databases and document repositories (SPIDER)
d. Installation Management Office (IMO) processes and tools
e. Installation standards with emphasis on National Electrical Code, fire code,
accessibility and human engineering, TEMPEST RED/BLACK separation, site
approval requirements and procedures, grounding, bonding, and shielding
f. Navy safety requirements (Asbestos, electrical safety, protective gear,
construction sites)
g. Defense contract management (e.g. Contracting Officer Technical
Representative (COTR) or Navy Technical Representative (NTR) training and
experience)

Discerning factors:

a. Individual is Installation Competency qualified to “ Advanced Stage -
Technical” per SPAWAR Competency Development Model standard. Thisincludes
having acquired the Knowledge, Skills, and Abilities (KSAS) of the Entry Stage,
Intermediate Stage, and the Advanced Stage.

b. Individual is qualified asa SPAWAR PE for Inside Plant (ISP) installations.

c. Individual is qualified asa SPAWAR PE for Outside Plant (OSP) antenna
installations.

d. Individual is qualified asa SPAWAR PE for (OSP) cable installations.

e. Individual isalicensed professional engineer in any state or territory of the
United States.

f. Individual isaBiCSi Registered Communications Distribution Designer
(RCDD)

4 Knowledge of Project Management Processes

The Shore Installation Process Handbook requires that RSIMs be an authoritative source
on the “application of sound program or project management processes such as defining
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and controlling requirements, developing a Work Breakdown Structure (WBYS),
estimating task durations, allocating and managing resources, defining dependencies,
preparing network diagrams, determining critical path, assessing and managing risk, cost
accounting, managing project quality, building teams, devel oping Project Management
Plans and implementing management early warning and control processes such as an
Earned Vaue Management System (EVMYS). Discerning factors:

a. Individual’ s “Leadership Core” competencies under the Competency
Development Moduleis at the “ Advanced Stage’”.

b. Formal project management training

c. Years of experience successfully managing installation projects that included
requirements definition, WBS devel opment, scheduling, resourcing, and executing.

d. Experience managing large ($6M or greater) complex projects including the
implementation of a Project Management Plan, EVMS, and Risk Management Plans with
all applicable elements shown in the SIPH Appendix E.

e. Project Management Institute (PMI) certification as a Project Management
Professional (PMP) or Defense Acquisition Workforce Improvement Act (DAWIA)
Program Management level 111 certification.

f. Formal training in process improvement and developing process maturity such
asLean Six Sigma (LSS) or Capability Maturity Model Integrated (CMMI).
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APPENDIX C2 - SPAWAR SHORE INSTALLATION PROJECT
ENGINEER (PE) QUALIFICATION STANDARDS

1 Introduction

This document describes the qualification requirements for personnel acting as Project
Engineers (PEs) on indoor and outdoor equipment and infrastructure installations for
SPAWAR. The Shore Installation Process is designed so that other “non-SPAWAR”
activities can also use it to execute and manage their shore installations. It is
advantageous for the Navy in general and for user Commands specifically, to have
consistency in process and deliverables in how shore facilities receive new and upgraded
C4ISR systems. Non-SPAWAR installation activities may also find it advantageous to
use the qualification requirements defined herein. This document includes three sections
of different qualification requirements; Inside Plant (1SP), Outside Plant (OSP) antenna
installations, and OSP cable installations. PEs working either type of OSP installations
must also be qualified for ISP work since OSP installations almost always also involve
some | SP equipment installation.

2 Detailed Qualification Requirements for PEs
Responsible for ISP Projects

This section describes the qualification requirements for PEs assigned to I SP projects. As
aprerequisite for becoming | SP PEs, personnel shall have acquired the Knowledge, Skills
and Abilities (KSAs) and meet the minimum technical background and education
requirements described in the SPAWAR 4.2 Competency Development Model (CDM)

for entry and intermediate stages.

Note: These requirements shall not be used as ajustification to increase costs. Most
SPAWAR journeyman PEs are senior personnel whose labor rates are significantly
higher than those of eligible Assistant PEs. Assistant PEs can offset the journeyman PEs
higher salaried costs by performing some of the routine tasks while over time taking on
more complex tasks under the tutelage and mentoring of aqualified PE. The purpose of
this qualification processis to avoid the additional cost of correcting “rookie mistakes’
and to insure new engineers learn correct standards and processes at the outset of their
careers at SPAWAR.

2.1 Minimum Technical Background and Education
Requirements for Assistant Project Engineers

Assistant Project Engineers should have a broad technical background that will allow

them to absorb the technical knowledge that PEs need to acquire quickly. This can only

be achieved through years of technical training or experience. The ideal assistant project

engineers will have had both formal training and experience. The following technical

background qualification requirements are designed to allow personnel with awide
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diversity of technical backgrounds to qualify while still ensuring that al of these

personnel have enough technical background to be successful. All assistant project

engineers shall meet at least one of the following four technical background requirements.
a. A bachelors of science or engineering degree (from an accredited university in
the field of electrical or computer engineering or computer science).
b. Four years of experience working as aqualified enlisted U.S. military
serviceman with one of the following technical ratings -- Electronics Technician
with Advanced Training, Interior Communication (IC) man with Advanced
Training, Information System Technician (IT), Radioman (RM) (legacy rating), or
Data System Technician (DS) (legacy rating).
c. Accredited Electronics Technician certificate and four years of experience
performing awide variety of electrical and electronic installation work for the US
Department of Defense, a tel ephone equipment company, or a communications
equipment provider (e.g. Nortel Networks, Lucent, Alcatel, AT&T) asaqualified
technician or installer. At least two years of this experience shall have been
conducting shore (not shipboard) installation work, and at least one year of this
experience shall have been in installing US Navy systems.

2.2 Minimum Project Engineering Experience Requirements

In order to qualify to work as a PE, personnel shall have had at |east two years of
experience as a SPAWAR Assistant PE working under the supervision or guidance of a
fully qualified journeyman PE. (Journeyman PEs are those with at least four years of
SPAWAR project engineering experience and a thorough knowledge of the standards that
apply to installations.) During that time, the assistant project engineer shall develop the
skills and obtain the knowledge required to be afully qualified PE.

2.3 Assistant Project Engineers and Project Engineers
Required Knowledge

2.3.1 Installation Knowledge

Assistant PEs and PEs are required to obtain and demonstrate knowledge of the following
installation requirements through independent research or formal training:
a. Shore Installation Process Handbook (SIPH) process and deliverable
requirements
b. Commercial and military standards that govern inside plant (I1SP)
communications and electrical installations. Appendix AC of the SIPH
discusses al of the major shore installation guidance documents pertaining to
SPAWAR shoreinstallations. All shore assistant PES shall be expected to study
the entire Appendix AC, including its attachments, and to further research the
standards as required for the installation projects that they are assigned to. The
new appendix is entitled “ Policy and Guidance for the Application of
Fundamental Shore Installation Standards and References’. The appendix
covers the following documents that all PES need to be familiar with including:
1) Nationa Electrical Code (NEC) requirements as they apply to the
installation of electronic equipment and cabling.
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2) Commercia grounding, bonding, and shielding requirements as spelled
out in ANSI-J-STD-607-A-2002 and the NEC.

3) Military grounding, bonding, and shielding requirements as spelled out in
MIL-STD-188-124B and MIL-HDBK-419A.

4) Commercial standards for the installation of Telecommunications
Pathways, especially TIA-569-B.

5) Commercia Building Telecommunications Cabling Standard, TIA/EIA-
568.B.1.

6) TEMPEST RED/BLACK separation criteria contained in NSTISSAM
TEMPEST/2-95.

7) PDS guidance from Navy Staff Office Publication (NAV SO Pub) 5239-22,
PDS Guidebook and CNO WASHINGTON DC message R 0919487 JAN
03.

c. Design and drawing standards as defined by Appendix Q of the Shore
Installation Process Handbook.

d. Administering CPR.

e. Navy safety requirements - All PEs shall receive electrical safety training.
When installation projects encounter hazardous materials such as asbestos, lead
paint, transformer fluids, etc, PEs are responsible for knowing and insuring that
correct procedures are followed. Important documents governing safety issues
encountered during installations are discussed in Appendix AC of the Shore
Installation Process Handbook. Installing Activities shall develop and maintain
an electrical safety program using the references and information discussed in
Appendix AC.

f. Installation databases - SPAWAR PEs must be knowledgeable of the “Team
SPAWAR” installation databases and repository tools, currently SPIDER at the
time of thisrevision.

g. Managing Department of Defense contracts (e.g. Contracting Officer Technical
Representative (COTR) training)

h. Site approval requirements and procedures as described in NAVFACINST
11010.45. Note: Projectsrequiring “ Site Approval” should be assigned to
journeyman PEs with at least four years of experience.

2.3.2 System Knowledge

Assistant PEs and PEs should ideally receive or demonstrate prior completion of systems
operations and maintenance training and acquire expertise for at least one major system.
The purpose of thisisto reduce the overall cost of installation to the Navy by reducing
the need for PEsto call in outside expertise. Examples of “major systems’ include the
Global Command and Control System, the Extra High Frequency (EHF) System, and the
Link-16 System.

2.3.3 Project Management Knowledge

Assistant PEs and PEs shall acquire “Core Leadership” proficiencies of the Competency
Development Module for entry and intermediate stages. Assistant PEs and PEs shall be
required to receive or demonstrate prior completion of formal project management
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training. As aminimum, all project engineers should be able to demonstrate proficiency
in MS Project, requirements definition, the Work Breakdown Structure (WBS),
estimating task durations, allocating resources, defining dependencies, network diagrams,
critical path analysis, risk analysis and management, cost accounting, project quality
management, and team building. PEs assigned to large complex projects should also be
proficient at writing integrated Project Management Plans and implementing an Earned
Vaue Management System (EVMYS).

2.34 Test Equipment Operation Knowledge

PEs should be capable of operating test equipment commonly used during testing of
C4ISR systems. The test equipment that should be possessed by or available to the
installing activity (in order for al of its PEs to be fully capable of conducting ISP
installations) is listed below. PEs should be capable of operating at least 75% of the
following:

a. Bit-error rate test set or combination of test sets capable of operating on the

types of circuits scheduled to be installed under the projects to which the PE could

be assigned. Typical circuit typesinclude seria circuits (e.g. EIA RS-232

circuits), DS-1 circuits, DS-3 circuits, and OC-3/ATM links.

b. Optical Time Domain Reflectometer (OTDR) with single mode and multimode

modules.

c. AC power analyzer (one phase required, 3-phase preferred).

d. Multimeter or separate voltmeter, ammeter, and resistance meter

e. Clamp-on ammeter

f. VSWR meter capable of covering the frequency band of any systems scheduled

for installation that year.

g. Fall of Potential Ground Tester

h. Storage oscilloscope

i. Optical Loss Test Set

j. LAN Cable Certification Test Set (e.g. Cat 6 Cable Certification Test Set)

k. Network Anayzer for Ethernet networks

[. Humidity meter

2.4 Project Engineering Proof of Capability

To qualify as a PE, assistant PESs shall work under the tutelage of journeyman PEs during
which time, it is expected that the assistant PE will demonstrate ability to:
a. Use Microsoft Project to prepare POA& Ms that include an adequate WBS,
resource estimating and allocation, and dependencies. The assistant PE shall
demonstrate the ability to use a critical path analysisto prioritize activities.
b. Conduct site surveys to gather installation design details, to develop detailed
site survey reports, and to prepare Base Electronic System Engineering Plans
(BESEPs).
c. Develop and/or manage Computer Aided Design (CAD) development of
Installation Design Plans (IDPs) including the correct application of applicable
design standards and methods as described in Appendix Q of the Shore
Installation Process Handbook. IDPs shall have been reviewed and approved by a
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qualified Drawing Approval Authority that is nominated and certified by
SPAWAR for this purpose.

d. Read and conduct installations using Installation Design Plans (IDPs) and to
properly capture all changes (redlines) to installation designs.

e. Submit weekly installation situation reports (SI TREPS).

f. Prepare and conduct SOV Ts.

g. Load installation deliverables including site survey reports, in/out briefs,
BESEPs, IDPs, As-Builts, completed SOV Ts, completion messages into the
SPAWAR approved installation document repository.

h. Conduct cost accounting and other job close out activities.

3 Detailed Qualification Requirements for PEs
Responsible for Outside Plant (OSP) Antenna
Installation Projects

All OSP antennainstallation PEs shall meet all of the requirements for PES responsible
for ISP projects, as described above, plus meet the additional requirements described in
the following paragraphs of this section.

3.1 Additional Knowledge Requirements

PEs responsible for antenna installations shall have knowledge of:
a. Antennarelated grounding requirements and approved methods (MIL-HDBK -
419A, MIL-STD-188-124B Notice 3 and NFPA 780).
b. Frequency approval requirements and procedures.
c. Site approval requirements and procedures.
d. FAA and FCC antennatower lighting requirements.
e. Requirements for ladders and platforms.
f. Antenna and antenna tower foundation and platform requirements.
g. Obtaining satellite coverage data and mapping antenna angles to horizon
(developing horizon masks using a theodolite).
h. Structural Standards for Steel Antenna Towers and Antenna Supporting
Structures (T1A-222-G or most recent revision) if a new antenna structure is being
designed.
i. Local procedures and requirements for coordinating the work through the local
SPAWAR Facilities Engineering Personnel and NAVFAC personnel. These
procedures will vary depending upon the location of the installing activity. The
types of work that should be coordinated in this way include:
1. Obtaining building structural analyses for potential antenna platform
sites on roofs.
2. Obtaining soil analyses for potential antenna platform sites on open land.
j. Microwave path analysis (for microwave antenna installations only).
k. Safety requirements in the NESC, and U.S. Army Corps of Engineers Safety
and Health Requirements Manual (EM 385-1-1 dtd 3 Nov 03). (governs safety on
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construction sites) and in the Navy Safety and Occupational Health Program
Manual, OPNAVINST 5100.23G (dtd 30 Dec 05).

|. Antenna cable /waveguide building penetration requirements of the National
Electrica Code and MIL-STD-188-124B.

3.2 Additional Tools and Test Equipment Experience
Requirements

To be qualified as an antenna installation PE, personnel must have experience using:
a. One of the following:
1. A theodolite to create a horizon mask.
2. Excel or similar software to prepare a microwave path analysis with
charts and path cross-sections for different conditions.
3. Three dimensional maps and GPS locators to prepare coverage area
maps for two shore line-of-site antennas.
b. A VSWR test set on an ongoing or completed installation.
c. An RF Field Strength Meter.
d. A spectrum analyzer capable of covering the frequency band of the system
being installed.
e. A GPS location and direction finding system.

3.3 Additional Project Engineering Requirements

To qualify as an Antennalnstallation PE, assistant PEs shall have prepared IDPs
containing the additional drawing types and drawing content that would be required by
antennainstallations. Specifically, antennalayouts (Drawing Category Code 50), antenna
mechanical assembly and mounting details (Drawing Category Code 170), antenna
grounding details (miscellaneous detail drawings, Drawing Category Code 180), and
cable block diagram sheets for all antenna cabling (Drawing Category Code 070) shall be
prepared. The assistant PE shall be able to show severa IDPsincluding at least one major
antennainstallation IDP, which he or she developed or directly managed the CAD
development including the correct application of applicable design standards and
methods. 1DPs shall have been reviewed and approved by aqualified SPAWAR
Drawing Approval Authority.

4 Detailed Qualification Requirements for PEs
Responsible for Outside Plant (OSP) Cable
Infrastructure Installation Projects

All OSP Cableinstallation PEs shall meet all of the requirements for PEs responsible for
| SP projects, as described above, plus meet the additional requirements described in the
following paragraphs of this section. OSP Cable Installation projects are projects that
require the use or installation of outdoor cable pathways (e.g. ducts, conduits, cable
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ladders, messenger wires, etc.) above (e.g. on utility poles) or below ground (in trenches
or tunnels). Thisincludes PEsfor projects that:
a. install cables between buildings.
b. install cables between buildings and external remote devices (antennas,
antenna farms, concentrators, distribution frames, sensors, etc.).
c. extend or replace existing underground (normally conduit) infrastructure or
aerial (normally utility pole) infrastructure.

4.1 Additional Knowledge Requirements

PEs responsible for OSP cable installations shall have a thorough knowledge of :
a. Outside plant related grounding requirements and approved methods (MIL-
HDBK-419A, MIL-STD-188-124B Notice 3 and the National Electrical Safety
Code)
b. Protector block installation and grounding requirements of the National
Electrical Code and J-STD-607-A.
c. Industry standards governing outside plant cable installations including:

1) TIA-758-A, Customer-owned Outside Plant Telecommunications
Infrastructure and the BiCSi Customer-Owned Outside Plant Design
Manual (3rd Edition islatest at the time of thisrevision)

2) TIA-590-A, “ Standard for Physical Location and Protection of Below-
Ground Fiber Optic Cable Plant, dated January 1997

3) National Electrical Manufacturer’s Association Bulletin No. TCB 2-2000,
“NEMA Guidelines for the Selection and Installation of Underground
Nonmetallic Duct”

d. Government standards governing outside plant cable installations including:

1) Unified Facilities Guide Specifications, UFGS-33 71 02.00 20 (July 2006),
Underground Electrical Distribution.

2) Unified Facilities Guide Specifications, Section 33 82 00 (April 2006),
Telecommunications Outside Plant (OSP).

3) USDA RUSBulletin 1751F-644, Underground Plant Construction,
Effective Date: August 28, 2002.

4) USDA RUS Bulletin 1753F-201 (PC-4), RUS Standard for Acceptance
Tests and Measurements, Effective Date: June 2, 1997.

e. Safety requirements of:

1) National Electrical Safety Code (especialy physical clearance and
grounding requirements).

2) U.S. Army Corps of Engineers Safety and Health Requirements Manual
(EM 385-1-1 dtd 3 Nov 03) (governs safety on construction sites).

3) Navy Safety and Occupational Health Program Manual, OPNAVINST
5100.23G (dtd 30 Dec 05) (especialy Chapter 27, Confined Space Entry).

4) OSHA (Standards -29 CFR), Part 1926, Subpart P (Excavations).

5) OSHA (Standards-29 CFR), Part 1910, Subpart R (Telecommunications).

f. Specific labeling requirements and techniques for OSP cable. Thisis actually
covered by standards listed above, but is specifically called out to emphasize
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itsimportance. For example, the PE must have the knowledge needed to

ensure that:

1) Labelsresistant to the environmental conditions at the point of installation
(such as moisture, heat, or ultraviolet light), and that they have adesign
life equal to or greater than the labeled component. (Required by
TIA/EIA-606-A Section 10.1.1).

2) Cablesare permanently identified by tags or otherwise at each manhole or
other access opening of the conduit system. (Required by NESC Rule
341.b.3.a(1) and TIA-606-A).

3) Two fiber connection positions (or polarities) are labeled using the letters
"A" and "B". (Required by TIA/EIA-758-A Section 5.3.5).

4.2 Additional Tools and Test Equipment Experience
Requirements

To be qualified as an OSP cable installation PE, personnel must have personally
conducted at least five of the following:

a. OTDR testing on single-mode and multimode fiber optic cable.

b. Optical Loss testing on single-mode and multimode fiber optic cable.

c. Bit error rate testing on circuits (T1, DSL, etc) over copper cable.

d. Audio frequency signal losstesting and signal quality testing.

e. Gas detector testing for confined space entry (e.g. Bascom-Turner Instruments

CGA-401).

f. Distance measurements using a Measuring Whesl.

g. Microscopic examination of fiber optic cable terminations.

4.3 Additional Project Engineering Requirements

PEs assigned to projects where a SPAWAR contractor is responsible for OSP cable
projects involving construction activities (e.g. ONENET, Pier Connectivity), must have
additional general basic (See note 2.) knowledge of:

a. Soil compaction testing.

b. Concrete construction and testing techniques.

c. Road surface repair techniques.

d. Manhole and handhole installation techniques.

Notes:

1. Training to acquire this knowledge and/or professional assistance should ideally be
provided by aregistered Civil Engineer specializing in the construction of underground
cabling infrastructure.

2. General basic knowledge isrequired to intelligently seek professional assistance as
required from professionals (with an in-depth knowledge of the subject matter) and to
ensure that requirements documents (e.g. Statements of Work) specify the use of best
practices and the completion of appropriate tests. The purpose of this requirement is not
to require PEs to become Civil Engineers.
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5 Requirements for PE Support

Installation Activities are responsible for ensuring that their PEs are provided with
reasonable support that they need to qualify and function as PEs. Thisincludes accessto
test equipment, computer resources, and training.

51 Minimum Computer Resource Support

All SPAWAR PEs shall have convenient accessto a Personal Computer either loaded
with a copy of the following software or with convenient access to the software.

a. Accessto SPIDER.

b. Microsoft Project.

c. Microsoft Office Suite.

d. Adobe Acrobat Reader or Professional.

f. Accessto SPAWAR Document Repository (currently Documentum).

0. A recent version of AutoCAD or an AutoCAD viewer.

5.2 Minimum Standards Accessibility

PEs shall have possession of or convenient access to core installation standards
documentation. PEs must be able to obtain a copy of the following core documents
within a reasonable time and without impacting project schedule.

a. A copy of the National Electrical Code (NFPA 70) that isless than four months
out of date.

b. A copy of TIA-568-B.1 that is |ess than six months out of date.

c. A copy of TIA-569-B that is less than six months out of date.

d. A copy of the National Electrical Safety Code that is less than four months out
of date for any PEsinvolved in outside plant installations.

e. A copy of TIA-758-A that isless than four months out of date for any PEs
involved in outside plant installations.

f. A personal copy of the Shore Installation Process Handbook. (Soft copy is
permitted)

g. A personal copy of al DoD publications (standards, handbooks, instructions,
Notices, etc.) called out in the Shore Installation Process Handbook. (Soft copies
are permitted.)

5.3 Minimum Test Equipment Support

The goal isthat PEs have timely access to test equipment required for completion of all
routine site-survey, SOVT and pre-SOVT testing without depending upon borrowed test
equipment (from customers or other installing activities). Installation hand tools along
with the required test equipment are the tools of the trade that SPAWAR Installation
Activities and their PEs are expected to either have on-hand or make available via
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contractual services. PEs should not depend on customers to provide installation tools or
test equipment. Installing Activities shall have proceduresin place to ensure that
equipment is recalibrated as required.
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APPENDIX C3-SPAWAR QUALIFICATION STANDARD FOR IDP
AND AS-BUILT DRAWING APPROVAL

1 Introduction

SY SCOMs are responsible for establishing and managing core processes essential to the
success of their organizations. Availability of correct and usable engineering drawings,
and associated datais essential to acquisition, deployment, and life cycle maintenance,
technical refresh, operations, repair, and modernization.

This document describes the qualification standards for those selected and certified to
approve shore C4l Installation Design Plans (IDPs), and As-built drawings. IDPs and As-
built drawings shall be in accordance with required design, drawing, and installation
standards detailed in Section 5.0 and Appendixes Q and AC of the Shore Installation
Process Handbook (SIPH) as well as the referenced commercial and military standards
and instructions. Only personnel with athorough knowledge of these requirements
should be selected and certified to approve these document types. The intent of this
appendix isto define qualification standards for those who are entrusted to approve these
critical document types.

2 Minimum Requirements

|Asshall utilize arigorous review and approval process that resultsin final approval by a
qualified and certified approval authority. These approval authorities will have acquired
the Knowledge, Skills, and Abilities (KSAS) and education and experience qualifications
at the “ Advanced” level in the 4.2 Competency Development Model. These certified
approvers will have enough CAD background, ability, and access to software to
determine compliance with CAD requirementsin Appendix Q of the SIPH. They must
have a thorough knowledge of the design and drafting requirements found in Appendix Q
of the SIPH. They must have in-depth knowledge and understanding of installation
standards discussed in Appendix AC of the SIPH. They will need to have a
scientific/engineering background and be able to identify C4ISR installation design issues
that violate the laws of physics or that are otherwise suspect. Their technical writing and
communication skills must be excellent in order to clearly describe drawing discrepancies.
They will need access to the Installation Requirements Drawing and Installation As-Built
repositories to check suspect installation issues against approved system standards and
prior successful installations. Those approving drawings for each of three types of
projects Inside Plant (1SP), Outside Plant (OSP) Antenna, OSP Cable Infrastructure must
have prior relevant experience with those types of projects. See SIPH Appendix C2.
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3 Desirable Additional Credentials

It is highly desirable, but not required that those who approve IDPs and As-built
drawings also be certified as a:

a. Licensed Professional Electrical Engineer in any of the fifty states or US territories.
b. Registered Communications Distribution Designer (RCDD) from Building Industry
Consulting Service International (BICS!).

c. Cisco Certified Network Associate (CCNA)
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APPENDIX C4-QUALITY ASSURANCE EVALUATOR (QAE)
QUALIFICATION STANDARDS

1 Introduction

This document describes the qualification standards for personnel acting as a Quality
Assurance Evaluator (QAE). The QAE professional has specialized training in quality
surveillance (quality assurance and control). The individual will possess the Knowledge
Skills and Abilities (KSAs) and will have acquired the education and experience of those
at the “ Adanced” stage of the 4.2 Competency Development Model (CDM) Technical
Level. Theindividual must also have the technical knowledge and experience that comes
from completing work at the Entry and Intermediate stages of the Installation
Competency. This knowledge and experience is essential to identifying quality issuesin
planning, design, production, testing, and project management.

The Shore Installation Process is designed so that other “non-SPAWAR” activities can
also use it to execute and manage their shore installations. It is advantageous for the
Navy in general and for user Commands specifically, to have consistency in process,
deliverables and in how shore facilities receive new and upgraded C41SR systems.
However, the SPAWAR Installation Competency QAE is a SPAWAR government
employee that is selected by either the SPAWAR System Center Atlantic or Pacific
Installation Management Offices (IMOs). The intent behind this document is to describe
the knowledge, experience, and certifications that an Installation Competency QAE
should possess.

2 Specialized Knowledge

QAEs must have acquired knowledge and experience with Command, Control,
Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR)
systems. The SPAWAR QAE possesses a broad background of technical proficiency in
the many C41SR product areas that SPAWAR deploys. Discerning factors:
a. Y ears spent working as a technician or engineer in designing, fabricating,
installing, and providing in-service support for C4ISR systems.
b. Diversity of C4ISR systems supported and/or qualified to maintain/operate.
c. Specialized training in different technology areas, SATCOM,
telecommunications, networks, computers, etc.

3 General Knowledge of the Shore Installation Process
and Installation Standards

The Shore Installation Process Handbook defines the QAE as an authoritative resource on
the Shore Installation Process and installation standards and experiences that lead to
successful performance of shoreinstallations. In order to be an authoritative resource,
QAEs need to have had practical experiences applying the shore installation process in
performing and managing shore installations. QAESs should continually seek to expand
and update knowledge of the installation processes and standards through formal training
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and practical experience opportunities. A QAE should possess knowledge and experience
for the majority of the following processes and standards:

a. Shore Installation Process Handbook.

b. SPAWAR installation databases and document repositories (SPIDER).

c. Installation Management Office (IMO) processes and tools.

d. Installation standards with emphasis on National Electrical Code, fire code,
accessibility and human engineering, TEMPEST RED/BLACK separation, site
approval requirements and procedures, grounding, bonding, and shielding.

e. Navy safety requirements (Asbestos, electrical safety, protective gear,

construction sites).

f. Defense contract management (e.g. Contracting Officer Technical
Representative (COTR) or Navy Technical Representative (NTR) training and
experience).

Discerning factors:

a. Individual is Installation Competency qualified to “ Advanced Stage -
Technical” per SPAWAR Competency Development Model standard. Thisincludes
having acquired the Knowledge, Skills, and Abilities (KSAS) of the Entry Stage,
Intermediate Stage, and the Advanced Stage.

b. Individual is qualified asa SPAWAR PE for Inside Plant (ISP) installations.

c. Individual is qualified as a SPAWAR PE for Outside Plant (OSP) antenna
installations.

d. Individual is qualified as a SPAWAR PE for (OSP) cable installations.

e. Individual isalicensed professional engineer in any state or territory of the
United States.

f. Individual isaBiCSi Registered Communications Distribution Designer
(RCDD).

0. Individual is Cisco Certified Network Associate (CCNA) qualified.

4 Quality Professional Certification

Quality had early beginnings with craftsman, but like many disciplines has evolved and
become more sophisticated. We have learned that it is ssmply not enough to check for
quality, but quality has to be built-in to our processes to produce quality products at
competitive cost. For example, while the American auto industry was originally the
world’ s leader in producing automobiles for consumers, today it has lost much of the
competitive advantage it used to enjoy to foreign competitors. Lower cost is not the only
form of competition. Far superior quality without increased cost has shown to be a very
effective competition strategy. While SPAWAR is not in the business of making a profit
producing products for the commercial consumer, we are in the business of providing
quality C41SR systemsto the warfighter at an affordable cost.

Quality doesn’t cost more. It is poor quality products and services that increase overall
cost and decrease customer confidence. Therefore, it isnot enough for a QAE to be very
knowledgeable and experienced in C4ISR Systems and installation processes. The QAE
must also obtain formal training in quality management and seek out appropriate
certifications.
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Discerning factors:

a. Individual’ s “Leadership Core” competencies under the Competency
Development Moduleis at the “ Advanced Stage’”.

b. Formal quality management training

c. PQM Certification (DAWIA)

d. Quality Improvement Associate Certification (ASQ)

e. Certified Quality Engineer offered by American Society for Quality (ASQ)

f. Certified Manager of Quality/Organizationa Excellence (CMQ/OE) (ASQ)

g. Formal training in process improvement and devel oping process maturity such

asLean Six Sigma (LSS) or Capability Maturity Model Integrated (CMMI)
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APPENDIX D1 -SHORE WORK SCOPE FORM INSTRUCTIONS

1.0 Pur pose and Background:

The Shore Work Scope Form shall be used to supply detailed work scope information for all
installation projects for cost estimation, project execution, and FRCB purposes. This requirement
is also applicable to Other Command Funded (OCF) projects that are not funded by a PEO
Program Office. Some of the required entries on the form will not be applicable to installations
not funded by a PEO office. The following instructions are designed to enable all users to
correctly complete the Shore Work Scope Form.

2.0 Form Completion I nstructions:

The Shore Work Scope Form is a generated document that describes the work to be performed
by an Installation Activity (1A). For program office installations, once the Work Scope is
completed and approved by the designated program office authority, it is entered into SPIDER
by the Installation Support Representative. (The entire document is uploaded into the database
and specific fields are updated as required.)

When the installation is to be performed by a SPAWAR Installation Activity, but externally
funded by Other Customer Funds (OCF), then the SPAWAR Code accepting the funds are
ultimately responsible for completing the Work Scope Form. The Installation Activity’s
Installation Management Office (IMO) is responsible for uploading the Work Scope Form into
the SPIDER database and updating the appropriate fields. If the installation is externally funded
and also performed by a non-SPAWAR installation activity, then this form is required by
SPAWAR and NETWARCOM for FRCB purposes only and the sponsoring organization is
responsible for providing a completed work scope form to SPAWAR Code 4.2. SPAWAR Code
4.2 will upload the form into the SPIDER database, update the appropriate database fields, and
assign a shore installation Tracking Number (TN).

The originator of the form is required to enter the date finalized and version number at the top of
the form. The first Shore Work Scope Form submitted shall be version 1, the second Version 2,
the third version 3, etc. A new version shall be submitted whenever work scope changes that
could impact cost or schedule occur. When the form is finalized and uploaded into the SPIDER
database, the person uploading the form will modify the date to match the date that the form was
finalized.

2.1 Section |, Program/Project | nfor mation:

The Program/Project Information Section is used to enter administrative and tracking
information.

Subsection A. In the “Program/Project Office” field, enter the organization and code of the PEO
Program Office funding the project (e.g. PMW 790) or of the other organization funding the
project (e.g. NCTSFE Code N2). In most cases it will be the PEO Program Office/APM
responsible for completing the form. In the “Submitted by:” field, enter the full name of the
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individual responsible for answering questions about the contents of the form. In the
“Telephone:” field, enter that individual’s main telephone number.

Subsection B. In the “System Name/Nomenclature:” field, enter the name that identifies the
system being installed (or altered or removed) (e.g. AN/USC-38(V)7 EHF LDR/MDR). This
shall be the same text entered in the “System” field in the SPIDER database.

Subsection C. In the “Alteration (Alt) Brief:” field, enter the brief description of the alteration
(includes installations, equipment removals, software upgrades, etc.) covered by the form. For
PEO funded projects, this is the description given by the program office describing the alteration.
This same description will appear in the SPIDER data base in the Alt Brief field. Check the
appropriate box for the installation type. The Shore Categories and Definitions (Attachment A to
this instruction) contain the information needed to determine the alt type.

Note: To check a box, double click the box you would like to checkmark and select checked
under default value, then click OK.

Subsection D. In the “Funded FY:” field, enter fiscal year that the installation is funded (e.g.
2007). In the “Subhead:” field, enter the subhead that appears on the funding document (e.g.
52JG).

Subsection E. This subsection has an Installation Schedule table with five columns. In most
cases, only one row of this table will be used. If the Scope of Work Form information for
installations at different sites is identical, except for the Installation Schedule table information,
then one Work Scope Form can be used to cover installations at more than one site. That single
scope form, however, must be uploaded into SPIDER for each tracking number listed in the
Installation Schedule table.

- Enter the SPIDER database “Job” Tracking Number in the “Tracking #’ column. If the
SPIDER tracking number is not known by the person originating the form, this column
will be completed by the person who uploads the form into the SPIDER database.

- Enter the name of the Command/Site where the installation will occur in the
“Command” column.

- The next column is entitled “PMW Start”. If the scope of the work includes actual
physical installation work, enter the date that the originator plans to have the physical
installation work started in the “PMW Start” column. If the scope of the work is design
only, enter the date the originator plans the design work to start.

- If the scope of the work includes actual physical installation work, enter the date
that the originator plans to have the physical installation work completed in the
“PMW End” column. If the scope of the work is design only, enter
the date the originator plans the final design product (e.g. IDP, BESEP, Site
Survey Report, etc.) to be delivered.

- The last column is entitled “ Mission Critical Date”. This column is only used if it is
critical that the installation be completed by a certain date to meet operational
requirements. This column should not be used arbitrarily.

Subsection F. This subsection has a table for entering Point of Contact (POC) information about
key government personnel involved with the project. It is divided into six blocks. Each block has
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a space for entering the Point of Contact’s “Name”, “Activity” (name of the
organization/command that the person works for), “Code” (Organizational Code used to indicate
which part of the organization/command the individual works for), “Phone” (best telephone
number to use to contact the individual), and “E-mail” (best e-mail address to use to contact the
individual). Ensure blocks 3 and 4 are completed as a minimum.

Block 1. Assistant Program Manager. Most SYSCOM and PEO funded installation projects
will have an Assistant Program Manager (APM). If the project does not have association with an
APM, then this part of the form does not need to be filled out. If the project does have an APM,
their POC information should be entered.

Block 2. Configuration Manager/IL S Manager. Most SYSCOM and PEO funded installation

projects will have a Configuration Manager or Integrated Logistic Support (ILS) Manager. If the
project does not, then this part of the form does not need to be filled out. If the project does, their
POC information should be entered.

Block 3. Installation Representative. This block must be completely filled out

for the form to be accepted if Work Scope is from a program office. Most SYSCOM and PEO
installation projects will have an Installation Representative who is responsible for ensuring the
completeness and uploading of the Shore Work Scope Form. This part of the form is used to
identify the key working level individual (most knowledgeable about project installation
requirements) at the organization funding the project. In many cases, this is the originator of the
form.

Block 4. Subject Matter Expert/Technical Expert. This block must also be completely filled
out for the form to be accepted. This part of the form is used to identify the government
representative who is the best source of technical knowledge about the system to be installed,
removed, or altered. The person may reside in a program office or at a field activity.

Block 5. In-Service Engineering Activity (ISEA). If an In-Service Engineering Activity exists
for the system to be installed, removed, or altered, enter POC information.

Block 6. Other. Enter in this block, other important POC not identified in parts 1 through 5.
When the project is externally funded (i.e. OCF) by an organization other than Team SPAWAR,
use this block to identify the key individual responsible for executing the installation (i.e. the
Project Engineer).

2.2 Section 11, Information and Description of Work to be Performed:

This section contains all the necessary information to understand, assess, and estimate the scope
of work. This section contains a description of the work and lists the hardware and software
being provided by the program office and any other critical items.

Subsection A. In the “System Description:” field, enter a description of the system being

installed and its capabilities. This entry is used to populate a SPIDER database field and is
typically a two line statement identifying the system by name and briefly describing its function.
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Subsection B. In the “Job Scope:” field, enter a detailed description of what the job entails. If
this installation work will be part of a consolidated task statement, clearly describe each portion
of the work being consolidated. If necessary, this part of the form may be used to reference other
documents submitted with the form.

Subsection C. (Hardware Upgrade Description). This subsection consists of a single data entry
field followed by three tables of data items, followed by two data entry fields. This subsection is
concerned with all equipment and major hardware items that will not be purchased or supplied
by the Installation Activity. It does not apply to hardware that will be supplied by the Installation
Activity. The technical data provided shall be based on manufacturer provided data, formal test
data, or another trustworthy source. Accurate data must be provided in the second and third
tables, because these tables are critical to calculating the change in current and air-conditioning
requirements and for developing cost estimates for possible infrastructure improvements. When
the technical data required to complete the tables in this subsection is not available or is suspect,
accurate data may be obtained through manufacturer specifications or measurement. If the Work
Scope form originator is not a PEO program office, the originator may task the SPAWAR
installation activity to conduct the research and/or testing needed to complete the table.

- At the top of this subsection, after “Equipment Delivery Date (EDD):” enter the date by
which the delivery of all supplied equipment will be completed.

- In the first column of the first table, list all existing major hardware components that are
part of the system or systems being installed, are already installed at the site, and will
remain installed when the installation is finished. This does not include items such as
large switches that the systems or systems may interface with, but which are not part of
the system. (The data collected in the first table is not used to calculate the change in
current or heat load. It is used to calculate the overall impact of the system or systems on
the site’s infrastructure.

- In the first column of the second table list all new (new to this site — the equipment can
be reconditioned or equipment removed from another site or warehouse) hardware
components that will be supplied to the Installation Activity for installation.

- In the first column of the third table list all equipment that is to be de-installed. If disposal
of the removed items will be the responsibility of the Installation Activity, this needs to
be made clear in this column. Otherwise disposing of the de-installed equipment will be
assumed to be a site responsibility.

- In the second column of each table, list the amps (maximum steady-state) that the unit in
the first column requires and the corresponding voltage (e.g., 12 @ 120 VAC, 10 @ 48
VDC). If any equipment requires 3-phase power, this fact shall be noted (with an asterisk
or note identifier) and a full description of the three phase requirement (e.g. Requires
three phase delta power at 115 VAC with a peak requirement of 24 amps and an average
operational requirement of 17 amps per phase.) shall be stated in a note below the table.

- In the third column of each table, enter the amounts of heat generated (in BTUs per hour)
by the units in the first column.

- In the fourth column of each table, enter the quantities (of the units identified in the first
column) that fit into the category covered by the table.

- Make the calculation for the net gain/loss of Amps and BTUs/Hr and enter the net gain or
loss in both Amps and BTUs per hour at the bottom of this subsection. If current will be

D1-4



Appendix D1 — Shore Work Scope Shore Installation Process Handbook
Form Instructions Version 3.0

delivered at different voltage levels, enter the net current gain or loss at each voltage. If
three phase current is required, state the quantity of current required for each phase in the
notes.

Subsection D. (Software Upgrade Description). This subsection consists of a single data entry
field followed by one table of data items. This subsection is only concerned with software

that will not be purchased or supplied by the Installation Activity. In the “Equipment Delivery
Date (EDD):” field, enter the date by which the delivery of supplied software will be completed.
In the provided single-column table, list the software to be provided by name and version/release
if a specific version/release will be supplied or with (“latest rev”) next to the title if the latest
revision to the software will be supplied.

Subsection E. (Scope Criteria Checklist). This subsection provides a listing of items that could
be required to support the installation(s) covered by the form. All of the potential issues that
could be entered might not be apparent at the time that the form is prepared. Some issues might
not become apparent until after a site survey is conducted. However, known issues should be
addressed on the form to increase the accuracy of any cost estimates. The originator should
clearly indicate who is responsible when completing the form. If the originator knows that an
item does not apply, he or she should clearly state, in the first space under the item, that “ This
item does not apply” . If the originator of the form is not certain if the item applies, the originator
should state “ To be determined” in the first space under the item. If a site survey is planned, the
originator may state “ To be determined during site survey.” The items listed in this

subsection are discussed below.

- Item 1 - “System Drawings (IRD) provided?”. In this subsection asks if system drawings
are provided. System drawings are Installation Requirements Drawings (IRD). After
asking this question, the form provides three check boxes. Check “Yes” or “No” as
applicable. Provide Point of Contact for obtaining the drawings if not provided. If
drawings are not required, check “Not required”.

Note: To check a box, double click the box you would like to checkmark and select
checked under default value, then click OK.

- Item 2 - “List any special power, or any other requirements (e.g., Host Nation
Agreement, E3).” A special power requirement, for example “UPS power equipment
shall be provided and installed by the Installation Activity to enable all equipment to run
for at least two hours without base power and to provide continuous power conditioning
and surge suppression.” should be listed. If Site Approval or Host Nation Approval is
required the form should so state and indicate who is responsible for completing and
submitting the Site Approval forms.

- Item 3 - “List INFOSEC (crypto) requirements for this installation:”. Crypto hardware
requirements should have been identified in section Il, subsection C. This item is used to
address other INFOSEC issues such as:

a. “ Installation Activity to install Protected Distribution System for new
classified LAN drop in Hanger 5. Ste will provide room hardening at LAN drop
location.”

b.“ Installation Activity to procure and install two KIV-7HS cryptos. NCTS Blank
to obtain and load required KEYMAT.”
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c. “ No security escorts are available. The installing activity must provide
appropriately cleared personnel.”

- Item 4 -“List any long lead items for this installation”. This item is used to notify the
Installation Activity when the originator is aware that certain required items (e.g. 12-pin
connectors for pierside connectivity or Host Nation Approval or Site Approval) should be
ordered/requested as soon as possible to minimize installation delays because they take
many months to obtain after they are ordered. The estimated time to obtain the long-lead
items should be stated.

- Item 5 -“List any special cable and connector requirements for this installation”. For
example, if every SIPRNET drop on your base uses red MTRJ connectors, and you want
to be sure that you get red MTRJ connectors installed on ten new SIPRNET LAN drops,
then one entry under this item should state something like “Install red MTRJ connectors
on all new SSPRNET LAN drops and patch panel appearances.” If your base has an
extreme rodent problem, and you need to install cable between two buildings, you could
state something like, “ All outside plant cable shall be double-armored cable designed to
resist rodent attack.”

- Item 6 -“Describe interface requirements for this installation (scope interfaces/shared
boundaries). The information (if known) will help the IMO identify where combined and
integrated shore installation efforts can occur”. If, for example, the installation will
require a 100BaseT connection to the existing NIPRNET inner router in Bldg 1 via an
existing single mode fiber optic cable between buildings 1 and 2, then that should be
explained in this part of the form along with who will provide what to accomplish the
connection. For example, the site could be tasked to obtain permission to use the fiber
strands, patch panels and router port while SPAWAR’s Installation Activity would
provide converters, patchcords, and other hardware and installation services needed to
establish a link. If the installation requires a T1 connection to a remote site, the site could
be required to submit a TSR to provide a T1 appearance at a local patch panel at each end
of the link. Sometimes if these tasks are not identified and assigned early in the project,
significant delays could result. In these cases, the task should also be identified as a
“Dependency for Installation” in item 7

- Item 7 -“Dependencies for this installation”. Use this part of the form to list events
(installation projects completed, permissions granted, funding provided, etc.) that must
occur before the project can be started or completed when there is a significant risk that
the events could delay or prevent the installation. The purpose of this is to allow the
SPAWAR IMO to develop a risk management strategy for handling the risks associated
with these dependencies.

- Item 8 - “Facility modification or site prep work required to support this installation”.
This part of the form is typically used to lists tasks such as:

a. Raised Floor Installation

b. Power Panel Installation

d. Building Construction

e. Pouring concrete pads for antenna foundations

f. Making large holes in reinforced concrete floors and ceilings
However, it can also be used to list tasks that the installing activity may normally do (e.g.
install cable trays), but that the originator plans to have accomplished by another
organization. In many cases, the Program Office or other funding activity may assign all
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or part of these tasks to a Publics Works Department or a contractor specializing in the
required work. If any Site Preparation Work is divided between the SPAWAR
Installation Activity and other activities, this part of the form must clearly state who will
be responsible for what. For example, the statement “New power panel required” is
incomplete. It should provide details such as “ New 100 amp 3-phase 208/120 VAC
power panel (already contracted for) isto be installed in Room 102 by PWC by July with
one 100 amp main breaker and 30 (each) 20-amp single pole breakers. Installing activity
shall remove six 20-amp breakers and install two three-pole 30-amp breakers to support
new server cabinets. Four single pole 20 amp breakerswill be marked as reserved for
new receiver racks and used for thisinstallation. Power panel data (used to determine
required breaker type/AlC rating) to be supplied to installation activity by June.”

- Item 9 -“Caveats, concerns, risks, and/or special requirements for installation work” Use
this part of the form to express any concerns that are not covered by Items 1 through 8.
For example, if certain dates are off-limits because of holidays, festivals, or scheduled
exercises, that should be noted here.

- Item 10 -“Submission date of FRCB package”. Enter the date that the FRCB package
submission is scheduled to be completed. This should be no closer than 90 days prior to
the start of installation unless the installation requirement is emergent and
NETWARCOM agrees to prioritize the FRCB submission.

- Item 11 - “Information Assurance Certification & Accreditation”. Enter the name of the
Designated Approving Authority (DAA) certifier for the installation and the date of
expiration of the current certification. If the Information Assurance (IA) certification is
in progress, provide the POA&M in the table provided and the expected date of approval.

2.3 Section |11, Installation Deliverables:
This section is used to list deliverable requirements that are not covered by the SIPH.

Subsection A states that “Deliverables/services shall be in accordance with the Shore Installation
Process Handbook (SIPH)” to emphasize that all Team SPAWAR installation activities are
required to produce the deliverables required by the (SIPH). This subsection is used to list
deliverables that are not covered by the SIPH. These items could be documentation (e.g.
documentation related to Italian Mixed Commission Approval or documentation not normally
provided by the Installation Activity (SSAA or ULSS)), equipment (e.g. switches and routers)
not listed in subsection I1.C, software not listed in subsection 11.D, disposal services, OPEVAL
testing support, etc..

Any document deliverables that the funding activity (normally a PEO program office) is
expecting from the Installation Activity (normally a SPAWAR Systems Center IMO) must be
addressed in the SIPH or listed here. Attachment B provides additional guidance and addresses
the deliverables that are most likely to be required by the SIPH.

Subsection B - “Any deliverable generated by this task shall be uploaded by the installation
activity to the currently designated Team SPAWAR repositories”. A repository has been
assigned to each type of deliverable. The specific repositories are not identified here. However,
SPAWAR IMOs are aware of the repository requirements and are obligated to comply with
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them. The SIPH also provides specific requirements for the delivery of other deliverables (e.g.
Installation Design Plans, SOVT documents, and As-built drawings).
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Attachment A

Shore Categories and Definitions
Use the following categories and definitions for Shore Work Scope Form Question 13, Alt Type.

SITEALT - An approved permanent change that affects the form, fit, and/or function of the
configuration of a shore facility or command and that is documented in an Installation Design
Plan (IDP) and implemented through the Shore Installation Process. SITEALTSs are classified by
command name title/type and comprise any change in C4ISR equipment or fittings that involves
changes in design, material, quantity, location, or relationship of the component parts of an
assembly or C4ISR system. SITEALTSs can be split into design and production phases. The
“Design” phase includes the Site Survey, the development and coordination Base Electronic
System Engineering Plan (BESEP), and development of the IDP. The "Production” phase
includes the physical onsite installation efforts.

Field Change (FC) - A mechanical, electronic or electrical modification made to a single
electronic equipment or system. The FC is confined to modifying an existing single
nomenclature equipment or single nomenclature equipment within a system. Field Changes must
meet the following conditions:

1. Change cannot affect form, fit or overall function of the equipment/system.

2. No additional power, heating, ventilation, or air conditioning (HVAC) is required.

3. No change in external cabling or interfaces to other equipments/systems can be
implemented as part of the FC.

4. No software changes

Examples include: RAM upgrades, circuit card component change, equipment module
replacement, firmware, mailout.

Engineering Change (EC) - A mechanical, electronic, electrical or software change made to a
system. The EC can be utilized to modify multiple existing equipments within a system. The EC
is used to replace components within a system (i.e. COTS replacement) or add COTS
components to a system (i.e. Printer). The EC is also used for software changes to a system.
Engineering Changes must meet the following conditions:

1. Change cannot affect form, fit or overall function of the equipment/system.

2. No additional power, heating, ventilation, or air conditioning (HVAC) is required.

3. No change in external cabling or interfaces to other systems can be implemented as part of the
EC.

Examples include: Software loads/upgrades, workstation refresh, software mailout, COTS
replacements.

Non-Permanent Change (NPC) - Commonly referred to as a “Temporary Installation”, is
defined as a Non-Program of Record (NPR) experimental change that will be installed for Test &
Evaluation (T&E) and Research & Development (R&D) purposes and to demonstrate a new or
improved capability for the fleet/site. A NPC may be installed on a specific shore site or group of
sites. The testing criteria is normally carried out during an at-sea exercise or during an
acquisition program's technology demonstration for further development in pursuit of a
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Permanent Change/Program of Record (POR) fielding if the NPC reaches maturity. In some
cases, for NPC’s that were installed and demonstrated during a previous exercise, the
systems/equipment may need to be installed and additional testing conducted during another
exercise to meet the overall criteria for a new capability. Additionally, NPC’s can be used to
provide an interim capability to support operational and training requirements for Platform
TYCOM’s, NETWARCOM, Operational Commanders, Intermediate Superiors in Command
(ISIC’s), or Commander Fleet Forces Command (CFFC) when formal justification and approval
is provided. NPCs are required to be removed within one year or completion of one operational
deployment cycle (whichever is shortest) of the time the alteration is installed. The Life Cycle
Manager (LCM) will ensure the NPC sponsor removes (if required) the NPC and the site is re-
configured to its original condition (condition prior to the change being installed).

Examples: Trident Warrior 06 support, pre-deployment workups, Joint Tactical Fleet

Exercise (JTFX), Fleet Exercises.
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Attachment B
Installation Deliverables Covered by the SIPH

Installation Schedule — Plan of Action and Milestones. See SIPH Section 4 and Appendix H
for detailed information on format and contents.

Site Survey In-Brief. When a Site Survey is required, Appendix K of the SIPH provides a Site-
Survey In-Brief Outline.

Site Survey Out-Brief. Appendix L of the SIPH provides a Site-Survey Out-Brief Outline.

Site Survey Report. A site survey report contains site survey findings in greater depth than the
information provided at the Out-Brief. It allows plans to be adapted to the conditions at the site,
and provide more in-depth information than is typically available from site documentation. Site
surveys provide the opportunity to have installation issues addressed and answered in advance of
the installation with full site participation. See SIPH Section 4 and Appendix M for detailed
information on format and contents.

BESEP or TSIP (training sites only). A BESEP is a Naval Message or Naval letter that serves
as the agreement between the installing activity (normally a SPAWAR Systems Center), the site
receiving the installation, and all other parties that are affected or have responsibilities during the
installation. The BESEP defines the installation plan as well as the physical, mechanical,
electrical, safety, testing, training support, and operational transition requirements of the
installation. An TSIP performs the same basic functions as a BESEP. It is only used for training
sites. See SIPH Section 5 and Appendix O1 for detailed information on BESEP format and
contents.

Installation Design Plan (IDP). The IDP is a drawing package that contains all of the
information needed to allow installers to successfully complete and troubleshoot an installation.
The developer of the IDP is responsible for specifying methods and materials in enough detail to
enable trained installers to complete an installation that meets all applicable requirements. The
IDP should also contain circuit diagrams and other drawings like block diagrams designed to aid
in troubleshooting and maintenance. See SIPH Section 5 and Appendix Q for detailed
information on format and contents.

Site Approval. NAVFACINST 11010.45 Contains a Section that describes the Site Approval
Process. While the SPAWAR installing Activity cannot guarantee delivery of Site Approval,
Site Approval request forms (NAVFAC 11010/31 (Rev. 5-20010 and supporting documentation
can be prepared, submitted, and tracked by SPAWAR Installation Activities. Projects having
explosives safety, airfield safety, or electromagnetic safety implications require a safety
certification by specific commands. See the NAVFAC instruction for more information.
Training Materials. SPAWAR Installation Activities are required to provide “On-the-Job”
(OJT) training during the installation. If this is the only training required, the Work Scope form
originator does not need to call this out. However, standard OJT training might not be adequate
to enable customers to operate and maintain the installed equipment. Program Managers may
decide that the installing activity shall provide or contract with a vendor for formal background
training to ensure that on-site personnel will be capable of operating and maintaining the system
or systems being installed. If this is known to be the case, this shall be stated on the Work Scope
form. The originator may state something like, “ Installation Activity to supply two (each) one-
week courses of local factory-equivalent ATM switch training. Each course will train up to
twelve students. Local training equipment storage and classroom facilities to be provided by the
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installing activity (local SPAWAR facility 20 miles from the site). Training materials shall be
provided in three-ring binders and in CD-ROM format.”

FRCB Documentation Support. For Team SPAWAR internally funded (e.g. PEO funded)
installations, FRCB documentation would normally be provided by the program office.
Exceptions to this assumption shall be stated on the Work Scope form. For externally funded
(i.e. Other Command Funded), the Installing Activity shall be required to prepare the FRCB case
form and any other required documentation. A typical statement would be something like
“Installing activity shall prepare and submit the FRCB case form with the supporting IDP, Ste-
Specific SOVT, and E3 Study to be prepared by the installing activity and the remaining
supporting documentation (ULSS, SSAA, ATO/IATO) to be provided by the SPAWAR Program
Office.” The documentation required to obtain FRCB approval is listed in
NAVNETWARCOMINST 12271.1 dated 17 Oct 2006.

PITCO Report. This item is not required for all equipment installations and when required, it is
usually provided by the program office In-Service Engineering Agent (ISEA). Exceptions to this
assumption shall be stated on the Work Scope form. For externally funded installations, the
installing activity is responsible to make the determination if Pre-Installation Test and Checkout
(PITCO) is warranted and subsequently provide PITCO reports. The PITCO process is
described in Section 6 of the SIPH. Appendix S of the SIPH is a sample PITCO report.
Installation In-Brief. The SIPH requires that Project Engineers prepare an Installation In-Brief
for each installation. See Section 6 and Appendix V (Sample In-Brief) of the SIPH.
Site-Specific SOVT. The Site-Specific SOVT is a standard SIPH deliverable. It is the formal
document used to test the installed system/equipment to show that it is fully operational. It is
also used to document the exact configuration of what was tested. The SOVT Team will
conduct system-level testing for all interfaces and impacted systems, ensuring system operational
capabilities are demonstrated to site personnel who will witness successful SOVT completion by
signing the SOVT document. Section 8 of the SIPH and SPAWARINST 3084.1 provide
guidance for SOVT Documentation and completion.

Installation Out-Brief. The installation out-brief is a standard deliverable prepared and
presented at the end of installations. It should explain the systems and capabilities that have
been installed and summarize the results of the installation. A signed Installation Completion
Report (ICR) should be a product of the Installation Out-Brief. Appendix X of the SIPH is a
template for completing the Out-Brief.

Installation Completion Report. The Installation Completion Report (ICR) is explained in
Section 8. It records the completion status including discrepancies and required actions for all
installation aspects including what training (and training materials) and logistic support (spares,
technical manuals, User Logistic Support Summary) has been provided.

As-Built Drawings. As-Built drawings is a standard deliverable for all hardware installations.
The IDP (discussed above) is revised to show any differences between the planned installation
and the actual completed physical installation.

Configuration Data M anager s Database - Open Ar chitecture (CDM D-OA) Documentation.
The CDMD-OA database tracks the status and maintenance of naval equipment and their related
logistics items (drawings, manuals, etc.) on ships and naval activities around the world. There is
a new requirement to update the CDMD-OA database when alterations/installations are
completed at shore sites. Typically on ships, as part of the ILS installation package, the ISEA is
responsible for providing CDMD-OA Validation Aid pages (VALAIDS) to the NTR. The NTR
will then conduct a physical configuration validation at the completion of system installation.
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The marked-up VALAIDS will then be turned over to the ISEA for final update of the CDMD-
OA concurrently with the Alteration Completion Report. (See SPAWAR Technical Manual 708
Rev 2.) NETWARCOM is requiring shore installations to complete the same CDMD-OA
requirement. For internally Team SPAWAR funded, the program office provides the VALAIDS
through their ISEA. Redlines to the VALAIDS would be the standard shore installation process
deliverable in this case. For externally funded, Team SPAWAR executed installations, the
installing activity accepts responsibility for entering the CDMD-OA work file and producing the
VALAIDS before and after the installation.

Completion Message/L etter. This message or letter is required for all completed installations
and is discussed in Section 8 of the SIPH.

Actual Costs. There is a requirement for the installing activity to provide actual cost data to their
sponsoring activity. In the case of SPAWAR executed installations the installation activity shall
upload the actual cost of the installation into the SPIDER Database.
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Appendix D2 - Shore Work Scope Form
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DATE - VERSION -

Note: See SIPH Appendix D1 for instructions for completing this form.

. PROGRAM/PROJECT INFORMATION:

A. Program/Project Office:
B. System Name/Nomenclature:

C. Alteration (Alt) Brief:

[ 1PEO

Submitted by:

Version 3.0
] OCF ] 3" Party
Telephone: E-mail:

Installation Type: [ ]SITEALT []Shore FC [] Shore EC [] Shore Non-Permanent

D. Funded FY: Subhead:

Funds Exp Date:

Installation Schedule and Location (add rows as needed):

Tracking # Command, Base, Building

uiC Install Start | Install End | Mission Critical Date

F. Government POCs:

1. Assistant Program Manager (APM) (if PMO System)
Name:

Activity:

Code:

Phone:

Email:

2. Configuration Manager / ILS
Name:

Activity:

Code:

Phone:

Email:

3. Installation Representative (if PMO System)
Name:

Activity:

Code:

Phone:

Email:

4. Subject Matter Expert / Technical Expert
Name:

Activity:

Code:

Phone:

Email:

5. In-Service Engineering Activity (ISEA)
Name:

Activity:

Code:

Phone:

Email:

6. Other (specify): (OCF & 3 party enter. Project Engineer)
Name:

Activity:

Code:

Phone:

Email:
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II. INFORMATION AND DESCRIPTION OF WORK TO BE PERFORMED:

A. System Description:

B. Job Scope (Detailed Description of work) :

(Note: If this installation work will be part of a consolidated project, clearly describe each portion of

the work being consolidated in this scope statement).
C. Hardware Upgrade Description:

Equipment Delivery Date (EDD):

List hardware components for this installation (add rows as needed).

Existing HW components that will be re-used:

Amps/unit

Shore Installation Process Handbook

Version 3.0

BTU/hr/unit

Qty

New HW components:

Amps/unit

BTU/hr/unit

Qty

De-Installed HW components and disposition:

Amps/unit

BTU/hr/unit

Qty

Net Sum Gain/Loss for complete installation:
D. Software Upgrade Description:

Software Delivery Date:

List software components for this installation (software media shall include the indicated

release of the following, add rows as needed):

Amps (+/-)

BTU/hr (+/-)

el R
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E. Scope Criteria Checkilist:

1. System Drawings available?
[1IRD []IDP ] Not required

POC:
2. List any special power, or any other requirements (e.g., Host Nation Agreement, E3):
a.
b.
C.

3. List INFOSEC (crypto) requirements for this installation:
S —
c.

4. List any long lead items for this installation: [_] N/A for OCF
—

C.

5. List any special cable and connector requirements for this installation: [ ] N/A for OCF
a.
b.
C.

6. Describe interface requirements for this installation (scope interfaces/shared boundaries).
(The information (if known) may help the IMO identify where combined and integrated shore
installation efforts can occur.):

a.
b.

C.

7. Dependencies for this installation:
a.
b.
c.

8. Facility modification or site prep work required to support this installation:
a.
b.
C.

9. Caveats, concerns, risks, and/or special requirements for installation work:
a.
b.
C.

10. Submission date of FRCB package:
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11. Information Assurance (lA) Certification & Accreditation (C&A) (if applicable):
a. Designated Approving Authority (DAA):
b. Date of C&A (ATO/IATO) expiration:
c. If C&A has expired, provide a Plan of Action and Milestones (POA&M). POA&M should
include as a minimum the following information:

Action or Milestone: Date:

1. Submission of Certification & Accreditation package

2. Navy Certification Authority (SPAWAR 05) forwards endorsement

3. Navy DAA (NNWC) decisions C&A package

. INSTALLATION ACTIVITY DELIVERABLES:

A. Deliverable Requirements. Deliverables/services shall be in accordance with the Shore Installation
Process Handbook (SIPH). List any additional deliverables or services not covered by the SIPH.

a.

b.

C.

B. Repository Requirements. Any deliverable generated by this task shall be uploaded by the Installation
Activity to the currently designated Team SPAWAR document repositories. List any additional repository
requirements below:

a.

b.

C.
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APPENDIX E —RISK MANAGEMENT PLAN

1.

During the development of the Fielding Plan, the Program Manager will be required to develop
aRisk Management Plan. It listsall of the potential installation and operational risks that have
been identified as part of aformal system risk evaluation. The Risk Management Plan will
detail the actions or procedures that the Program Manager will employ to manage or mitigate
the identified risks. Figure E-1 provides an example of a Risk Management Plan.

Elements of a Risk Management Plan
A Risk Management Plan should contain the following elementsin order to clearly define the
risks, impact, and mitigation plan:

a) RISK/DEFICIENCY - Thiselement is areasonably detailed explanation of the risk
that has been identified. The key to this element isto define therisk to alevel that
provides appropriate insight into the true nature of the risk.

b) IMPACT - This element is the expected functional impact to the project if therisk is
left unmanaged. Thisisnot expressed in dollars, but israther averbal description of the
impact.

c) MITIGATION PLAN - This element describes the steps that the project team will
take to manage or minimize therisk. It isimportant to describe the plan to alevel of detall
that will allow a solid plan to be executed.

d) ESTIMATED VALUE - Thiselement provides an estimated value of the cost to the
project (in dollars) if the identified risk was left unmitigated. Thisvalueisgeneraly
derived via an engineering estimate.

€) PROBABILITY - Thiselement documents the estimate of the probability (in
percentage) that the identified risk will occur. Thisis also based on engineering judgment.
f) ESTIMATED IMPACT - The estimated impact is determined by multiplying the
estimated value by the probability of occurrence. For example, arisk with an estimated
value of $500,000 and a 75 percent probability of occurrence would have an estimated
impact of $375,000. Asagenera rule, the sum of all estimated impacts for a project
equals the amount of Management Reserve a project should hold.
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OTAM router. Risk of losing existing
configuration data when adding routes to
support new enclaves.

operational capabilitieswill be
lost.

making changes.

2. Print a copy of the configuration prior to making
changes.

3. Reconfigure CNX-500 router.

Version 3.0
Risk Mitigation Plan
The purpose of this Risk Mitigation Plan is threefold:
1) Identify the risks associated with installation and testing of <enter system name> at <enter location>.
2) Describe the impact to system capabilities while operating with the identified deficiencies
3) Describe the measures necessary to mitigate the impact of the identified risks.
RISK/DEFICIENCY IMPACT MITIGATION PLAN EST PROB EST
VALUE IMPACT
Unable to establish communication with No impact to current Complete SCI Networks Shore SOVT with the 10K 10% 1K
Sub from the TS shore enclaves. This operational capability. completion of the installation/SOVT of the first
includes Organization e-mail and I1SDS. submarine.
Unable to establish communication with No impact to current Complete SCI Networks Shore SOVT with the 12K 10% 1.2K
Sub from the Sl shore enclaves. This operational capability. completion of the installation/SOVT of the first
includes Organization e-mail and ISDS. submarine.
Installation of new 6-port Ethernet module Current ADNS operationa 1. Make a backup of the configuration prior to 30K 40% 12K
into existing Cisco 4700 policy router. capabilities could be lost. making changes.
2. Print a copy of the configuration prior to making
changes.
3. Reconfigure router.
Modifications to existing Proteon CNX-600 | Current ADNS operational 1. Make a backup of the configuration prior to 30K 80% 24K
ADNS router. Risk of losing existing capabilities could be lost. making change