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Statement of Requirements for PEO C4I Purchase of

COTS Workstations, Laptops and Printers

1.0 INTRODUCTION

1.1 Background

The Program Executive Office (PEO) Command, Control, Communications, Computers, Intelligence (C4I) mission is to provide information superiority to the warfighter.  This mission is executed by the Networks, Information Assurance (IA), and Enterprise Services Program Office (PMW 160), Command and Control Program Office (PMW 150), and Distributed Common Ground System – Navy (DCGS-N) Program Office (PMW 120) through infrastructure provisioning and application development.  The end user’s primary interface to these systems is through workstations, laptops and printers. PEO C4I programs will field workstations to warfighter end users.
1.2 Scope

The Contractor shall deliver workstations, laptops, and printers (herein referred to as equipment) world-wide in support of PEO C4I and the Fleet. The equipment will be used afloat and ashore in support of classified and unclassified C4I networks. To mitigate total life cycle and ownership costs to PEO C4I and Department of Navy (DON), all workstations, laptops and printers shall have configurations delivered from the same manufacturer’s product line to the maximum extent practicable.

2.0 REQUIREMENTS

2.1 Supplies and Services

The required equipment configurations and options are identified in Section B of the basic contract. The identified required specifications in Attachment 1: Technical Matrix, are to be met at a minimum, but may be exceeded. Delivered systems shall be ISO 9001:2000 certified. Delivered systems shall be fully functional using Internet Protocol Version 6 (IPv6) with Internet Protocol Version 4 (IPv4) shut off when running Windows Vista. When running Windows 2000, equipment will not be required to be IPv6 compliant. All end-item equipment shall be on the Microsoft Windows Marketplace Tested Products List for Windows 2000, Windows XP, and Windows Vista. The Windows Marketplace Tested Products List can be found at: http://testedproducts.windowsmarketplace.com/.

2.2 Afloat and Ashore Environmental Requirements

2.2.1 Environmental Compliance 

The Contractor shall provide all end-item CLINs (e.g., the Standard Workstation) in accordance with mandatory environmental specifications for Ship Motion, Grade A or Grade B Shock (as noted), and Vibration in Table 1: Safety and Environmental Guidance below. Component CLINs (e.g., upgrade to 1024MB of RAM) shall not invalidate the mandatory environmental specifications when integrated in the end-item CLINs. The Contractor shall detail how the provided equipment complies with Table 1 in a 
report submitted for Government approval no later than 2 (two) months after date of contract award and as necessary when a change is made to the configuration baseline.
Reference: (CDRL A001)

	Type & Guidance (Mandatory) 
	Specification
	Acceptance Criteria

	Ship Motion and Attitude 
	DOD-STD-1399 Section 301


	For surface craft: Equipment shall be fully operational for the ship motion and attitude conditions in accordance with DOD-STD-1399, Section 301. Equipment shall be energized and fully operating during the test. The equipment shall be inclined at the rate of 5 cycles per minute to 7 cycles per minute in one phase to angles of 45 degrees on both sides of the vertical for a period of not less than 30 minutes.

	Shock 
	MIL-STD-901D
	When vendor supplied end-item equipment is placed in the vendor supplied mounting kit and secured to a surface (e.g., deck, tabletop, etc.), each end-item shall successfully pass Grade A or Grade B (MIL-STD-901D) shock testing as required. The vendor will solicit NAVSEA concurrence and Test Plan.

	Vibration 
	MIL-STD-167-1 Type I


	When vendor supplied end-item equipment is placed in the vendor supplied mounting kit and secured to a surface (e.g., deck, tabletop, etc.), each end-item shall operate satisfactorily during and after the test with no major failure or damage or distortion that could impact or impair its ability to perform its major function.


Table 1:  Safety and Environmental Guidance

2.2.2 Mounting Kit or Other Mounting Solution Test Reports

The Contractor shall design mounting kits or other mounting solutions that enable vendor provided end-items to successfully pass Grade A or Grade B (MIL-STD-901D) shock testing as required after mounting the end-item into a bracket or rack and being secured to a surface (e.g., deck, tabletop, etc.). The Contractor is also responsible for testing the mounting kits or other mounting solutions and ensuring that all Contractor-supplied mounting kits and other mounting solutions meet the environmental specifications listed in Table 1. The Contractor shall provide mounting kit or other mounting solution test reports to the Government.  Whenever a change to the mounting kit is made, the Contractor shall ensure that the new kit has successfully passed environmental testing. The first test report shall be sent two (2) months after first order. Further information on each Specification in Table 1 can be found at http://www.assistdocs.com/.  
2.3 Configuration Control

Equipment delivered shall have strict configuration control down to the board, Built In Operating System (BIOS), and driver level. This includes control at the release, revision and maintenance release levels, and the ability to disable any wireless capability from the laptops if they are shipped with that capability.  
Equipment configuration shall have a minimum 12-month production lifecycle. Equipment configurations shall have a planned and managed transition of all product changes. 

2.4 System Configuration Labeling
The Contractor shall provide configuration identification labeling for each modified workstation or laptop ordered.  A modified workstation is considered any order that includes the basic workstation or laptop (e.g., 0001AA, 0002AA, 0003AA, etc.) with an upgrade or associated item.  The Contractor shall provide a schema of configuration identification labeling for each modified workstation or laptop for Government approval no later than 15 days after contract award. 
2.5 Notification Requirements

2.5.1 Proposed Configuration Changes
The Contractor shall notify the Government of all proposed configuration changes through the Government’s Naval Change Request (NCR) process a minimum of 140 calendar days prior to any equipment configuration change. Configuration changes include all changes to the form-factor, BIOS, processor, components, and drivers.  A web-based tool is used to document and track NCR submissions and the process by which the Government engineering team evaluates, tests, and approves all NCRs. After the NCR process is completed, the Contracting Officer’s Representative (COR) will be notified of the results of the process and recommendations. The Contractor will be provided access to the web-based tool after award. It is anticipated that Contractor involvement will typically consist of submitting the NCR (20-40 minutes interaction with the web-site) and answering any of the Government’s technical questions.  Middleware software (ActiveCard Gold) and license agreements for the readers will be provided separately by the Navy and are not included in this contract.  Device drivers shall be delivered by the Contractor on separate media, not pre-installed.

2.5.2 DoD Common Access Card (CAC) Reader Requirements
All workstations and laptop computers shall support the use of Department of Defense (DoD) approved CAC readers that are ActiveCard Gold compliant.  Desktop computers shall support an integrated keyboard/smart card reader combination (PS2 keyboard interface and serial interface for card reader, or Universal Serial Bus (USB) keyboard interface and USB interface for card reader).  Laptop computers shall support an external CAC reader, with a Personal Computer Memory Card International Association (PCMCIA) card reader as an option.  A built-in internal CAC reader in a laptop is an acceptable alternative to meet this requirement.

2.5.3 External Common Access Card
All delivered smart card readers shall conform to the ISO 7816 standard for the card-to-reader interface and its current provisions.  The smart card readers shall conform to the Personal Computer/Smart Card (PC/SC) Specification for the reader to-host system interface in desktop and laptop computing environment.  The readers shall support the contact interface of the DoD Personal Identity Verification (PIV) card, and be compliant with the Government Smart Card Interface Specifications (GSC-IS) 2.1.  The readers shall be compliant with the DoD's CAC Release 1.0 Reader Specifications.  The readers shall pass Navy Public Key Infrastructure (PKI) integration and operational testing.  Once the smart card readers pass DON PKI integration and operational testing, the Contractor shall submit the results in a test 
report for Government acceptance.  The Government may perform acceptance level testing in accordance with DoD PKI criteria.  All delivered smart card readers shall at the minimum, meet the specifications in the table below.
	
	Common Access Card (CAC) Reader Specifications

	Reader Types
	RS-232 Serial
	USB 1.0/2.0
	PCMCIA
	Workstation, Laptop, Keyboard Embedded

	Standard
	ISO 7816 and all current provisions, PC/SC,

Government Smart Card Interface Specification (GSC-IS) 2.1, Protocol and Parameters Selection (PPS) as defined in ISO/IEC 7816-3::1997
	ISO 7816 and all current provisions, PC/SC, Government Smart Card Interface Specification (GSC-IS) 2.1, Protocol and Parameters Selection (PPS) as defined in ISO/IEC 7816-3::1997
	ISO 7816 and all current provisions, PC/SC, Government Smart Card Interface Specification (GSC-IS) 2.1, Protocol and Parameters Selection (PPS) as defined in ISO/IEC 7816-3::1997
	ISO 7816 and all current provisions, PC/SC, Government Smart Card Interface Specification (GSC-IS) 2.1, Protocol and Parameters Selection (PPS) as defined in ISO/IEC 7816-3::1997

	Reader Driver Support Operating System (OS)
	W2K, WXP, WVista, W2K Server, W2K3 Server, Linux, Red Hat, Mac OS X
	W2K, WXP, WVista, W2K Server, W2K3 Server, Linux, Red Hat, Mac OS X
	W2K, WXP, WVista, W2K Server, W2K3 Server, Linux, Red Hat, Mac OS X
	W2K, WXP, WVista, W2K Server, W2K3 Server, Linux, Red Hat, Mac OS X

	Upgradeable
	Yes (Driver, and Flash Upgradeable)
	Yes (Driver, and Flash Upgradeable)
	Yes (Driver, and Flash Upgradeable)
	Yes (Driver, and Flash Upgradeable)

	Transmission Protocol
	T=1 and T=0
	T=1 and T=0
	T=1 and T=0
	T=1 and T=0

	Cable
	Min 4 ft
	Min 4 ft
	N/A
	N/A

	Data Exchange Rate
	9600 bps to 115, 200 or greater
	9600 bps to 115, 200 or greater
	9600 bps to 115, 200 or greater
	9600 bps to 115, 200 or greater

	Power Source
	P/S2 or DIN5 Port
	USB Port
	PCMCIA Interface
	N/A

	Voltage
	3V and 5V
	3V and 5V
	3V and 5V
	3V and 5V

	Power Specifications
	ISO 7816 EMV (5V, 60mA)
	ISO 7816 EMV (5V, 60mA)
	ISO 7816 EMV (5V, 60mA)
	ISO 7816 EMV (5V, 60mA)

	ICC Contact Location
	ISO 7816
	ISO 7816
	ISO 7816
	ISO 7816

	Type of Card Contact
	Landing Contact
	Landing Contact
	Landing Contact
	Landing Contact


Table 2:  CAC Compatible Smart Card Readers Using Microsoft Windows Active Card
3.0 LOGISTICS

3.1 Failure Analysis and Corrective Action (FRACA) Reports

A monthly Failure Analysis and Corrective Action (FRACA) Report identifying failures, reasons for failures, resolutions, and date and times of actions taken by the Contractor from time of failure report by the Government to the time of repair or replacement by the Contractor shall be provided to the COR.  The report shall provide a measure of repair responsiveness for warranted items. Parts shall be tracked by Commercial and Government Entity (CAGE) code, Part Number (PARTNUM), and Lowest Replaceable 
Unit (LRU) serial number. The Contractor shall propose corrective actions for all equipment not meeting Mean Time Between Hardware Failure (MTBHF) requirements listed in Section 3.7. 

Reference: (CDRL A002)

3.2 Failure of Hard Drives 

Due to the difficulty of removing classified or sensitive data from failed hard drives, hard drives shall be considered disposable items and will be removed before the workstation or laptop is returned for warranty purposes.  However, the Contractor shall be notified of all serial numbers of hard drives that failed.

3.3 Maintenance/Repair Training 

 The Contractor shall provide maintenance/repair training via the Web, Computer Based Training (CBT), or other means sufficient to ensure Fleet maintenance on warranted items will not void applicable warranties. Contractor shall provide only standard Commercial-Off-The-Shelf (COTS) maintenance/repair training and will not be required to develop any new Government specific coursework. Contractor shall provide unlimited CBT training usage. 

3.4 Technical Manuals and Instructions

The Contractor shall deliver standard commercial documentation (e.g., operator manual, set up instructions) that would normally accompany a workstation purchase. One (1) electronic set on CD ROM(s) in Portable Document Format (PDF) format shall be provided for each workstation ordered under each delivery order. In addition, electronic copies shall be made available for download via the Web from the Contractor website in PDF and Extensible Markup Language (XML) 1.0 (Third Edition) formats. The Government shall have limited rights to duplicate manuals, verbiage, and diagrams from this data into Government produced documentation for logistical support purposes and internal Government use only. 

3.5 Software

All software updates, upgrades, releases and patches, including software drivers and BIOS software, that are provided at no charge to any customer of either the original manufacturer or the Contractor during the Government’s possession of the software shall be made available at no charge to the Government. All software will be provided with perpetual right to use licenses. 

3.6 Network Interface Cards (NICs)

All NICs shall successfully interoperate with the following Original Equipment Manufacturer’s (OEM’s) IEEE 802.3 and ATM equipment: Alcatel and Cisco.  Any interoperability and integration issues between this network equipment and the provided NICs, shall be resolved by the Contractor.  The following NICs are currently in use in the Fleet: ATM, 10/100-TX, 100-FX, 1000-TX, and 10-FL.

3.7 Reliability

Equipment downtime resulting from hardware component failure reduces the Fleet's operational capability.  As a result, the minimum Mean Time Between Hardware Failure (MTBHF) for each equipment type (encompassing only internal components) shall be as follows:
(a) Workstations = 25,000 hours

(b) Laptops  = 20,000 hours

(c) Printers = 25,000 hours  

The Mean Time To Repair (MTTR) shall be (30 minutes once troubleshooting/diagnostics has determined a hardware problem exists and the faulty LRU has been identified and obtained.

The Mean Total Diagnostic/Repair, (MTD/R) process shall be (60 minutes.  Time will begin once the technician/engineer begins the troubleshooting process and will conclude at end item repair. The MTBHF, MTTR, and MTD/R standards shall be upheld for all items during conditions of use that are within the range of Safety and Environmental Guidance thresholds listed in Table 1.

3.8 Diminishing Manufacturing Sources and Material Shortages (DMSMS)

The Contractor shall provide alternative sources and alternative plans to provide corrective action for any obsolete parts on a monthly basis. 

Reference: (CDRL A003)

3.9 Unique Identification (UID)

Per the Defense Federal Acquisition Regulations Supplement (DFARS) clause 252.211-7003 (Item Identification and Valuation) pertaining to UID of items, the Contractor shall assign UID constructs to hardware items delivered to the Government which are valued at $5,000 or greater or meet other specific management requirements (e.g., serially managed, mission essential, controlled inventory materials, etc.) Marking of the boxes needs to be UID 2D format for receipt of material and update of the registry/wide area workflow (WAWF) for acceptance. The vendor must also update the Unique Item Identifier (UII) and invoices submitted to the WAWF.  
3.10 Hazardous Material (HAZMAT) Identification

Per the Defense Federal Acquisition Regulations Supplement (DFARS) clause 52.223-3 (Hazardous Material Identification and Material Safety Data) the Contractor shall identify and provide Hazardous Material Identification and Material Safety Data Sheets on any hazardous material associated end item such as lead acid batteries, toner, lithium batteries, and nickel cadmium batteries.

4.0  POST AWARD TESTING

4.1 Functional Testing

The Government reserves its right to place a small order for functional testing.   Equipment that will be tested by the Government will be identified by the COR and shipped to the appropriate testing facility.  Equipment to be delivered shall pass functional testing.  Contractor submittal of a Data Accession List (DAL) may be required to determine what internal Contractor test data may be used to assist PMW 160 personnel in performing test/validation of production lines. Equipment will be tested to validate that manufacturer's specifications of all components meet the minimum requirements of the Technical Matrix and this SOR, and that all software and firmware delivered by the contractor is functional and compatible with hardware both within the individual units as well as within the network.  The Government will test the contractor-provided software and hardware to ensure compatibility with the Government’s software loads. These software loads consist of, but are not limited to, the following COTS products: Microsoft (MS) Windows XP Professional SP2 or later, MS Windows 2000 Professional SP4 or later, MS Office 2003 or later, MS Office XP SP2 or later, MS Office 2000 Professional SR1 or later, MS Internet Explorer 6.0 SP1 128 bit or later, Symantec Norton Anti Virus 8.1 or later, NicoMak WinZip 8.1 or later, Ipswitch WS-FTP Pro 7.62 or later, and Netscape Communicator 7.02 Domestic 128 bit or later.  A newer software load will be produced in FY08 using Windows Vista with updated versions of the above software items.
Reference: (CDRL A004)

4.1.1 Workstation and Laptop Accessibility Criteria
The workstation and laptop monitors shall be capable of displaying all frequency ranges required without flicker.  

For workstations and laptops to be used onboard a ship:

1) All ports and connections shall be clearly marked (e.g., COM1, COM2, USB, LPT1) with industry standard symbols and colors

2) All components shall fit properly (e.g., no misaligned holes)


3) All components shall be easily accessible (e.g., requires no special tools and minimal parts removed)


4) All components shall be properly finished (e.g., no sharp edges)

5) No dissimilar metals shall touch

4.1.2 Engineering Changes 

It is the intent of the Government to only acquire COTS equipment under this contract. All equipment delivered by the Contractor shall be commercially available (with the exception of the mounting kits) and shall meet all relevant commercial safety and environmental standards (e.g., Underwriters Laboratories, Inc., etc.). 
4.1.3 Processor

Central Processing Unit (CPU) Benchmark tests shall be performed using Note 2 in the Technical Requirements Matrix.  A test report shall be provided by the Contractor showing these results. 

Reference: (CDRL A005)

5.0 TECHNICAL AND CONTRACTING SUPPORT

5.1 Technical Support Help Desk
The Contractor shall provide technical and logistical information, advice, guidance, and assistance for all hardware, software, and services included in this contract (excluding maintenance assistance as required by paragraph 3.0).  This assistance shall also provide users and potential users any required contract, configuration management, shipping, packaging, and product information whether technically oriented or not.   The Contractor shall provide 24 hour/365 day telephone (worldwide toll free), e-mail and Web based maintenance/warranty assistance to SSC San Diego/Charleston Help Desk/In-Service Engineering Agent (ISEA), and the end user as determined by SSC San Diego (Help Desk, ISEA, and Life Cycle Support Facility).  The Contractor shall be provided a Navy MILSTRIP requisition number to include a shipping location for Fleet deployed support and shall provide assistance within 48 hours of notification by SSC San Diego/Charleston Help Desk.  As a minimum, the Contractor shall identify all hardware maintenance trouble calls with serial number(s), make, and model number of component, not delivery order or tracking number(s).

5.2 Contract Support

The Contractor shall reply to Government e-mail contact regarding contract issues within 12 hours, Monday through Friday, excluding Government holidays. The Contractor shall also be available by phone 24 hours a day, Monday through Friday, excluding Government holidays.  An answering machine, answering service, or voice mail is unacceptable during the core hours (i.e., from 0800 to 2100 hours Eastern Standard Time or Eastern Daylight Savings Time, whichever is currently applicable).  During core hours, an automated menu facility to appropriately direct traffic shall be acceptable provided the caller’s final destination is not an answering machine, answering service, or voice mail unless the caller explicitly and freely chooses to leave a message for the Contractor.  The Contractor shall respond to all messages left via an answering device within 24 hours after delivery of the message.  No caller shall be placed on hold for longer than 10 minutes. This service shall be provided by telephone for all sites and shall be supplementary to that provided in the deliverable manuals and maintenance.  A toll free telephone number shall be made available for all US locations.  All Contractor personnel providing this assistance shall speak fluent English.
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