[bookmark: _Toc326219803][bookmark: _Toc324342467]Attach-1	 PERFORMANCE WORK STATEMENT N00039-12-R-0009.docx

   Workstations (Fixed, Portable, DV, or Deployable) – Change Page

The ES Contractor shall:
a. Provide end user HW as a service (ES Contractor owned HW) when ordered for the following HW categories with the performance and capabilities identified in the Workstation Minimum Requirements document, listed as Attachment 17 in Section J of the contract.  Attachment 17 does not apply to end user HW carried over from CoSC.
i. Standard Performance (desktop and laptop).
ii. Enhanced Performance (desktop)
iii. High End Graphics Performance (desktop and laptop).
iv. Ultra-light (laptop).
v. Tablet.
vi. Ruggedized (laptop). 
vii. Desktop Virtualization.
b. Ship, track, stage, configure, and install HW and SW (including GFP SW) based on NGEN orders (classified and unclassified).
i. Provide and track equipment and execute custody transfer of any end user HW received at the site in accordance with the AMIP.
a) End user computers (ES provided).
b) Additional HW and peripherals (GFP or ES provided).
c) CAP end user HW (GFP).
ii. Update asset and CM databases as required in accordance with the AMIP and CMIP.
a) Perform asset identification, scanning and logging of assets that have been delivered (tagging).
iii. Configure and deploy end user HW and SW.
a) Configure HW with Core Build, FAM approved applications, NGEN certified applications, and approved SW identified in end user profiles.
b) Configure workstations based on DAA approved configurations, as well as DoD and DON policy and guidance to include the DISA STIGs, DISA Enclave STIG, and SECNAVINST 2075.1, Department of the Navy Use of Commercial Wireless Local Area Network (LAN) Devices, Services, and Technologies, November 30, 2006 Guidance as specifically agreed upon and approved by the Navy ODAA for the Network.
c) Configure all end user computers to include a DoD approved smart card reader in accordance with:
i.  DoDI 8520.02, Public Key Infrastructure (PKI) and Public Key (PK) Enabling, May 24, 2011.
ii. DoDI 8520.03, Identity Authentication for Information Systems, May 13, 2011.
iii. DoD CIO Memo October 14, 2011, SIPRNet Public Key Infrastructure (PKI) Crypto Logon. 
d)  Configure all workstations in the NGEN environment so they are locked down and no additional SW can be added by the end user with the exception of plug and play and approved devices or print drivers.
e) Configure designated NGEN workstations and portables to be reconfigured by S&T developer end users without Contractor intervention. These workstations and portables follow the device naming standards in accordance with Government policy. 
iv. Perform data migration from previous to new HW, as applicable.
a) Provide access to migrated data or external data storage devices to ensure end user data sources are valid and accessible.
b) Transfer data from external devices enabled with DAR solutions.
v. Notify the Government custodian or designated representative that equipment has been delivered and that migrated data and installed applications are functioning properly.
vi. Install and deploy clients and additional peripheral HW.
a) Provide onsite resources to support deployment and operational validation of clients.
i. Develop workstation deployment test plan and test procedures to be approved by the Government. (CDRL A020 – Test Plan and CDRL A021 - Test Procedures)
ii. Conduct performance tests on each workstation after it is fully loaded with all applicable SW and security configurations in accordance with Contractor provided and Government approved workstation test plan and test procedures and report test results. (CDRL A022 – Test Report)
a. Ensure client can map to network printers and assigned network drives.
b. Ensure Email client has been configured and mail is operational and integrated with smart card reader.
c. Ensure Core Build SW is available and operational.
d. Ensure transferred data is available and complete.
vii. Maintain installed end user equipment for both end user HW as a service and end user HW provided as GFP.
a) Repair or replace defective end user HW.
b) Manage warranties on end user HW.
c) Provide loaner equipment (e.g., desktops and laptops) to end users for repairs or replacements that exceed 24 hours.
d) Upgrade client SW upgrades, configurations, tool extensions, and templates, in accordance with the Government approved Core Build Software Update Plan, DAA approved configurations, IAVA or IAVMs or as directed by the Government to meet emergent security requirements.
e) Install additional end user HW and SW, at the end user location including connecting approved peripherals (as ordered).
f) Provide the capability to access and load approved device drivers online via available website to include printer drivers.
g) Dispose of end-of-life classified and unclassified workstations and associated peripherals in accordance with Section 3.5.5. Demilitarization and Disposal.
c. Provide waterfront support. 
i. Receive, store, and install assigned NGEN workstations.
ii. Operate, maintain, move, repair, and reinstall NGEN workstations subject to waterfront surge events or shipyard environment limitations and hazards or where shipyard mission requirements dictate expedited handling.
d. Operate and maintain remote, secure access to assigned end user NGEN desktop systems.
i. Enable end users to securely view and control the host computer's desktop and applications from any non-NGEN computer.
ii. Maintain all files on the NGEN end user device within the NGEN.  Only mouse movements, keystrokes, and screen changes are exchanged.
iii. Provide, operate, and maintain software required to support remote access including server and client elements for up to 5000 end users. 
iv. Integrate NGEN PKI (e.g., DoD approved smart card) authentication.
v. Provide removable (i.e., Universal Serial Bus connection) and transportable capability for use on any non-NGEN computer that controls and directs access to the NGEN client. 
e. Operate and maintain bootable, secure virtualized NGEN desktop system.
i. Enable users to securely boot into a virtualized NGEN desktop from a non-NGEN computer
ii. Enable users to securely connect the virtualized NGEN desktop into the NGEN via remote access and VPN solutions supporting NGEN laptops.
iii. Provide the virtualized NGEN desktop with the same level of capability as a NGEN laptop.

