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3.3.2.2.1	Government Directed Actions (GDAs) – Change Page
Government Directed Actions (GDAs) may only be issued by Commander NETWARCOM or his designee.  GDAs must be within the scope of this contract and in accordance with the guidelines established by the NGEN Procuring Contracting Officer (PCO).  
a. GDAs are defined as operational direction from the Government to the Contractors that has been created to provide specific direction or amplification to an existing approved solution.
i. The Government requires the ability to direct the Contractor's work in certain areas related to security and daily operational aspects of the network.  In particular, the Operational Commanders may direct the Contractors to implement Information Assurance Vulnerability Advisories (IAVAs), Information Assurance Vulnerability Bulletins (IAVBs), Communications Tasking Orders (CTOs), etc., commonly referred to as GDAs without obtaining prior approval from the PCO. 
ii. The Contractors may request a deadline extension from the GDA issuing authority.
a) Extension requests must be delivered by the Contractors to the GDA issuing authority within the first half of the original “compliance window”.
b) The "compliance window" is the time between GDA issuance and its compliance deadline.
c) A POA&M that details how the Contractors will achieve compliance within the extended time period and mitigate vulnerabilities or negative service impacts during the delay must accompany the extension request.
d) The GDA issuing authority makes the extension approval decision.
iii. Properly submitted extension requests, which are approved by the GDA issuing authority, and are subsequently accomplished by the Contractors within the adjusted deadline constitutes compliance with the original GDA.
b. Operational direction involves specifying situation dependent actions, which must be taken immediately, or on short notice, within the existing technical capabilities of the network and accompanying systems.
i. Operational direction is given when time is critical and delay or inaction may adversely affect mission accomplishment, threaten the safety of personnel, cause damage or destruction of Government property, or the loss or compromise of sensitive information.
ii. Operational direction may incur risk associated with expeditiously implementing change on the network versus following controlled, deliberate processes.  Therefore, operational direction is given when it is determined that the risk of inaction or delay outweighs the risk posed by taking immediate action.
iii. Operational direction includes the ability to set priorities for contracted services, set priorities for the resolution of problems or deficiencies, and to direct changes in network security posture.
iv. When operational direction is given, the issuing authority accepts responsibility for the risk to network service that is subsequently incurred.  Operational direction includes the authority to:
a) Set priorities for delivery of services.
b) Set priorities for resolution of incidents and problems.
c) Direct responses to computer security incidents.
d) Direct computer network defensive actions and changes in network security posture.
c. GDAs will only be issued in response to:
i. General Service Incidents: Service and infrastructure related incidents (e.g., loss of service, poor performance, and service anomalies).
ii. Electronic Spillage: An incident where classified, Personal Identifiable Information (PII), CUI, NNPI, or COI information, is introduced on an IT system or network that is not authorized to hold or process such data.
iii. Unauthorized Disclosure: Any incident where information, data, or files have been made available to a person or persons who do not have authorized access.  
iv. Information Operations Condition (INFOCON) and Cyber Command Incidents: Incidents to increase the measurable readiness and operational capabilities of specific command networks for the Commander United States Strategic Command (USSTRATCOM) Headquarters, regional commanders, service chiefs, BPS and vessel commanders, as well as agency directors.
v. Investigations: Activities associated with complex incidents requiring more in depth data collection for command or law enforcement issues.
vi. Security Incidents: 
a) Perimeter Configuration Incident: Incident that requires the implementation or removal of a specific CND or network operational configuration that either blocks or permits network access.
b) Security Event (1): Efforts to address actual or potential CND event, incident, or identified threat.
c) Security Event (2): End user level intrusion (rogue systems).
d) Vulnerability Identification and Mitigation: Activities required to decrease, reduce, or eliminate a weakness in an 1) information system; 2) system security procedures; 3) internal controls; or, 4) implementation that could be exploited.

For the assigned services and systems, the Contractors shall:   
a. Confirm receipt of GDAs within 48 hours of direction in writing to the PCO and Commander NETWARCOM or his designee.
b. Notify the PCO and Commander NETWARCOM or his designee immediately in writing if the GDA is believed outside the scope of the contract.
c. Perform GDAs.
d. Report when execution of a GDA is initiated, provide progress reports as directed, and confirm completion to Commander NETWARCOM or his designee. 
e. Identify to the PCO and Commander NETWARCOM or his designee NGEN service performance impacts and service disruptions that resulted from GDA execution and contractual impact.
f. Request extensions to GDA deadlines and recommend actions for mitigation to risk or operational impact incurred by extension when the Contractors are unable to complete the GDA as required.
g. Assign each GDA service desk ticket as “Government Directed Action” and include the appropriate “Type”, “Item”, “Task”, “Purpose”, “End State”, “Severity”, and “Priority” for the event or incident.
h. Respond to all GDAs in coordination with the other service providers, with expediency consistent with operational and technical constraints and capabilities including Operational Commanders direction to implement IAVAs, IAVBs, and CTOs.
i. Accept GDA only from designated Government representatives and confirm receipt of direction in writing to the designated Government Representative issuing the direction.
a) Respond to all GDAs that originate either from verbal direction, a RFC, or a service desk ticket. 
b) Respond to GDAs  according to the following severity levels:
i. Severity 01 – Actions to be taken within one hour.  Initiate an email to the NNWC, Battle Watch Captain (BWC), or responsible parties detailing the actions required and timelines for accomplishment.
ii. Severity 02 – Actions to be taken within 12 hours.  Initiate an email to the NNWC, BWC, or responsible parties detailing the actions required and timelines for accomplishment.
iii. Severity 03 – Actions to be taken within 24 hours.  Initiate an email to the NNWC, BWC, or responsible parties detailing the actions required and timelines for accomplishment.
iv. Severity 04 – Actions to be taken within 48 hours.  Initiate an email to the NNWC, BWC, or, responsible parties detailing the actions required and timelines for accomplishment.
v. Severity 05 – Actions to be taken within 72 hours.
ii. Advise the GDA issuing authority of negatively impacted systems, operational risk, or potential performance measure failure associated with the execution of GDA. 
iii. Execute assigned GDA in accordance with the Change Management and Configuration Management processes.
a) Annotate all RFCs resulting from GDA as “Government Directed Action” and include the appropriate “Type”, “Item”, “Task”, “Purpose”, “End State”, “Severity”, and “Priority” for the event or incident.

In addition to the above, the ES Contractor shall:
a. Provide a verbal notification to the designated Government representative of completion of all severity level 1 or 2 service desk tickets.
b. Update, complete, and reassign all other service desk tickets to the Government for review and closure as time permits.
c. Update the Response to Operational Problem (RTOP) severity level status when events or incidents generate a RTOP.
d. Host and facilitate a meeting with the Government and provide a conference bridge for remote participation when the following GDA efforts are initiated:
i. Implementation of any INFOCON measures in accordance with Strategic Command (STRATCOM) Directive (SD) 527-1, Department of Defense Information Operations Condition (INFOCON) System Procedure, January 27, 2006.
ii. Implementation of any direction that results in loss of service including (e.g., severing sites from the network or disabling specific network services or groups of end users).
iii. Implementation of any direction related to mitigating ongoing GDA activities on the network.
iv. In cases of urgent or compelling direction that cannot wait for the completion and transfer of GDA, the Government may declare an Emergency Condition (EMCON) authorizing the Government immediate physical control as well as technical change and configuration management based on the verbal order of one of the following individuals (only):  
a) Navy enclave – NNWC Battle Watch Captain (BWC); NNWC NETOps Director; Commander, NNWC (N00).
e. Provide a web based tool that automatically queries the service desk system to acquire all GDA types and generate required reports.  The tool must have a reporting capability to provide data on the following minimum fields:
i. Ticket Number.
ii. Category. 
iii. Type. 
iv. Severity.
v. Date and Time Created. 
vi. Description. 
vii. Required Completion Date. 
viii. Stop light status (color coded to reflect status of completion – i.e. green “on time”, red “passed completion”, and yellow “within 24 hours before expiration”).
ix. Status - Work in progress, resolved, and closed.
x. Date and Time Resolved.

In addition to the above, the TXS Contractor shall coordinate with the ES Contractor to determine the appropriate actions and response to assigned GDAs.

